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A new efficient public auditing scheme for cloud storage
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ABSTRACT

The cloud storage service grows rapidly due to that cloud data auditing scheme can
enable cloud users to effectively verify the integrity of their outsourced data, for
ensuring that the data are faithfully stored by the cloud server. The user can hence
completely assure that the stored data is untampered or inadvertently changed. therefore,
the function correctness of the auditing scheme is extremely important. In this paper, we
propose such an efficient scheme, where a malicious server can’t forge a nonexistent
message block to be successfully verified by a challenger. The proposed scheme allows
not only for several blocks, which is the case for many research in the literature but also
for batch files stored in the cloud. The proof shows that our protocol is correct and can

be fulfilled very efficiently.
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1. Introduction

Cloud computing can provide several benefits such as, broad network access rapid
elasticity, measured service, on-demand self-service, and resource pooling as mentioned
by NIST [37-39]. It offers the possibility of improving system management efficiency
and changes the current hardware and software design type for computer utilization. In
the cloud, after the client had stored data, he typically does not retain the original data
mainly due to the data consistency maintenance. This is because the client may
cooperate on the stored data with his partners at different places. Therefore he must
assure that any device can get the latest version of the data. In other words, for the data
consistency client always trust the cloud services provider once he had stored data. It’s

unnecessary for the client to maintain the data file.

Therefore, a good cloud contractor needs to focus on the following three issues:
1. Better storage management efficiency.
2. To reduce a lot of hardware and software cost.

3. The client is allowed to access the data anywhere anytime.

For the benefits provided, cloud computing service is widely accepted in the real
life. Recently, the public auditing technology for ensuring data integrity is obtaining
more and more attention. People who may be equipped with different terminals such as
phones, tablets, laptops, desktop computers, and some other devices can take advantage
of low-cost cloud storage to store their data anytime anywhere. That is, they can access
personal information which may be stored in large multinational corporations,
independent on their real locations. With cloud computing, you can also build a private
cloud, and work with multiple partners to fulfill collaborative design, product
development, or order processing. The processing result can be instantly shared. Even,
it can be applied to the public sector for public information publishing and many more.
Although cloud computing makes our life more convenient, it brings us new security
and privacy challenges due to that it is on the air. For this reason, many persons do not
want to use cloud storage due to the serious security problems. They concern about the
integrity of the outsourced when facing several factors that may result in data corruption.
First, the cloud service providers are usually not fully trusted. They may update data
without notifying the data owners. Second, the stored data may be broken because of
the cloud server’s fails, management errors, or the adversary attack. However, in order
to preserve the good service reputation, cloud service provider may hide the data loss

event. Therefore, the issues of data leakage and integrity on the cloud storage have
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become the main concerns of cloud client. How to determine that the data stored in the

cloud is complete and safe is a very important issue.

Without maintaining the data file at the client side, the cloud clients will lose the
control of the data. This leads to the untrustness of the client to the cloud storage
provider. Therefore, the cloud data integrity checking is necessary. To this end, there has
been many researchers [1-3, 5-8, 9, 12,13, 15, 20, 21,31-33] working in this field,
attempting to resolve the problem. In this article, we refer to these related technologies
as Provable Data Possessing (PDP).

However, this study found that most of the PDP technologies in the literature are
implemented with higher computation cost, because they used expensive cryptographic
operations such as, RSA, bilinear pairing cryptosystems to fulfill their scheme
(Pairing-Based Cryptosystem is referred to as PBC). According to National Institute of
Standards and Technology (NIST) recommendations for the same security level, a RSA
cryptosystem with key length 1024/2048 bits is equivalent to an elliptic curve
cryptosystem with only 163/233 bits. This means that the output length of elliptic curve
cryptographysystem which is directly related to the cost of communications is about 1/6
to 1/8 to the RSA cryptosystem. According to the literature [35-36], the computation
cost of RSA cryptosystem is about 3.2 to 6 multiple to the ECC with the same security
level. In Tble 1, we compare three cryptography systems in the dimensions of
communication cost and computation costs. From the table shown, we can easily see

that ECC obviously has advantage.

Table 1 : Comparisons of 3 type’s systems’ communication and computation cost

cryptography system Communication costs Computing costs
Elliptic-Curve Cryptosystem 1 1
RSA 6~8 32
Pairing-Based Cryptosystem 1 7.5

Up to now, we only see lower cost scheme using ECC cryptosystem to design their

protocol, but their scheme doesn't possess the whole nine properties mentioned in [48].



2. Literature review

Cloud computing has significantly changed the way of computing resources
usage. It can provide dynamic service model for resource usage via the internet
which mainly resorts to the broad network access, and can be configured to
share resources in a timely manner thought the network. Enterprises and internetc
lients take advantage of the essential characteristics of cloud computing such as,
rapid network access and on-demand self-service, to commission their outsourced
data to the cloud.

In this computing environment, storage service providers(CSP) to get rid of their
own storage maintenance burden. Cloud server must have a trustable,
manageable, and effective accessible storage infrastructure for clients to create, store,
and update data. In the recent research [22,29,32,35,41-47], all assume that the CSP is
partially trusted. Under this assumption, it’s possible that the data’s integrity is
defective, because the client cannot control the outsourced data. Therefore, it’s
necessary for the client to perform the integrity checking for his outsourced data.
However, often, the client computation capability is limited especially when the mobile
devices become popular. To resolve this problem, a third party with better expertise and
capabilities 1s delegated to measure the cloud storage reliability and validity, on behalf

of the clients when needed. This model is called public auditing scheme.

In this model, there are three entities: Client, Third party auditor (TPA),
Cloud server. Among them involves the information transfer process. The client
delegates the right of data integrity verification to the TPA. TPA will challenge

the cloud server for obtaining the integrity proof. Subsequently, often receiving

the proof from the server, TPA will return this proof to the client, as illustrated
in Fig.1. There are many areas of encryption work known as privacy protection
public auditing (PPPA), for cloud storage system design [1-27].

Wang et al.[34] proposed a Knox: Privacy-Preserving Auditing for Shared
Data with Large Groups in the cloud. He can give third-party auditors (TPA)
users the ability to verify the integrity of their data without retrieving the entire
data. In addition, Zhu et al.[8]propose an efficient approach based on
probabilistic query and periodic verification for improving the performance of

audit services. They claimed that their scheme is can support provable updates to
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Client Third party auditor
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Figure 1 : A traditional public auditing system model

outsourced data, and timely abnormal detection. But also leakage of the user's
secret and some of the documents of the dynamic and efficient security audit

services, which also allows the attacker has the advantage of easy pass.

As mentioned earlier, for blinding the server chooses a random element r € z Z, by
using the same pseudorandom function and let » = f4 ;3 (chal ) , where k; is a
pseudorandom function key generated by the server for each auditing. It then calculates

R =u" € G and computes ,u*=2vl,ml., = +1h(R) €Z,,and azﬁaiv’.

i=s i=s

N

From the received (u,0,R), we can see that since a:HO'iV"

i=s;

Se

S, Z"imi
:H(H(i)v" -u™ )", a malicious server can regard v;s as constants and m;s as

i=s;

variables. He then computes s =Zvlmi using the constants v;s and the message
blocks stored. That is, he can obtain an equation containing multiple variables, the m;s,
which in mathematics has more than one solution. This means that other than the

original m;s, the malicious server can find out some message blocks satisfying the



equation without alerting o . We take S.=3 as an example. Suppose the values of v;s are

(6, 8, 9), and the values of m;s are (1, 4, 2) respectively, then the plane can be defined
by 6x+8y+9z=>56(=6m, +8m, +9m;), where m,,i=1I to 3, are the forged message
blocks. We know that this plane also passes through the point (5, 1, 2). This implies that

the malicious server can forge the message blocks from (1, 4, 2) to (5, 1, 2) without

alerting the value o . Moreover due to the independence between ' (= Zvl.ml.) and R,

the malicious server can even set R'=u" and g =u +rh(R)eZ, and sends

(1 ,0,R ) to TPA. TPA will accept the verification without detection. That is, the proof

of the selected blocks is not unique. This might lead the scheme incur more

vulnerabilities.

Recently, several articles proposed also have the same problem. For the interested
readers, please refer to [34,40-45].

3. Security requirements in the system model

In this section, we describe the cloud storage system model and its security

requirements. Then, we illustrate the goal of our design.

3.1 System model
The following will describe the cloud storage integrity checking technology. The
scenario is shown in Fig.2. We divide it into two layers: (a) data file preprocessing (b)

data file verification.

(a) Data file preprocessing

When the client uploads the file F into the cloud, he first needs to generate the
metadata, for instance cutting the file into blocks of the same size, then computing the
corresponding metadata called tags. After this, the client will store F and all its tags to

the cloud server and then delete them from its own storage.

(b) Data file Verification



When auditing, according to the metadata stored in the server’s storage, the cloud
If

server read out the corresponding file blocks and their tags to compute the proof.

the proof is correct, the cloud server is considered honesty.

User generaiod
Metadata and TAG

.: r -*0# -_" _-h -~ Y . . ;
F'&TAG R i
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(a) Data file preprocessing
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HE
L d
Stored les F oond TAG

(b) Verification the data file
Figure 2 : Data has to prove technology architecture

3.2 Security requirement
In the model, three important security threats are defined [41, 49]. We show and

explain them as follows.
(1)Impersonation attack: Although, the attacker hasn’t the blocks and the corresponding

tags, the attacker hasn’t the blocks and the corresponding tags, he impersonates the
cloud server trying to respond the correct proof.
(2)Replay attack: The malicious cloud server or attacker replays the previously record
proof to fool the client, but indeed has changed the corresponding blocks secretly.
(3)Forgery attack: The malicious cloud server may forge a block m; with its tag to

satisfy the verification challenged from the auditor.



3.3 Our design goal
In this section, we present a new ECC-based auditing and scheme prove its security.
The main reason why our scheme takes attempt to meet the security requirements is the

reduction computing cost. In addition, me list list the following as our design goal:

1. Our preliminary construction is to design only for a single file block to satisfy proof
verification. Then, it can be applied to the whole file’s integrity checking.

2. It has minimum communication and computation cost.

3. The proof can be certified effectively. That is, once a client had retrieved damaged
data, he can instantly identify it.

4. The role of auditor is moved from TPA to the user.

4. The proposed scheme

To ensure the integrity of stored data, we propose a new efficient public auditing

scheme for cloud storage. We first define and show a list of used notations in Table2.

Table 2 : The definitions of used notations

Notations table

G; a additive cycle group on an Elliptic Curve with order q
H;( -) ahash function mapping from G; —{0,1}"
H,( -) ahash function mapping from {0,1}* — Z,

s client secret key

Y system public key

m; the ith block of the shared cloud data file, that is F={m,...,m,}
7 a random integer in Zq*

ril a nonce chosen by the client

7i2 a nonce chosen by the server

T, a timestamp

Proof;  the proof a message sent to the client by the cloud server
P a generator of group G;

ik the challenge message sent to the cloud server by the client

Then, we illustrate our scheme as follows, It consists of four phases:
1. Setup phase: This phase includes the system private key and system public key

generations.



2. TagBlock phase: In this phase, the client performs the data file pre-processing to
generate block-tags. The client will then store the file with all its tags to the cloud
server. It then deletes the stored file.

3. Challenge phase: In this phase, the client sends a challenge request to the server, The
server generates an integrity proof corresponding to the set of challenged blocks,
and returns it to the client.

4. ChallengeVerify phase: In this phase, when the client receives the proof from the

server, he will perform calculations to see whether it is correct.

We now describe the four phases in details in the following and also show them in

Figure3.

4.1 Setup phase

The system initialization generates the master secret and public keys, and system
parameters. let G1 be an additive cyclic group of prime order q and P be a generator of
G1 where q is a large prime which is at least 160 bits or more. Define two cryptographic
hash functions with the mapping: H;: G; —{0,1}* and H,: {0,1}* — Z,, The client
secret key is s € Z,*, and public key is Y= sP. Afterwards, the system publishes the
system parameters {G, P, q,Y, H;, H>}.

4.2 Tagblock generation phase
The main purpose of this phase is to verify whether the stored file block or blocks

had been stored honestly. The preliminary step is to generate the corresponding tag for

a single blocks m; in a file F. The client first divides file F into n blocks of equal size.

We denote it as F={ m;l/ <i <n }. After that, for each block m; the client generates
its tag by choosing a random number 7; ¢ Z, and computes its Tag; (d;, A, B; c; D)),
where as di=H;(s r; my),A;i=r;i m;P, B;i=r;Y, c; - H,(s\H,(4))m; and D;=c; B,, The client then

calculates

vi=rim;+ sH(B)+ rid;s weee(1)

He then sends v;, m;, Tag; to the server for its verifications.After receiving, the
server checks to see whether v,P =? 4+ H, (B)Y + d;B; holds. If it does, the cloud server
stores m; together with its tag Tag; into the storage. We demonstrate the correctness of

equation (1) as follows.

viP=(rim;+ sHy(B)+ r;d; s)P = A+ Hy(B)+ d; B,
8



Client (File) P: generator Server
Step phase

Privkey = s H;: G—{0,1}"

Pubkey = ¥ =sP Hy: {01} — Z,

TagBlock generation phase
di=H,(r;m;s), Ai=r;m; P, B;=r;Y,
¢ - Hy(s\H;(A))m;

D;=c; B;
vi=rim; + sH;(B)+r; d; s

m;, d, A, B, v; ¢; D;

m;, d, A, B, v; ¢ D,

verify v,P =? A+ Hy (B)Y + d,B;

store  m; Tag; ={d, A, B; ¢; D}

Challenge phase

Foreachi, I <i<n

choose r;; and k; i, ki1

choose 7,

compute

l=ryrpd;

t;=H,(T>)

compute t,-"

R, =kid;m; B;

ap=ryrp(d; + t;Hy(k; d; 4; )P

O=t; ryripY

wi=H(ri7i2 P)

Proof;={ I;P, R, a;P, Q, W;, T, t, '}

Proofi={ PR, a;P. O, w;, Ts, t; t;"}

Obtain Proof;
Compute t; ?=H, (T,)
Hy(s"t7'0) 2= w;

ProofVerify phase

LP=?a,P—tiryry HZ(SJRZ') P

Figure 3 : Data block m; integrity checking.
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Proofi={IP R, aP. Q, w, To, t, t "}

Obtain Proof;

Compute t ?=H(T5)
Hy(s't7Q) ?2=w

Client (File) P: generator Server
Step phase
Privkey = s H;: G;—{0,1}"
Pubkey =Y=sP Hy: 0,1} — Z,
file verification
Chose 7; and k; i, kyr; 1<i<n R
choose 7,
t = HyT))
compute ¢ !
R, =rikid;m; B;
L=rrd;
O =trirY

w = H;(rP)
lP F Z:::l liP=r1rgZ§=1 di
R= Z:::l R;

ap =IP + t rrHy( Yi_y kid; A)P

4.3 Challenge phase

After the storing of m;, and Tag; for I <i < n, the client can examine whether the
cloud server honestly store his delegated file blocks by randomly selects i€ /< i< n and
kiri; to challenge the server. Subsequently, the cloud server randomly selects 7;; and

computes /;=r;r;pdi.and R; = ri; k;d;m; B;. It then uses system timestamp 7 to calculate

Figure 4 : Batch verification for a file F

ti =Hx(T>), O=t;rijri2Y, wi=H,(t; riri2P), and app= ririz(dip+t; Hy(k; d; Ai )P

The server then generates Proof; -{ ;P R;, a;P, O, w;, T, t, t,-'l }and send to the

client for the client’s checking.
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4.4 Proof verification phase
In this phase, we demonstrate two kinds of verifications: (1)single block

verification and (2)batch verifications for a file.

1.Single block verification

After receiving Proof; -{ IiP, R, a;P, O, w;, 15, t, t,-‘l }, the client computes and
checks to see whether the t,=H(T,). If so, he computes to see whether H,(s".t7',0) = w;
holds. If it holds, this implies that the client’s challenge is realtime. The client them

checks weather the following equation holds
;P =?a;P — tjry;1i,Hy(s71R,)P

= a;P — ;11 Hy (s kyd;m;By) P
= a;P — t;1y11,Hy (s 1k;dym;r;sP)P
= a;P — t;1yy 1 Hp (kidymyriP)P
= 11 Ti2diP + i1 TipHy (kyd AP — ty1yg 1 Ho (ki dymri P) P
= ;P + tyryyrip Hy (kidyrymyP)P — ty1yy 1y Ho (ki dymyri P) P
= ;P ()

2.Bath verification for a file

The client can also perform batch auditing for the whole file F by launching the
challenge for each block. The server computes ¢ = Hx(T5), t ', O =t ryr>Y,
w = H;(rir;P), li=r;r,d,
L=rird
IP=J3"_,L,P =rir, ) ,d;P,
R= X Ri=Xi_1; d;m; B,
aP =riry N1 d; P+trpry Hy(Yi_y kid, A)P.

The server then transfers these parameters [P, R, aP, O, w, T, ¢, t ' to the client for
verification. The client verifies whether t=H, (T,).If so, he computes to see whether
H, (s‘l t! Q) =w holds. If it holds, this implies that the client's challenge is realtime. The

client then checks whether the following equation holds.
11



IP ?=aP-tr;r,Hy(s'R)P

?=aP-H,(s'R)QO

If the equation holds, the client believe that the data is well maintained. The

protocol is illustrated in Figure 4.

5. Security analyses

In this section, we will show that our public auditing protocol is secure by using

the following security features.

(1) Impersonate attack

Assume that an attacker E can successfully forge proof; without having the block m;,
That is E can pretend the server to respond with correct proof; without m; and its tag once
he had received message from the client. However, without m; and its tag, E cannot

compute /;p,R;,a;P to pass the clients verification ;P =2 a;P—r;r;;H S(s'R)P.

(2)Replay attack

Assume that attacker E had record the two messages transferred between the client
and server and launches a replay attack. That is when a client challenged the server with
the same message 1, he can replay message 2 to fool the client that he is the cloud server,
However, in our protocol, the timestamp 7> and its hash H,(T,) can thwart such an attack.
Because the client will examine the freshness of T» which is binded into B to be checked
By the client the using the equation H; (' Q)=?H,(r:;Y).

(3) Forgery attack

Forgery attack means that an attacker wants to forge block m;s tag without the
block. That is, he can choose a random forged block m;, and compute its tag
di=H;(ri'm;’,s), Ai=r;’m;’P, B;/=r;’Y successfully. However, without the knowledge of s,

E cannot compute d; for generating the proof to pass the client’s verification.

12



6. Comparisons and Discussion

In this section, we compare our proposed scheme with some of the others in the

literature and discuss several issues about the advantage of employing ECC

cryptosystem in the secure public auditing design of cloud storage.

6.1 Comparisons

We describe the reason why our scheme can satisfy the following properties and

which represent the ideal goal of a data auditing protocol as described in [48]. We use

Table 5 to show the comparison result with the other related works in these properties.

From Table 5, we can see that our scheme outperforms the other schemes.

~

©

Batch auditing: Our scheme provides batch auditing, as shown in equation 3.
Public auditing: As long as we substitute the role of user to third party, our scheme
also provide public auditing. That is, the secret s originally possessed by the user is
now possessed by the third party.
Blockless verification: In own scheme, no actual data blocks are sent by the server
to the client for verification in the consideration of communication overhead.
Privacy Preservation: Because the auditor does not know the client secret s.
Data Dynamics: When the data owner stores data into the cloud, the data owner
can access the data to perform certain operations such as, insertion or deletions
anytime anywhere. Therefore, the audit mechanism must support the data owner to
operate the data dynamically.
Unbounded number of challenges: The client can present unlimited number of
challenges to the server. In our proposal, the client can launch unlimited number of
challenges to the server. Therefore, our scheme meet this requirement.
Non reproducibility: In own scheme, the server cannot pass the verification without
the owner’s actual data m; and its tag.
Recoverability: There should exists mechanism which can spring back the original
data by using available data. In our method, as long as server gives the block m;'s
Tag; ={d; A, B; c;}, the client can recover m;.
Adaptability: The auditing protocol should comply with virtual machines dynamic
mutability.

From Table 5, we can see that our scheme outperform the others in the above six

properties which an auditing scheme should possess.

Besides it can also easily seen that, other than the above six properties, our scheme

13



also meet the other three ones which are met show in figure of [48].

Table 3 © A performance comparison

Protocols Ba}@h P‘ubli‘c‘ Blf)cklgss Privacyf Datal Unbounded number ECC
auditing auditability verification preservation dynamics of challenges

Ateniese et al. (2007) [2] No Yes Yes No No No No
Ateniese et al. (2008) [3] No Yes Yes No No No No
Wang et al. (2013) [6] No No No No No No No
Erway et al. (2009) [12] No No No No Yes Yes No
Zheng and Xu (2012) [18] No Yes No No No No No
Wang et al. (2009) [20] No No No No No No No
Wang et al., (2011) [23] Yes Yes Yes No Yes Yes No
Zhu et al. (2011) [27] No Yes No No No No No
Yang and Jia (2013) [28] Yes Yes No Yes Yes No No
Hao et al. (2011) [30] No Yes No Yes Yes No No
Zhang et al. (2015) [41] No Yes No No No No Yes
Ours Yes Yes Yes Yes Yes Yes Yes

6.2 Discussion

In this paper, we use ECC to design a flexible, high-secure, more practical data
storage integrity auditing protocol. This is mainly due to that ECC cryptography key
length is far more less than the other public key cryptosystems (such as RSA, Elgamal,
Bilinear pairing), and thus is far more faster to process at same security level, when
compared with the others. Thus, our for applications such as, smart cards, mobile
phones, wireless memory devices, such as NFC limited environment. Moreover, we do
not use the traditional third-party cloud data storage auditing system architecture with
the three roles:( Client, TPA, Cloud Server), It can operate efficiently with Minimum
computication and communication overhead. Therefore, our scheme can save the
client’s cost in delegating the auditing to the third party. This allows the client to do any

audit conveniently.

6.3 Future work

In future work, we will use ECC to design e-cash transacting using the card
transaction mode of Near Field Communication (NFC), is a short-range high-frequency
wireless communication technology that allows non-contact, peer-to-peer data
transmission between electronic devices, and can operate fast and smoothly. With
attractive properties, smart phones embedded with NFC become very popular. It brings
mobile device client dynamic usage experience which lets client operate in a new
interactive wireless way. At present, many researchers of NFC technology have

gradually developed it with smart card (SC) to form the mobile payment scheme on the
14



market. In the mobile payment life cycle, the data is from the mobile device through the
wireless network to reach the payment platform. Then, the payment instructions on the
card are implemented to complete the payment action. We also can use the
characteristics of ECC to design the efficient wireless payment transaction with same
security level which needs more complex computation when using the other

cryptosystems such as, RSA, Bilinear pairing and so on.

7. Conclusions

In this paper, we first propose the effective auditing scheme by ECC cryptosystem
in cloud computing, which allows the client to audit the efficiently outsourced data. Our
scheme not only has computation and communication advantage, but also the satisfies
night desirable properties for data integrity auditing protocols, which are not yet
complete of fully achievable at present, as insisted in Gary et al. Besides we also show
the our scheme meet the security requirement auditing protocol needs in section 3.

In addition, we discuss that our technology can be adopted to NFC smart response
to enforce wireless payment transaction, on the market.

Totally speaking, our proposal is competitive in modern cloud data auditing

scheme.
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