R EAFPEFRTNE LY
FALim

Department of Information Management

College of Science and Technology

Nanhua University

Master Thesis

BRABEPEPEZFAT —Fit by APP G B
152 BAFBREFIRITS
Study on High-Tech Crimes--Discussion on the Investigation

Challenge and Correspondence of Using Mobile Applications as a

Criminal Tool

24 R

Che-Pin Liang

R I kR F4
Advisor: Kuang-MinWu, Ph.D.

P % K 108 £ 6 2
June 2019



H OE K £
R LRENTEL L
B+ 2 W X

SFEFE AR —FIFATEENE E APP AL B
ZA a5 AR A A

Study on High-Tech Crimes-Discussion on the Investigation Challenge

and Correspondence of Using Mobile Applications as a Criminal Tool

TR
48 A4 S
PEREH %Z%iﬁ;
L1
CEDCSID 4 %Vﬁ
RExaE(AK) - }gp\/\/\/&

<\
oA PERE 108 £ S5 B 278

.Q

QNS




£
P e 7 I
# X % o
% RSN
RS

X
E—zaﬁﬂ
Z Bt
By R E

T3 A47A

FIMEE

B 3

%‘ $ j 3\3.'3'5% L ] l = é 2
. 3, =4 .?JJ:ZE
& ‘i
A =]
f\é

1% % Pﬂ
sy £

R*E
i W




HEAZEAPEZRAALIRXEFMAEAHRARES

SIEAN BRYE  zHEIBELX

PXREE ! SHBRNREXIAR-FFUITHEMEET APP ALEL R
ZAERRAEREES

3t X A2 B : Study on High-tech Crimes-Discussion on the Investigation

Challenge and Correspondence of Using Mobile Applications as a
Criminal Tool

R :%&ﬂ et

PARGEELORARAIXNEZRBEHEZFHEHFE LT ¢
H R F AR EAFH
HEIFAEH S4B "HE | EEMAEM
SAEBMBFREEMEM

b 2 fﬁ\
@ A 7%;‘%; A (meES)
15 265 ¢ %% r/fl (HBEEL)

¥ 2R BE/ 08 F A )7}5]

S

ii



BRAFREZ AL —FHUFEELAEXE APP IR 22 B 478 H

oy 2 RYY kg ZARP L

L
) ]

TR BB R EFH PR S0 7 MR e
BEFLETAEETRYTRLERPRIE L g FIRBRDBFHERTF
& (Smart Card) % - iT %

F IR FR A KE APP 5 e 1 Bk G e 0 AR REY &

/4

SRR SUME DLE RS ST B T NI S A

s oo P R &G AL REIRIE (54 Facebook ) iﬂ” e TP GUPR

il



Aoy F LR APP FR%%#H—T%—‘F"{ S SRR 2R ET O i
R g Lh R X MG RIS BN R PR
g B RLME Era Loy R Y FE B F e RAG B

WEL B R R R R 2 o

Mt @ B ABP Y « FHE LS APP ~ AAH R ~ 40 if -

6
e
Ry

v



Study on High-Tech Crimes-Discussion on the Investigation Challenge and

Correspondence of Using Mobile Applications as a Criminal Tool

Name of Student: Che-Pin Liang Advisor: Kuang-Min Wu, Ph.D.

Department of Information Management
Nanhua University
Master Thesis

ABSTRACT

Gangsters use high-tech technology to carry out their criminal activities.
This type of crime is not only a crime of using computer crime but also uses
special high-tech electronic products, such as smartphone, digital photography
equipment, various smart cards, etc. Recently, investigators discovered that
more and more suspects in Taiwan have used mobile devices as their criminal
tools, especially in fraud, drug, gambling, and prostitution cases are the most
broadly used. Everyone received those fraudulent messages if he/she has social
media or instant messaging account. In addition, bitcoin laundering,
ransomware, personal data stealing are also using high-tech to crime. It is a pity
that under the condition that the laws and regulations are incomplete and the
investigation techniques have been limited, the investigators have encountered

major challenges in such cases. In fact, the most important thing to the



investigators is identified of who has sent the message (the individual user) and
where the suspect (or tracking his location) is.

Nowadays, a large number of social networks and Internet application
services (APPs) are widely used, and encryption and anonymous networks are
used, and APP service providers are mostly located in foreign countries and in
the cloud. Digital investigation and forensics have become increasingly
difficult, and law enforcement agencies are faced with the difficulty of tracking
individualized users through packets reconstructed or Internet access service
providers. Therefore, it is necessary to develop new methods of digital

investigation and forensics from different starting points.

Keywords: Hi-tech crime, Mobile application, Social network, Encryption,

Anonymous network
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All your files have been encrypted!

Al your files have been encrypted due to a security problem with your PC. If you want to restore them,
| wette us to the o -mail fledecgtutaio

Write: this ID in the title of your message BO584485 7210 L 10 R a1

In case of no answer in 24 hours write us to theese e-malls: filedec@tuta.bo ST

You have to pay for decryplon n Brcons. The pce depends on how fast you wite to us. After payment we wil send
wou the decryption tool that vl decrypt al your fles.

Free decryption as guarantee

Befare paying you can send us up to 1 fie for free decryption. The tetal size of fles must be kess than 1Mb (nan
archived), and fies should not centan valable information, (databases,badkups, large excel sheets, etc.)

How to obtain Bitcoins

i The easest way to buy bitcons is LocalBitcoins ste. You have to regster, dick "Buy bitcons’, and select the seler
by payment mathod and price.

bitps:/flocalbicons com/tury bitcois.
s yeu can ful other places b buy Bieons and beghners gude here:
condosk, can-ibuy-bkcons! I

Attention!
» Do not rename encrypted fies.
-

« Da not try to decrypt your data using third party software, trrwransan:rmm:‘g/ L S asclel
« Decrypton of your fles with the help of thid parties may cause nereased price (they ad ?Jheabﬁou’r]avc.? n
can become a victm of a scam.
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FE HRR(%) ®REEAQF)

90 — R 2010 108 2,29
80 .l e 2011H1 129 2,743
70 = FRIE /0’_','1'4 763 196 °© 2011H2 18.2 3,870
2654 " 2012H1 26.2 5,571

60 #58.7 ;
P S 2012H2 354 7,527
50 ¥ e 2013H1 431 9,165
40 Pl 2013H2 514 10,712
30 / 354 2014H1 58.7 12,252
#2622 2014H2 65.4 13,549
20 /,»"'18.2 2015(F) 342 12 709
10 o129 2016(F) o 15198
0 10.8 2017(F) 796 16,498

2010 2011 2012 2013 2014 2015(f)2016(f)2017(2018(f)  2018(F) 817 16,918

B 2-5 2010-2018(f) % A &3] < 1 3 2 5 B 4% 2 3758

1295 E Marketer & 2016 & 9 ? ezt & %5 73.4% o4 v
¥ F

RPEULE c AR AR RBF A AR TR i
—"F,“ﬁ 71.8% @ 2 g cdfE L {5 # —"F,“ﬁ 70.49% » % Wiy E £ 4%

@ ¥ _};lz»); 63.99% » ¢ B AR L i # —*ﬂ‘”ﬁ 43.89 (4@ 2-6) o

Mobile Phone* and Smartphone** Users in Taiwan,

2015-2020

2015 2016 2017 2018 2019 2020
Mobile phone users® 197 198 19% 200 201 20.2
—% of population B4.1% B4.5% B4E% B50% A8L.3% B55%
=5 change 10% O07% O05% 04% 0.5% 03%
Smartphone users** %4 172 1178 183 1846 188
— aof populatian A0, FI4% TLAR T7A% TROW TOO%
=% of mobile phone users B3.1% 888% B93% 91.3% $2.5% 934%
—4 change g.4% 52X 34% 248%  1.8%  14%

Nate: *individuals of any age wiho awn at least one mobile phone and use
the phonels) at legst once per month, **individuals of any age who own at
Ieast gne smartphone and wse the smartphanels) at least ance per month
Lowrce efdarketer, Sep 2074

2B win eflarketer. com

Bl 2-6 2015-2020 £ # 7 & T2 FEI S B Y 2 3 Ea8F 2 7R
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