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Nanhua University
Master Thesis

ABSTRACT

With the continuous breakthrough of quantum information
technology and heat discussion of Bitcoin, the idea of quantum money
has gradually become the attention focus recently. As such, several
cryptographic scholars have proposed quantum money schemes. However,
most of them require the customer and bank to share a secret key in
advance, and only the bank can verify the authenticity of the quantum
money. This may suffer criminals attacks, because the authentication
process is not rea time. Thus, reduces the validity of commercial
transactions.

For these reasons, in this article, based on chen et a.’s publicly
verifiable quantum signature and quantum blind signature schemes, and
their electronic cash system, we propose a quantum money scheme that
uses the publicly verifiable quantum signature scheme to obtain alicense,
and establish a withdrawal and a payment protocol through the usage of
guantum blind signature by referring to their cash system architecture. In
addition, we also make relevant security analysis to support our theory.

Keywords: Quantum money, Quantum asymmetric cryptography,
Quantum signature, Quantum blind signature
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1. Introduction

Traditional digital currency has received extensive and in-depth research. The

focus is on how to improve the security of transactions [1-4]. However, digital currency

has a natural flaw that bits can be easily copied and its security is based on

computational infeasibility. The former makes it fragile and the latter becomes

computational insecure after the quantum computer emerged. For these reasons, people

try to use no-cloning theorem of quantum state to produce money in quantum version,

which hopefully eliminate the possibility of money counterfeiting, making the money

no longer need to base on computational hardness. Hence, in such field the

Heisenberg’s uncertainty principle [5] and no-cloning theorem [6, 23, 24] make

quantum money the earliest interest area in quantum information theory, because both

theorems guarantee that forging quantum money is impossible. Thus, after Wiesner had

proposed a new quantum cryptographic scheme in 1983 [7], which became a

well-known quantum money, several quantum money generation and verification

schemes were proposed [8-12]. Among the excellent proposed schemes, two verify the

authenticity of quantum money via using private key quantum system [7-8], where the

verification is executed by a trusted third party. The others are public key quantum

systems [10-12], in which the verification can be executed by anyone. Yet, we found

that schemes [8, 9, 10, 12] are based on the computational infeasibility of verifying the

traditional signature. In other words, the security of their schemes is not on the quantum
1



level. They rely on the computation hardness of traditional computer. Scheme [11] is

good quantum Bitcoin protocols. However, we found that Ikeda et al.’s protocol is

traceable, because it uses the remitter’s signature to verify the coin owner. In 2020,

Horodecki et al. [25] propose a semi-device-independent quantum money. Their

scheme is a good idea in implementation. Nevertheless, it verifies quantum money

based on probability. It is not in a deterministic way. Thus, is not suitable to be applied

in real world transactions.

Allenson et al. [20, 21] argued that a quantum public key money scheme should

have the following characteristics:

(1) There are effective algorithms for generating quantum money states
(2) No need to communicate with the bank, anyone can verify quantum money,

(3) No one can clone the quantum money

In view of these features, we use a quantum public key system to design quantum

money, in which anyone can verify the quantum money by himself.

The rest of this article is described as follows. In Section 2, we review both the

publicly verifiable quantum signature [13] and the quantum blind signature scheme

[14]. Then, by using both reviewed schemes and referring to the protocol architectures

in [1], we design quantum money in Section 3. The security analysis of the proposed is

introduced in Section 4. We compare the security of the proposed with the

state-of-the-art and list the results in Table 2. Then, a conclusion is given in Section 6.

2



2. Literature review

In this section, we review two of Chen et al’s quantum signature schemes. Based
on which, we establish our quantum money system. One is quantum signature scheme
[13] and the other is quantum blind signature scheme [14]. The security of the two
schemes was confirmed in the respective security analysis of their articles. For clarity,

the definitions of used notations can be referred to the original schemes.

2.1. A publicly verifiable quantum signature scheme based on asymmetric
guantum cryptography without entanglement [13]
Their signature scheme includes three phases: (a) key generation phase, (b)

signature phase, and (c) verification phase. We describe them as follows:

(a) Key generation phase
This phase is the same as in [17] that the system prepares for each system member

j’s quantum public key/private key pair as |(ppk)./( S;0r)j, where |@,); =
j

®7j1=1 R(j)(sjen )j|02>-

(b) Signature stage
In this phase, the signer A signs on a message m by using the following steps.

1. Selects a random number set 7, in GF(2") [15], and denotes its jt* element as Toj-



2. Computes

H(m,ro;) = qj * (Spa+ 1= Wy, hq; = H(q;,15, (Si0n) a),
/* In the following, for simplicity, we will omit the subscript j for the j*! element
of  respective  variables’ sets (19,4, 7, wj, hq;, 645,0,5,Q0;, W,
le, Qj,le,ij,ST}',ST'hj, hm], hW], Yj, Plj'PZj' hT'Sj, hWT}), forj:]. ton. */
X, =(q-1D(S)) Xy = (14— (s

1=\ i) 2 =( q_l(j)A)'

W =Qw, + Qr

Q = H(m, 1, (5;600) 4, X1, X2),
= Q(q*(S))a+2r),

hw = HW,7,(5)4), hrs = H(ro, (5;0n)4),
hwr = H(W, hrs), QX1X; = Q((q — 1) (S)a) +30Qr,
sr=(Sp),+, srh = sr + H(hw, QX1X,),

Y=W - QX1X2 - Z(S])A Sondl § 7 H(hW, QX1X2)

=W — QX1X2 - (S])A - ST‘h,

Pr=(q-2)(s), Pr=r71 (14 2 (57D,

Htot = H(m,ry, hq, Q, X1, X2, P1,Y, hw, sr, hrs, hwr),

hm = H(m,ry, hq, Q, X1, X2, Y, P1, P2, hw, sr, hrs, hwr).

w

. The generated quantum signature |Sig), =Rotates tensor product of n qubits |0,), the
states |0,)®", to ®7_; RO(W + hm);6,,|0,).

4. Sends {m, ry,hq, Q, X1, X2, Y, P1, P2, hw, sr, hrs, hwr } through a classical



channel, and |Sig), through a quantum channel, to the verifier B.

(c) Verification phase
Upon receiving { m, ry, hq, Q, X1, X2, Y, Pi, P2, hw, sr, hrs, hwr, [Sig), },
verifier B performs the verification operation by using the following steps.
1. Computes
hm = H(m, ry,hq, Q, X1, X2, Y, P1, P2, hw, sr, hrs, hwr),
Htot = H(m, ry, hq, Q, X1, X2, Y, Pi, P2, hw, sr, hrs, hwr),
srh = sr + H(hw, QX:X>), H(Y), and QX; X,, H(sth + QX, X, + Y, hrs).
2. Compares to see if hwr = H(srh + QX,X, +Y, hrs), if the equation doesn’t
hold, continues; else, rejects.
3. Computes and compares to see if (X;X, — P;P>) = sr+ Htot, if the equation
holds, continues; else, rejects.
4. 1f H(Y) < Y, computes 6; =Y —H(Y), Q8 = hm+ srh + QX, X, + 6,, else
computes 6, = H(Y) =Y, Q80 = hm + srh + QX X, — 0,.
5. Performs inverse rotation operation R%(Q8) on |Sig),, obtaining |Z).
6. Performs rotation operation ROH(Y) on |(ppk)A, obtaining |Z').
7. Measures both states |Z) and |Z'), and compares the outcomes to see if they are

equal. If so, B accepts; otherwise, he rejects.



2.2. A publicly verifiable quantum blind signature scheme without
entanglement based on asymmetric cryptography [14]
Their signature scheme contains five phases: (a) initial stage, (b) blind signature
phase, (c) verification blind signature phase, (d) unblinding phase, and (e) verification

phase. We describe them as follows:

(a) Initial stage

Signer A randomly picks, a random number set r; with order n and prepares a
message m , then calculates Ma; = ry; + Saj + H(m), shy; = H(Maj, Sy;),
SMyj = My; + shy; for j=1ton. Athen passes SM, and sh, to B, for B to blindly

sign on the blind message Ma.

(b) Blind signature generation phase
After receiving the blind messages SM, and sh, from A, B performs the
following steps to do the blind signature phase.
1. Calculates My; = SMy; — shy;
2. Randomly picks a random number set r, with order n,
Calculates H(Myj,15;) = Wy = q;Sz; + 13,

[* For abbreviation, we omit the subscript j in the following computations*/



X, = (q —2)(M,)S,, X, =6, +7(q—2)71S71),

Q = H(My,Sg, My, X1, X3), XX, =(q — Z)MA(San)B + 1My,
QX1 X, = QM4 ((q — 2)(S;0,)5 + 1), W = (QWy + 2Qr)M, + (Si6,)5,
Y =W —-0X, X, — (San)B, K =2Q(Sg+ 1)

W=W+M,

3. Performs a rotation operation RY)(W;) on |<ppk]-)A,wherej = 1 to n, obtaining
1Z)g.
4.1f H=(Yp) <Y
Case 1: Computes a; =Yg —H(Yg),a = —a;, Qa = —QX; X, +a
Else
Case 2: Computesa = H(Yg) — Yg,a = +a,, Qa = —QX; X, + a
5. Computes P; = H(shy, H(M,,Sg, Y5, K, a,shy), Ma, H(YB),K,a),Ba =P, + Qa+ M,
6. Performs ro RY)(Ba;6,) on |Z)g, obtaining |BSig)s.
7. Transfers {My,SMy, H(Yg), H(M,, Sg,Ys, K, a,shy), H(P,),K,a,|BSig)g} to A for
unblinding.
8. Transmits {ID,, M,, Yz} to T’s storage for preserving the traceability. Here, T

represents a trusted third party.

(c) Blind signature verification phase
After receiving the message {M,,SM,, H(Yg), H(M,,Sg, Y5, K,a,shy), H(P,),

K,a,|BSig)g} from B, A performs the following unblinding steps.
7



1. Calculates My = SM, — H(M,,S,) and compare to see if M, equalsto M,. If
yes, continues with the following steps; otherwise, rejects.

2. Computes P; = H(H(My, Sa), H(M,, Sg, Y, K, a, shp), Ma, H(YB), K, a),
if H(P;) = H(P,), continues; else, rejects.

3. Computes Va = H(Yg) + P; + Sp + My

4. Performs ro R%(Va;6,,) on | @pi),,, obtaining|Z’).

5. Measures both states |BSig)g and |Z’), compares the outcomes to see if they are

equal. If they are, A accepts; otherwise, rejects.

(d) Unblinding phase

In this phase, A pre-unblind |BSig)g to |BSig)g with angle (Sp+ Sg+ Yz +
Ma);6,, by using the following steps.
1. Computes Pa =P +a
2. Performs rro, RV (Pa;8,) on |BSig)s, obtaining |BSig)s with angle (S +
Sg + Yg + My);0,
Subsequently, A further unblind |BSig)g to |uBS)g with angle ((S, + Sp +

H(m)K + P, + 1x + H(m));6, by performing the following steps.

3. Randomly selects r,x and computes



Yo = (K —1) +2(500)a Yaz =H(m)(r) — 2HmM)(S;60,)4 + (5;6,)4 + 1%,
Yoo = H(M)Y,5 + Yy3 P, = H(H(m), Y2, Y43, Yaa),
=H(M)K + ¢ + S,
t=r; +Sx Ua=P,+1rx —(r; +S)(K+1)
Lets Usa =S84+ Sg+ Yy —1K—Spk+ P, +1rg + H(m)
=S, +Sg+H(M)K + P, + rx + H(m)
4. Performs ro R9(Uq;6,) on |BSig)g, obtaining |uBS)z with degree (Usa;6,,),
forj=1ton.
5. Transmits {H(m), Ya, Ya3, [uBS)g, P,} to any verifier C.
6. Transmits {Yg, H(m), |[uBS)g} through a secure authenticated channel to T for

preserving the traceability.

(e) Verification phase

After receiving the unblinded signature message {H(m),Y4,, Y43, [uBS)g, P2}
from A, C performs the following steps to verify the unblind signature |uBS)g.
1. Computes Y4 = H(m)(Yaz) + Ya3 = HM)K + 1% (S;605) 4
2. Computes P, = H(H(m), Y42, Y43, Y44), VUa = P, + Y, + H(m)
3. Performsro RY) (VUa; 6,,) on |cppk)B,obtaining 1Z")g
4. Compares the measure results of |uBS)z and |Z')g, if they are equal, accepts;

otherwise, rejects.



3. The proposed scheme

In this section, we follow the protocol architectures in [1] to show the design
philosophy of our scheme in Section 3.1, then delineate the system setup in Section 3.2,
and the five protocols: license issuing, withdrawal, payment, deposit, and quantum

money owner tracing in Section 3.3 through 3.7, respectively. Before that, we list the

definitions of used notations of the proposed in Table 1.

Table 1. Notations definitions

The customer C’s license secret message mr which equals
H(ID.|| Date|| K¢r), the hash value generated by using C’s
identity (ID) concatenated with current Date, and the secret key
(Kct) shared between C and T.

H(mc)

The one-way hash value of message m¢, which is to be blindly
signed by the bank B.

|Sig)r

The quantum state represents T's signature, which has n qubits
in length, and its j* qubit equals that T performs rotation
RO(W + hm);0, on [0,), where W, hm are the midway sets
of calculated values, with each set containing n numbers in the
finite Galois field GF(2").

LST

a License Secret Token

Mc is the set of m’s blind hash messages with each element j in
the form M¢; = ry; + Sgj+ H(mg), where ryj, Sc; represent
the j™ element in random number set r; and C’s secret set
Sc, respectively.

CNO

a selected random number for withdrawed quantum money

Value

the amount of money withdrawed

|BSig)p

The quantum state represents B’s blind signature, which has n
qubits in length and its j™® qubit angle equals to the one that B

performs rotation RV (W + Ba + M) 6, on |(ppk)cj.

|uBS)g

The quantum state represents B's unblind signature, which is the
result of C’s performing rro RO (P, + a + (K + 1)(r; + S¢) —
P, —1);j0, on [BSig)s, WhereP,, a, K, P,, 1, are the
intermediate set of calculated values, with each set containing n
numbers in the finite Galois field GF(2").

10




The intermediate sets with each having n elements in the finite
Yaz, Yas,Ps o n
Galois field GF(2")
Y is the set of intermediate messages with each element in the
Ys form Yy = W — QX1 X; — (S;60,)g, Which is used as one of the
trace message stored in T’s storage.
1. License issuing
License request:
ID¢, Date, = H(ID|| Date|| K
o Date, mp(= H(ID¢ || Date]| CT))= Trustee T
o License response: 5.0wner tracing 4
LST = {Date, m, ry, Authyc, |Sig);}  tracing request:
{Ys}
2. Withdrawal
Withdrawal request:
M¢ + LST + Value + ID
Customer C - C o, Bank B
Unblind and get quantum money: Withdrawal response: 4. Deposit 4
{H(mc)(= H(CNO|| Valuell m))  BSigg { Mc(=n +Sc + H(m¢)) }  deposit
+Yaz, Yaz Py, [uBS)p (= guantum money
Sigg {CNO|| Value|| mt)}
3. Payment
payment message: Merchant M
guantum money R

Fig. 1. Outline of proposed scheme.

3.1. Design philosophy

Fig. 1 outlines the design philosophy of our scheme. For simplicity, we omit

session key encryption in the message flows, as it can be implemented by using BB84
protocol [22] to negotiate a session key for encrypting the message transmitted; for
example, the encryption on the withdrawal request. Our scheme contains five protocols:
(@) license issuing, (b) withdrawal, (c) payment, (d) deposit, and (e) owner tracing. It

has four roles Customer C, Trustee T, Bank B, and Merchant M. For emphasis, we first

11



briefly describe three of the protocols below. They are license issuing, withdrawal

protocol, and owner tracing, as shown in Section 3.1.1 through 3.1.3, respectively.

3.1.1. License issuing

The license issued in this protocol mainly consists of two parts: (1) the license
secret message (m) which equals H(ID¢|| Datel|| K¢r), the hash value generated by
using C’s identity (ID¢) concatenated with current Date, and the secret key K¢ shared
between C and T, (2) |Sig)r which is to be verified by B when C uses it in the

withdrawal protocol.

3.1.2. Withdrawal protocol

This protocol allows C to withdraw quantum money {H (m.)(= H(CNO||
Value|| mr)) , Yz, Ya3 P, |[uBS)g (= Sigg{CNO||Value|| mr}), where m, = CNO||
Value|| my and my = H(ID.|| Date|| Kqr) form bank B. C randomly picks a number
set r; to compute M¢; = 11 + S¢j + H(mc). Then, transmits M together with LST,
Value, ID. to bank B. B then blindly signs on M., obtaining |BSig)g. After that,
|BSig)p is passed back to C for her unblinding, obtaining |uBS)g, which is B’s
signature on the concatenations of CNO, Value, and mg; i.e., Sigg { CNO||
Value|| m}, as shown in Fig. 1. Here, we do not want B to know what m,. is, because
if this happens, B can link the quantum money to ID., this violates the money

anonymity.
12



3.1.3. Owner tracing

When any quantum money misuse occurs, B can ask trustee T for revealing C's
identity by referring to his database. Prior to this, B should send C's identity ( ID.),
Mo (=1 +Sc;+H(mg)) and the intermediate process parameters Yz, H(m(),
|uBS)g, to T’s storage in the final stages of both B’s blind signature phase and C’s
unblinding phase, so that when a dispute occurs, the owner can be traced. Here, M¢
stands for M, in the original scheme [13].

After outlined the design philosophy, below we show the complete proposed in

Section 3.3 through 3.7, respectively.

3.2. System set-up

As for public/ private key pair generation, we adopt the same key pair generation
phase as in Kaushik et al.’s scheme [ 17 ] , where the system establishes a
public-private key pair for each system member by preparing n-qubit states|0,)®™.
Then, rotate the angle of member j’s private key S;0, to genetate his/ her public key
|cppk)j: ®j=1 RU')(S]-E)n );10,). In addition, each member j prepares a secret key Kjr
shared with T, which T stores in its database for confirming the identity of the license

requesting party.

13



3.3. License-issuing protocol
In our scheme, before withdrawing quantum money from a bank, the customer C
needs to ask trustee T for issuing him a license. The following sub-phases describe the

protocol, which are also illustrated in Fig. 2.

(a) Request license phase

C sends {ID¢, Date, H(ID|| Date|| Kct)} to T, where Date is current timestamp
and H(IDc|| Date|| Kcr) is the hash value generated by concatenating C’s identity,

Date, and the secret key K¢t shared between C and T.

(b) License issue phase
Upon receiving the message from C, T performs the following steps.

1. Checks whether ID. is correct in T’s database and Date is valid. If they are not,
T rejects the request.

2. Uses IDcand Date and shared secret key Kqt to compute the hash value and
checks whether it is equal to the received H(ID(|| Date|| Kcp). If it is, T believes
that C is the intended party; otherwise, he rejects the request.

3. Selects a random number set r, and sign on my = H(ID¢|| Date|| Kcp) (refer to

Section 2.1.(b)).

14



4. Computes the intermediate process parameters
Authtc={hq, Q X1, X5, Y, P;, P, hw, sr, hrs, hwr}

5. The generated quantum signature |Sig); =Rotates state [0,)®" to ®7_; RO(W +
hm);6,|0,,).

6. Sends LST= {Date, my, 1y, Authyc, |Sig)y} to C by sending C
{Date,my, 1y, Authyc} through a classical channel, and |Sig)r through a

quantum channel.

(c) License verification phase

After receiving the message from T, C computes H(ID.|| Date|| K-r) and checks
to see whether it is equal to the received my. If it is, C performs the verification
operation (refer to Section 2.1. (c) for more details). He measures both states |Z;) and

|Z7), and compares the outcomes to see if they are equal. If so, C obtains LST.

3.4. Withdrawal protocol
In this protocol, both customer C and bank B together perform the blind
signature function for C to withdraw the quantum money. What follows are

descriptions of the protocol, which are also illustrated in Fig. 3.
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Customer
public:l(ppk )c- private: (5,6, )¢
(a) Request license
C’s identity: ID
Timestamp: Date
Computes the hash value:
H(ID¢|| Date|| K¢p)

(c) License verification:

my =? H(ID¢|| Date|| K¢r)
Verifies |Sig); by checking
1Zr) =7 127)

confirms

LST-{Date,my. ro.Authy.|Sig)y)

{]Dc, Date, H(IDC ” Date” KCT)}

Trustee

public:l(ppk)T,private: (58,1
shared secret key: K¢

LST—{Date,m¢, ro.Authrc}, |Sig)y

»(b) License issue
1.Checks whether ID; and
Date are correct.
2.Uses ID and Date and
shared secret key Ko to
compute the hash
value=? H(ID. || Datel| K¢1)
3.Selects a random number set
Iy to signon my =
H(ID¢|| Datel| Ker)
(refer to Section 2.1.(b))
4.Computes the intermediate
process parameters :
Authyc=fhqg, Q, X, X5, Y, Py,
P, hw, sr, hrs, hwr}
5.The generated |Sig); =
Rotates states |0,)®"

<
4

to ®_; RV(W+hm);6,[0.)

Fig

. 2. License-issuing protocol.

Customer
public:l(ppk )c., private: (5;68,)¢
(a) Money message blinding:
Chooses a random number set
71, and random quantum money
number CNO to  withdraw
money with amount  Value
Forms message
m; = CNO|| Value|| m
Calculates H(m¢)

My =1 +S;+ H(my),

she = H(M,, S.)
SM, = M, + sh,

(c) Unblinding to get
quantum money phase:
1. Verifies blind signature
(refer to Section 2.2.(c))

M, =?M,
|BSig)g =7 |2')4

2. Extracts the bank’s
signature |uBS), by
unblinding |BSig)g (refer to
Section 2.2.(d)).

3. Obtains quantum money

={Hme), ¥ a2, Y a3, [uBS)g, P2}

{SM.she, LST, Value, ID ¢}

\ 4

Authgc, |BSig)s

A

Bank
public:|q)pk )i, private: (5;6,)

(b) Blindly signing :

1. Examines validity
if ID¢ is in the database?

2. Verifies T’s signature
|Z7) =21Z"r)

3. Performs the blind signature
(refer to Section 2.2.(b))
Authge= {M¢,SM¢, H(Yg),
H(M¢,Sg, s, K, a,she), H(P,), K, a}

4. Debits C’s account by amount
Value

Fig. 3. Withdrawal protocol.
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(@) Money message H(m¢) blinding phase

C chooses a random number setr,, arandom quantum moneynumber (CNO), and

computes my= H (ID.||Date||Kcr) to withdraw the amount of money (Value) from

the bank. He prepares message mc = CNO||Value|lmy, and calculates H(mc),

MC = Tl + SC + H(mc), Sh,c = H(MC’SC)' Aftel' that he addS Up SMC = MC + ShC

and sends { SM¢, sh, LST, Value, ID: } to B. If C wants to protect his identity, he

can use BB84 protocol [22] for negotiating a session key with B to encrypt the

transmission. This encryption does not affect the money anonymity.

(b) B’s blindly signing phase

Upon receiving the message from C, B performs the following steps.

1. B checks whether ID is legal. If not, he rejects the request.

2. B performs the operation to verify T’s signature (refer to Section 2.1.(c)).

Measures both resultant states |Z;) and |Z7), and comparesthe results to see if

they are equal. If they are not, B rejects the request.

3. B computes M, = (SM; — sh;) and uses it to perform the blind signature phase

(refer to Section 2.2.(b)).

4. Debits C’s account by the withdrawal amount Value.

5. Transfers Authgc={M., SM., H(Yg), H(M.,Sg,Yg,K,a,sh;), H(P,), K, a }and
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|BSig)g to C for unblinding.

6. Transmits {IDc, M, Yg} to T’s storage for preserving the traceability.

(c) Unblinding to get quantum money phase
After receiving the message from B, C first uses the received AuthB to verify the
blind signature , |BSig)g, to see whether it is correct (refer to Section 2.2. (c)). If so,
he subsequently unblinds the blind signature by using the following steps (refer to
Section 2.2. (d)) to get quantum money.
1. Verifiesthe blind signature by checking whether both M = M, and |BSig)s =
|Z') are correct, where C obtains |Z")5 by ro R9(Va;6,) on |1ppk)3.lf they are,
C continues.
2. Extracts the bank’s signature|uBS)gbyunblinding|BSig)p.
3. Obtains quantum money {H(mc), Y4y, Yas, [uBS)g, P,} , where m¢ equals

CNO||Value|lmr.

3.5. Payment protocol

In this protocol, customer C can anonymously pay his quantum money
{H(m¢), Y5, Yy3, [uBS)g, P,} to merchant M. The protocolis described as follows,
which is also illustrated in Fig. 4.
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(a) Quantum moneytransferring

C transmits quantum money {H(mc), Yy, Y3, |[uBS)p, P} to M.

(b) Quantum moneyverifying

M verifies the quantum money by checking whether |uBS); and |Z')y are equal
(refer to Section2.2.(e)). If this check is correct, M accepts the payment; otherwise,
he rejects.

In this protocol, the merchant does not need to know who the payer is. This
makes it an anonymous payment to ensure the privacy of the buyer. Certainly, the
protocol can be modified to function as a named payment if needed; for example, the
customer and the merchant can perform mutual authentication ahead. The
implementation can refer to Diffie-Hellman quantum session key establishment

protocol [18].

Customer Merchant
public:|<ppk)c, private: (S;0,)c Public:|<ppk)M, Private (S;6,)m
(a) Quantum money transferring:
guantum money

quantum money
={H(m¢), Ys2, Va3, [uBS)p, P} >

(b) Quantum money verifying:
verifies the received
guantum money to see
whether |uBS)y =7 |Z')g
(refer to Section 2.2.(e))

If it is, M accepts the payment;

otherwise, he rejects it.

Fig. 4. Payment protocol.
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3.6. Deposit protocol
In this protocol, M deposits the received quantum money to his bank account.

The protocol is described as follows and illustrated in Fig. 5:

(a) Quantum money depositing:
M transmits quantum money {H(mc), Yy, Ya3, |uBS)g, P,} together with his

identity {IDy} to B.

(b) Quantum money verifying:

B verifies the quantum money by checking whether |[uBS)g and |Z')g are equal.
(refer to Section 2.2. (e)). If this check passes, B proceeds to examine whether the
quantum money is fresh. If so, he accepts and credits M’s account; otherwise, B asks

trustee T for revealing the identity of the dishonest customer.

Merchant Bank
Public:|(ppk)M, Private (S;6,)m public:|cppk)B, private: (S;6,)s
(a) Quantum money depositing

Merchant identity: 1Dy
quantum money

={H(mc), y142!YA3'|uBS>B'P2} IDy, quantum mon&

>

(a) Quantum money verifying:

verifies the quantum money to see if
|uBS)g =? |Z')y (refer to Section 2.2. (e))
Checks to see whether the quantum
money is twice spent; if it is not,

credits M’s account.

Fig. 5. Deposit protocol.
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3.7.  Quantum money owner tracing

In the proposed scheme, if the quantum money (={H (m¢), Y43, Y43, |uBS)g, P,})
IS spent twice or abused by a criminal, the bank or a law enforcement agency can ask
trustee T to revoke the anonymity of the quantum money by providing H(m¢) to T.
Upon receiving the request, T uses H(m¢) to find Y from its database to reveal the
quantum money owner’s identity (refer to Section 2.2(b) and 2.2(d), where B had ever

sent {ID;,M,Yz} ,and Csent {Yz, H(m¢), |luBS)g} to T, respectively ).
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4. Security analysis

This section shows how the proposed scheme satisfies the following five security
properties: unforgeability, non-repudiation, verifiability, untraceability and
anonymity revocation, which a quantum money system should possess as argued in

[20-21].

4.1. Unforgeability

In the payment protocol, a merchant can obtain a customer’s quantum money
message, H(m¢), which might also be stolen by an adversary. If this happens, we
need to know whether the adversary can launch the following two forgery cases
without performing withdrawal protocol with the bank: (1) successfully forge the
quantum money by only changing H(m¢) to H(m.') to pass bank B’s verification,
or (2) use the obtained quantum money to forge another valid quantum money
without performing withdrawal protocol. In either case, we show why the proposed

scheme can resist the respective attack.

Case (1): Can an adversary successfully forge the quantum money by only modifying
H(m¢) without performing a withdrawal protocol to pass bank B’s
verification?
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The following will show how this attempt fails.

In this case, assume that E only changes H(m¢) to H(m,') and keeps the
other parameters unchanged. This will alter P, (= H(H(mc), Y42, Y43, Y44) ) and
Yis(FH(mc)Ya, + Yas = H(mc)K + r + SA), because Y,, = H(m,')Y4, + Y45 and
P, = HHH(m¢"),Ya2,Ya3,Yas). E then transmits {H(m;"), Yy, Ya3, |[uBS)g, P;} to
the verifier B. However, the state |Z'); that C obtains by rotating a degree on
|1ppk)B will not equal to |uBS)g which C gets after the unblinding phase, as shown in
step (4) of Section 2.2.(d), because H(m.') in Y, is not equal to H(m¢) in
|uBS)g. From this, we can easily see that E cannot pass B’s verification by only

change H(m¢) to H(m."). Therefore, E's such attack fails.

Case (2): Can an adversary use the obtained quantum money from B to forge another
valid quantum money?

Under this case, assume that the adversary forges quantum money,
{ H(mc), Y45, Yy3, [uBS) g, P, }, without performing the withdrawal protocol. Even if
the adversary can change CNO or any other parameter, he cannot pass the merchant’s
verification in the payment protocol. This is because E doesn't know B’s secret
(S;0n)p to add up with Y, + P, in forming |Z')p. That is, E does not have the
knowledge of |Z')p’s angle to make the comparison of |Z')p and |uBS)g equal.
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Therefore, E's such attack fails. The details can be seen in Section 2.2. (e)

4.2. Non-repudiation

The bank can't deny that |uBS)g is the signature he signed. This is due to the
fact that when merchant M wants to verify the quantum money, he constructs the
state |Z')g as shown in step (d) of Section 2.2. by rotating an angel Y,, + P, + H(m)
on B’s quantum public key |1p,,k)B. The result is finally measured and compared with
the measurement outcome of state |uBS)gz. Therefore, B cannot deny that he had
blindly signed on the message H(m¢). Moreover, m¢ (= CNO|| Value|| mt) contains
the random quantum money number, CNO, and C’s identity IDc in
my(=H(ID¢|| Date|| K¢r)), so if needed, m, can be computed with the help of T by
using K. Thus, C cannot deny that he has paid the quantum money that B had ever

blindly signed.

4.3. Verifiability

In this section, we illustrate that both the identity of the money owner and the
money it self are verifiable. That is, we will show both the LST (= {Date,
mr, I, Authrc, |Sig)r}) and quantum money (= { H(m¢), Yaz, Yas, [uBS)g, P,}) are
verifiable in the proposed scheme. Firstly, when customer C wants to withdraw
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quantum money, he sends LST to the bank, B can then verify T’s signature
|Sig)r by using T’s quantum public key |zp,,k)T (refer to Section 2.1.(c)). Secondly,
when customer C wants to pay quantum money to the merchant, M can verify that
|uBS)p is B's valid signature on H(m¢) by ro RO (H(m)Ys, + Yas + H(me) +
P,) on B’s quantum public key |zp,,k)B (refer to Section 2.2.(e)). Thus, the quantum

money is verifiable.

4.4. Untraceability
Our quantum money is untraceable. The two reasons given below demonstrate

why the proposed scheme possesses untraceability.

Reason 1:

In the withdrawal protocol, when customer C wants to withdraw quantum money
from B, he must provide the bank with his identity, ID, LST, and the blind quantum
money number CNO in M¢ (=(SM¢ — sh¢)=r; + S + H(m¢)). Although the bank
knows the customer’s identity, it has no knowledge of either CNO or mry, because
they both are hashed in H(m¢) (=H(CNO|| Value|| mt)) by using an unconditionally
secure one-way hash function [19]. After authenticated the customer’s identity, the

bank blindly signs on H(m¢), and outputs ablind signature state, |BSig)g, to the
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customer. The customer then unblindsit by performing ro ﬁ(f)(Uaan) on |BSig)g.
As a result, the bank cannot link any parameter in quantum money, including |uBS)g,

to the customer’s identity.

Reason 2:

Similarly, in the payment protocol, when a merchant receives quantum money,
{ H(m¢), Y42, Yas3, |luBS)g, P}, from a customer, he cannot know the identity
embedded in the H(m¢) because H(m¢) (= H(CNO|| Value|| mt) ) and
my (=H(ID¢||Date||K¢t)) is a one-way hash function value. Hence, anyone who
learns H(m¢) cannot obtain any useful information about the owner’s identity due to

the one-way property of the hash function.

4.5.  Anonymity revocation
Anonymity revocation means revealing the owner’s identity embedded in
quantum money when a double spending happens. In Section 3.7, we have already

illustrated how the proposed includes this anonymity revocation mechanism.
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5. Comparisons

In this section, we compare our scheme with the literature [ 8, 9, 10, 11, 12, 25]
and list the results in Table 2. We found only the proposed can satisfy the five
quantum money security features, unforgeability, non-repudiation, verifiability,
untraceability and anonymity revocation, which a quantum money system should

possess as argued in [20-21].

Table 2. Comparison results with the literature

Schemes Disadvantage
[8] Q
[9] Q
[10] Q
[11] T
[12] Q
[25] U
The proposed None

Q: traditional signature verification, not quantum level security

U: Undeterministic Money verification

T: Money owner traceable
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6. Conclusion

In this article, we proposed a quantum money scheme based on quantum public

key system. Our scheme not only is concise and simple in concept when compared

with the existed schemes in literature, but also is verifiable by anyone, which greatly

enhances the transaction efficiency in the commercial world. After cryptanalysis, we

confirmed that our scheme possesses the four needed properties, unforgeability,

on-repudiation, verifiability, and untraceability, as required in a typical quantum

money system. We have proven its security. Thus, our quantum money is practical and

easy to be applied worldwide in real life.
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