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Abstract: Traditional teaching methods are limited by time and space.
With the arrival of increasingly advanced technologies and the internet
era, e-learning platforms can solve many of the problems faced by
traditional teaching. The internet is filled with knowledge; how to
automatically and effectively use such information in fulfilling the needs
of users is a great challenge. In focusing on this problem, this study has
designed a system framework for an intelligent internet knowledge
extraction and construction mechanism. The system framework designed
by this study can analyze the problems raised by the user, subsequently
finding and using graphical semantic network models of different
language and synonyms; the system then uses this model to describe the
concepts of the user problem. The model or a concept model derived
from breaking down the model is used to extract keywords and search
for relevant information using an integrated mechanism of search
engines. A knowledge extraction mechanism then extracts the relevant
knowledge from the resulting web pages, further constructing a

knowledge tree, finally giving a response to the user.

Introduction

E-learning is one means of spreading and expanding knowledge; its primary difference
with traditional teaching methods lies in that e-learning combines information technology and the
internet in order to compensate for the flaw of time and space limitations in traditional education.
After undergoing the conversion process of digitalization, the content of traditional teaching
becomes easier to edit, compile, link, and organize; reusability and sharability are greatly improved
as well. However, although e-learning platforms can solve many of the problems faced by
traditional teaching, the creation of digital curriculum is costly in terms of both time and resources;
such curriculum is also dwarfed by the incredible amounts of information available on the internet.
When people face a problem, they generally use search engines to seek out relevant information. As
a result, the use of the internet in obtaining resources has already become a powerful tool in
e-learning; not only is using a search engine to find information quick and convenient, it can also
resolve the problem of information deficiency. However, when users seek precise answers to a
question, search engines often return excessive amounts of useless information after keywords are
entered; users often do not find their desired information when they are unfamiliar with the relevant
field of knowledge even after entering keywords. Regardless of which platform is used, many users

face this sort of problem. Currently, users must be depended upon to continually enter related
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keywords in order to search for answers to their questions. Also, there is too much overlapping in
the scattered information of the internet. This situation creates another problem — information
overload. How to help users correctly obtain correct information and convert it to knowledge is one

of the long-term goals of the research.

This study uses the education theory of problem-based learning (PBL) [1] as the core of
the learning platform framework. After the students use natural language to describe the problem,
they can instantly and dynamically acquire the learning content from the information or curriculum
bases of the learning platform. When the bases of the learning platform do not satisfy the needs or
solve the problems of the learner, experts are then needed to expand the content of the curriculum
base or the knowledge base; the need for an instantaneous response cannot be satisfied. As a result,
this study will design a knowledge extraction and construction mechanism on web; this mechanism
can not only improve the problem of deficiencies in limited knowledge or curriculum bases. Also,
as the user does not face limitations, the knowledge base can expand outwards and delve into the
cores of problems. However, the questions of how to automatically address the problems of users
and how to search for answers online and subsequently construct an organized, systematic

knowledge base to support e-learning activities of users present a significant challenge.

Functional Framework Design

This study offers an intelligent internet knowledge extraction and construction framework
to support the automatic expansion of knowledge bases in e-learning systems. Under this
framework, focusing on analyzing the process of learners getting answers for their problems, we
found many unsolved problems: (1) how to decipher the meaning of user problems, (2) how to
integrate multiple search engines to search relevant web pages and subsequently filter, arrange, and
store, (3) how to properly extract knowledge from web pages, and (4) how to evaluate the
effectiveness and relevance of extracted knowledge. This section will first use an operation scenario
to describe the usage process of learners for this framework, and then construct a functional

framework based on this process.

Operation Scenario

Based on social construction theory [1,2], there should be group discussion in the
environment of e-learning. In any stage of learning, learners can activate the group discussion area
at any time and begin Q&A, online discussion, or web extraction. In order to clearly understand the
relationship between learners and this study, we analyze the operation scenario of the entire system
from the perspective of the user and then proceed with modal construction. An initial functional
framework will be constructed based on this in the next section. An explanation of the steps of the

operation scenario is as follows:
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Step 1: Learners input unresolved questions using natural Chinese language.

Step 2: After the problem goes through Chinese semantic processing, key phrases and a graphical
semantic concept figure are created.

Step 3: Search the database and give a response to the user’s problem; if no related knowledge is
found, proceed to Step 4.

Step 4: Using the key phrases, search for relevant web pages using multiple search engines.

Step 5: Compare and select web page contents and graphical semantic concept figure.

Step 6: Extract web page contents as graphical semantic concept figures and construct a knowledge
tree.

Step 7: Offer the knowledge to an expert for judgment and evaluation.

Step 8: Communicate the knowledge to the learner; the learner can further browse the knowledge in

the knowledge tree.

Functional Framework

Based on the operation scenario described above, we will begin the task of designing the
system framework. The system framework is composed of three parts: (1) a semantic analysis
mechanism (SAM) for user questions, (2) integrated mechanism of search engines on web, and (3) a

knowledge extraction mechanism, as shown in Figure 1.

Besides providing a graphical user interface and allowing the user to enter questions and
browsing search responses, the question and answer mechanism has a graphical semantic
transformation mechanism and a concept decomposition mechanism at its core. The graphical
semantic transformation mechanism also contains two sub-modules: a user semantic analysis
module and a graphical semantic net transformation module. Through these two sub-modules,
natural language processing and segmentation can be used to convert user-described questions to
network structure graphs of semantic concepts [3]. Through the concept decomposition mechanism
of the framework, the complete concept is analyzed and taken apart to be used in the integrated
multi-search engine mechanism for URL search; the goal is to find web addresses appropriate for
the question. The integrated multi-search engine mechanism uses the concept transformation
mechanism: the concept graphical figures having been taken apart, the sub-concept graphical
figures are processed by the key word extraction mechanism to extract key words; the specialized
keyword composition mechanism, based on the qualities of the four search engines chosen by this
study, reconstructs the keywords; the four search engines are then used to search for URLs, after
which processing and arrangement techniques are used to perform analysis of URL relevance and
appropriateness [4,5,6,7]. The web knowledge extraction and construction mechanism can assign an
appropriate weight value based on the importance of web pages, then further categorize and arrange

them, finally performing knowledge extraction; the knowledge is then transferred to experts for
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testing and evaluation. If it is appropriate for the described problem, then it will be stored in the
database.

Q & A Mechanism Integrated Mechanism of Search Web Knowledge Extraction|

Engines Mechanism
F========="= ‘I | | Tt T T T T |
! Question Description | ! ’{ Collected Web Page:
b ! | i | | Analysis \
User ;
_________ 1

| Graphic Semantic | r
: Transformation :7

Graphical Semantic Web 1
| Knowledge |
] Extraction [}

__________

WEDP | rommae1
] Validation
R | | s ——a a

Web Page Base

Fig.1 Functional Framework of Web Knowledge Extraction and Construction System

Graphical Semantic Net Transformation Mechanism

The graphical semantic net transformation mechanism (as in Figure 2) includes: a semantic
analysis module, a graphical semantic net transformation module to help us produce graphical
semantic nets from described problems, and a concept decomposition mechanism. This mechanism
uses a word building rule base, a Chinese lexicon, a Domain lexicon, and a segmented words rule
base to perform deconstruction on the problem described by the user; the mechanism then uses a
part-of-speech base, a part-of-speech rule base, and another type of part-of-speech base to perform
characteristic marking processing phrases. Semantic network conversion uses the results of the
marking described above, a part-of-speech base [3], a synonym lexicon base [8], and a stop word
base to filter redundant phrases and form key concepts. Domain ontology and knowledge base is
used as the basis for constructing concept models; key concepts are used as centers for extending
semantics, forming extended conceptual semantic nets. The term frequency inverse document
frequency (TF-IDF) method is used; TF calculates the frequency of appearances of a key word in a

given document, while IDF calculates the frequency of appearances by key words in a category of
documents [9, 10, 11].

45



Module

Fig. 2 Graphical Semantic Net Transformation Mechanism

Semantic AnalysisModule

Using multiple kinds of databases to help in semantic analysis and semantic transformation
includes problem segmentation, part-of-speech tagging, semantic extension, filtering, construction
of concept models and concept decomposition; the descriptions of the primary modules are as

follows:
(1) Question Description Module: provides a user interface for the user to perform problem

description; sends the problem to the Question Segmentation Module.

(2) Question Segmentation Module: Primary functions include question segmentation, word
merging, defining of candidate phrases, phrase selection, and phrase merging. They are
described separately below:

B Question Segmentation: based on problems described by the user, using the Chinese
lexicon and segmentation rules, as well as the rule of prioritizing for the words and
phrases appearing with greatest frequency, the question is deconstructed into individual
words.

B Word Merging: using determinative measure compounds and reduplications in the word
building rule base to perform comparison with the Chinese lexicon, smaller words and
phrases are combined into (longer) phrases.

B [dentifying Candidate Phrases: Using phrase construction rules and all possible phrases

listed by the Chinese lexicon, phrases resulting from word merging become candidate
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phrases.

B Phrase Selection: Using the priorities of longer phrases, small standard deviation,
minimal attached language elements, smallest word count in compound words, greatest
frequency of one-word phrases, greatest total frequency of phrases, candidate phrases are
selected.

B Phrase Merging: Selected phrases are (when possible) combined into longer phrases using
phrase construction rules.

(3) Part-of-Speech Tagging Module: Phrases resulting from merging are used to construct Markov
language models (using the Sinica Corpus) [2]; a part-of-speech base and part-of-speech rule

base are used in calculating the frequency of appearance by phrase linkages.

Semantic Net Transfor mation Mechanism

The function of this mechanism is to perform filtering for useless phrases resulting from
semantic analysis model tagging, construction of semantic net models, defining the weight of
phrases, extension of concept semantic nets, and selection of optimum semantic nets; the purpose of

such is to transform semantics into graphics. The explanations are as follows:
(1) Redundant Phrase Filtering: this method uses a synonym lexicon base and a stop word base to

help filtering, using a part-of-speech base and part-of-speech rule base to filter non-nouns and
non-verbs; this action can filter out the majority of meaningless phrases to increase system
efficiency.

(2) Conceptual Model Construction: the use of formalization concept calculation means using
statistical methods to perform analysis on information quantity, subsequently discovering
concept structure from information combination; graphical visualization is produced [8]. These
relationships and domain ontology help in the construction of concept models.

(3) Extension of Conceptual Semantic Net: using domain ontology and a knowledge base to extend
related concepts, a semantic net is constructed from the various constructed concepts.

(4) Defining Weight Relations: using normalizing concept analysis theory and calculating the
relationship between each extension and problem concept, extended semantic nets are formed
from semantic nets.

(5) Filtering Redundant Concepts: Using a knowledge base and concepts to perform TF-IDF
calculation, a parameter benchmark is formed for identified concepts; those with parameters
lower than the benchmark are filtered out.

(6) Selection of Optimum Semantic Net: Defined concepts are given weights for arrangement and

selection; those with higher weights are selected.

Concept Decomposition M echanism

Selected semantic nets undergo concept decomposition, and then are combined with the
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various identified concept. After being combined, weight calculation for concepts and the
knowledge base are performed using the TF-IDF method. Those with high weight are made
keywords; those with low weight must be recombined with other concepts, until each concept is
finished being combined. This process allows for search processing by the integrated mechanism of

multi-search engines.

Integrated Mechanism of Multi-Sear ch Engines

The framework of this subsystem is as shown in Figure 3. Using the results from the
sub-framework described in the above section, this mechanism performs searches for internet
information. This phase combines exploration of the Web, search engine, as well as filtering and
arrangement techniques to find web pages suitable for the user’s question [9]; the URLs are stored

in the Web Pages Base. The primary activities are as described below:
(1) Concept Transformation: using the graphical semantic transformation mechanism, the semantic

nets are entered into the concept decomposition mechanism; the primary function is to perform
division of the complete graphical semantic net, so that it forms multiple meaningful
sub-concepts. This task is performed to avoid the inability to find results for the entire concept
on the internet. As a result, the task of searching includes two separate parts: first to transfer the
entire graphical semantic net and the complete concept to the four search engines chosen by this
study (AltaVista, GAIS, Google, Yahoo) to perform web searches; second is to perform
searches for the “graphical semantic fragments” resulting from the concept decomposition
mechanism, and then to convert the concepts to be searched for to sentences.

(2) Keyword extraction: extraction of keywords from concept models or sub-concept models.

(3) Specialized keyword composition: custom searches made for keywords based on the special
characteristics of each search engine.

(4) URL searching: each search engine performs searches; search results are entered into the URL
base. Stored fields include: search engine name, web address, keywords, title, original page size,
pure text size, and summary.

(5) URL format standardizing: the format of most information on the internet is presented in
Hypertext Markup Language (HTML) and Portable Document Format (PDF), which are either
non-structured or semi-structured; XML can be used to attain the goal of structuring. XML is a
language for data description, primarily used in designing web pages for information capable of
being structured; it allows users to freely define labels related to their documents, while at the
same time using custom labels, properties, XML schemas, and Document Type Definitions
(DTD) [12] to define URLs into needed formats. This is referred to as URL Format
Standardizing, after which the results are stored in the standardizing URL base.

(6) URL filtering and ranking: format-standardized URLs undergo comparison, primarily using the

knowledge offered by graphical semantic nets and domain knowledge as a basis; those
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unsuitable for use are automatically removed. Those initial URLs remaining are collected and
then even more carefully filtered using occurrence hit algorithms and filter hyperlink algorithms.
The development of these two algorithms is the mission for the next phase. The concept is: the
former calculates occurrence and hit values to remove multiple appearances of the same URL,
while the latter uses calculation of occurrence and hit parameters to remove ads and gain the
needed URLs. Afterwards, the importances of URL summaries are given appropriate weight
values; ranking is then performed.

(7) Web page collection: collection of actual web page content after standardizing, filtering, etc.

(8) Web page format standardizing: formats are converted to the XML standard needed for this
study, and are finally stored in the web pages base for knowledge extraction performed by the

knowledge extraction mechanism.
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Property Tables for Engines

Fig. 3 Integrated Multi-Search Engines Sub-system

Knowledge Extraction and Construction M echanism

With regard to one of the core technologies of this study — “knowledge extraction and
construction module” — a functional framework for normalized web knowledge extraction
mechanism and construction subsystems is as shown in Figure 4. The core ability of this
sub-framework is to extract user-needed knowledge based on domain knowledge. The detailed

functions of the three primary mechanisms included in this sub-framework are described in detail in

the following subsections.
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Web Page Analysis M echanism
This mechanism uses the results from the integrated multi-search engine mechanism (referred
to in Section 4) to perform the task of initial analysis on web page contents. There are three primary
activities in this phase, as described below:

(1) Classification and ranking: standardized web pages saved in XML form in the web page base
are first classified, and then arranged with web pages of the same category.

(2) Content extraction: with regard to documents that have been standardized and stored as XML,
the XML format is composed of many different labels; each label has a specific meaning in
XML, and can mark which search engine a given page came from, document size, document
summary, etc. Using the custom label formats in the search engines, the main bodies of the web
documents are extracted.

(3) Content decomposition: web documents are composed of individual paragraphs, and each
paragraph is in turn composed of individual sentences. In this step, the main bodies of the web
documents must first be extracted using custom labels; content parts are deconstructed. Based
on question marks, periods ...etc, the content is deconstructed into separate paragraphs and

sentences. Then, based on the two methods of document frequency and information gain, the
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importance of keywords in each document and sentence is calculated; this facilitates the

“knowledge extraction mechanism” of the next step.

Knowledge Extraction M echanism

Most web documents are quite long, but users generally seek information quickly; as a result,
this study’s “knowledge extraction mechanism” concentrates overly long documents into simple
summaries, saving the time needed for users to browse through information; quickly presenting
concentrated knowledge to users is the purpose of this mechanism. Web document contents are
deconstructed into paragraphs using the process described in section 5.1; analyzing which
paragraphs are directly related to the information the user seeks is the primary goal of the
knowledge extraction mechanism. In this mechanism, the segmentation of words and phrases in
basic document analysis is the basic function of this mechanism; these functions have already been
given a basic introduction before in this paper, so this section focuses on the explanation of primary
functions below.

(1) Feature extraction: the purpose of feature extraction lies in reducing the amount of information.
Unimportant phrases are removed from feature space; the number of features is reduced in this
manner. After web page contents are decomposed into paragraphs, they are further decomposed
into sentences using commas, periods, question marks, etc; the results are then saved into the
decomposed content base. The weight of keywords in the sentences is calculated; those with
particularly high weight are chosen, and then undergo ranking and filtering.

(2) Ranking and filtering: after a benchmark value is given, those sentences with weight too low are
removed; domain phrase construction rules and domain knowledge are combined to rank
sentences according to their weight.

(3) Knowledge construction: after using domain phrase construction rules, the knowledge of the
entire web document can be produced and compiled. Those sentences with high weight value
are ranked; using this information along with the domain phrase base phrase segmentation and
Global Bushy Path (GBP) [13] to produce a dynamic summary for each document.

Knowledge Validation

After the knowledge contained in a web page undergoes a string of extraction processes, forms
summaries, and is combined into knowledge, knowledge presentation and testing must be
performed. The framework of knowledge testing subsystems is as shown in the lower half of Figure
1; such includes a number of primary elements, including: exhibition of knowledge, confirmation of

knowledge, and construction of a knowledge tree; a detailed explanation is as follows:

(1) Knowledge Representation: after the knowledge of the web pages undergoes the core processes
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previously described in section 5.2, the knowledge hidden in the web pages can be extracted;
after it has been formed into summaries and combined into knowledge; domain knowledge is
applied to remove less meaningful or relatively unrelated words and phrases, allowing concise
knowledge summaries to be presented to the user.

(2) Knowledge Validation: besides extracting and summarizing the knowledge contained in the
web pages, the accuracy of the knowledge must be guaranteed; as such, domain experts perform
knowledge testing on the summaries of each document. Those documents that are ruled accurate
by the experts are outputted, forming the primary input for construction of knowledge trees.

(3) Knowledge Tree Construction: each document summary forms pitch points; the file headers of
the pitch points head the titles of the web pages, while the headers in the back are web
document summaries. Calculate the similarity between each new pitch point and root pitch point,
and then decide the order of visitation on the knowledge tree. With each time a user-entered key
word/phrase passes through the web integrated multi-search engine mechanism and web
knowledge extraction mechanism, the number of pitch points increases. At this time, code the
pitch point structure of the knowledge tree into a Huffman Tree, and then store it into the
knowledge tree database. At this point, coding the Huffman Tree is for the purpose of
facilitating clear understanding the numbering of the summaries after pitch points increase in
number. In the future, if users are not satisfied with summaries resulting from document
extraction, the Huffman Tree form can be used to calculate the similarity between pitch points
at hand and the pitch points of the knowledge tree database; this allows for the user to compare
the summaries in the pitch points at hand with the summaries of similar past documents. If
similar documents still fail to satisfy the user, then the Huffman Tree can be further used to find
a second similar document. Proceeding further in this manner, it is hoped that the user’s needs

can be satisfied.

Discussions and Conclusions

This study proposes an intelligent web knowledge extraction and construction mechanism
framework design. The first portion performs phrase segmentation and marking according to the
user’s question and based on a number of rule bases and databases. It then uses the concept of
standardization to analyze and construct semantic nets; ontology then forms conceptual level
relationships and extension. Because of the overabundance of extended concepts, weight
relationships between concepts are used to establish a benchmark value to filter redundant or
useless concepts and produce a graphical semantic net. The second portion, using an integrated
multi-search engine mechanism, analyzes, evaluates, filters, and ranks web pages to find URLs and
web pages that fit user problems, and then stores them in a web page base. Because the summaries
are found online, they are generally presented surrounding keywords, perhaps the first ten sentences

of a document. Situations like these prevent one from finding the needed knowledge hidden in web
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pages; whether or not net structure graphs can replace keyword-based searches is a concept that has
not yet been evaluated. Format standardization may aid in inserting more meaningful content and
headings, helping in knowledge extraction. The third portion extracts hidden knowledge and then
saves it into a knowledge base following expert evaluation. Unfortunately, in the past, sentences are
often awkward or the meaning of the document is twisted and misunderstood; such leads to
unsatisfactory document summaries. How to use domain knowledge and domain ontology to
smooth out sentences and fit the original meaning is an interesting point for future study.

The contributions of this study are as follows:
(1) Allows the user to more easily understand whether or not a semantic description is correct.

(2) Graphical semantic nets can be applied to other related domains, such as knowledge maps,
discussion areas, etc. Plentiful knowledge can be dug out, helping us to understand the
contents.

(3) Reduced search time for users, redundancy in web pages, and raised accuracy and
effectiveness.

(4) Provides web page knowledge closer to the original meaning for user reference.

(5) Information documents use XML technology to attain the goals of consensus and structuring,
aiding in the later additions, revisions, or editing. Bandwidth problems do not cause damage or
loss.
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Abstract

A wvirtual enterprise (VE) consists of 2 network of independent. geoeraphiclly dispersed administrative business domans that
collaborate with each other by sharing business processes and resources across enlerprises o provide a value-added service Lo customers.
Therefore, the success of 2 VE relies on ull information ransparency and appropriate resource sharing, making securi v and trust among
subjects significant issues. Trust evalustion to ensure information security is most complicated in 2 VE invelving cross-organization
collaboration. This study presents a virtual enterprise access control (VEAC) model to enable resource sharing for collaborative
operations in the VE. A scenario for authenticetion and authorization in the life evele of 2 VE is then described o identifv the main
activities for controlling access. Also developed herein is a rust evaluation method based on the VEAC maoddel o improve its security
while safeguarding sensitive resources o supporl collaborative activities. The trust evaluation method involves two rusLevaluation sub-
masdels, one o evaloate the level of trust between two virtual enterprise roles, and anecther to measure the level of trust between two
projects. The two sub-medels support each other to make resource-sharing decisions, and are developed based on the concepts of direct,
indivect, and negative trust fctors, Finallv, an example of measuring the trust between two subjects is demonstrated alter introdudang the
twe sub-medels. The VEAC-based wrust evaluation method enables the following: (1) secure resource sharing across projects and
enterprises, {2} collaborative operation among partcipating workers, {3} increased information ransparvency and {4) lowered
information delav in VEs.

0 2008 Elsevier Lid. All rights reserved.

Reywords: Vinual emerprise; Resource sharing; RBAC, Trust, Acoess control; Callaboration

1. Introduction a ¥E is implemented with a distibuted and collaborative
business process, in which individuals from  different
Muost enterprises adopt a virtual enterprise (VE) business  enterprises cooperate on  business-related activities or
maodel for activities related to products and services  processes by remote coordination, communication and
required by customers. ¥Es evoke notions of cooperation,  control [2-4].
cohesiveness and trust among coworkers from different Effective virtual enterprising requires [ully transparent
organizations to accomplish common goals. Hence, VEs  and effective sharing of resources, including information,
have to respond gquickly to customer expectations by application systems and knowledge, throughout the busi-
integrating processes, activities and resources from differ- ness cyele [1]. Information sharing, including real-time
ent enterprises through enterprise alliances [1]. In practice,  capability, enables operational improvements and reduces
the overall cost [3]. Information resources to support the
" *Comesponding author. Tel.: + 886 62757575x63922; practical operations in VE can be classified into three
[+ B96 6085334, categories: (1) information  brought by participating
E-saif atelafvess: ymeheni@mail nek wedwiw (Y -M. Chen). enterprises, (2) information generated by activities in a

OT36-53845 % - see front matter 0 2006 Ekevier Lid. All rights reserved.
dhod: 1L 106 ncimn, 200604 003
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YE and (3) the mformation assets of a YE The three
categories of information should be securely managed and
shared with an appropriate mechanism. Charles et al. [6]
explored a dynamic coalition problem by emphasizing
information sharing and security risks among groups. Zha
and Ding [7] analyzed the necessity and impact of sharing
information among supply chain  partners in several
sharing modes. However, resource sharing introduces trust
and authority management issues. and shows the signifi-
cance of resource access comtrol.

Aceess control and sharing determines whether a subject
can access resources controlled by another subject. and
protects the confidentiality, integrity and awvailability of
resources [8]. The subject, which is a member of the VE,
can be an emplovee, role, agent or soltware application.
Acecess control for WEs is difficult to accomplish because
{1} members of the VE frequently change, (2} VEs have
many members with often complex inter-relationships, (3)
VEs may be integrated or distributed and (4) VEs are
Internet-based and heterogeneous [9). Because of the
decentralized and dynamic characteristics in VE environ-
ments, access control for YE is impossible with traditional
access control approaches [10,11].

Trust management in an organization refers to complex
relationships among individuals, systems and organiza-
tional imformation management policies, and becomes
particularly cumbersome in a VE, which involves cross-
organizational activities [12]. Trust evaluation in a VE
concems safety and availability among individuals when
delegating to partially trusted coworkers performing tasks
conceming the aim of the VE. Therefore, the current trust
model is not well suited to VEs due to s dynamic
cooperative and collaborative properties. Trust manage-
ment has been supported in pan by some recent literature.
Shand et al. [13] presented a trust and dsk framework to
enable secure collabomtion in ubiguitous and pervasive
computer systems. Tran et al. [14] developed a trust-based
peer-to-peer access control framework with a scoring
system Lo assess the access value by combining direct and
indirect trusts with direct and indirect contributions.
Dimmock et al. [15] applied the OASIS aceess control
system, and extended role-based policy language to make
decisions based on trust and risk analysis. Barrett and
Komsymski [16] proposed a method for classifving inter-
organization information  sharng  systems. Zuo and
Panda [17] developed a labeling scheme after analyzing
the issue of trust from two perspectives. the ‘subject’
and ‘object’. Although access control across multi-enter-
prises has rarely been studied, a trust evaluation method
should be developed for a VE lor four reasons: (1) a VE
differs from a peer-to-peer environment, (2} no model
enables control of resource sharing across organization
boundaries to support collaborative and cooperative
business acuvities, (3) no model considers the trust
evaluation among coworkers and projects [18] and (4)
the resources accessed by users in the VE cannot be
predicted.
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This study adopts the vinual enterprise access control
{(VEAC) model to improve resource shanng and informa-
tion transparency among enterprise members, and the
VEAC-based trust evalmation method to increase the
security, fexibility and scalability of resource sharing.
One difficulty in measuring the trust of a subject among VE
is the lack of a method to examine the degree to which a
subject should be trusted [17]. This study first introduces a
VEAC model for collaborative operation among each
participating enterprise [19%]. Second. a scenario for
authentication and authorization in VE is presented to
find the main authentication and authorization activities,
and to indicate the interactive relationships among
core access control mechanisms. Finally, a trust evaluation
method based on the proposed VEAC model is developed
by analyzing security problems, role rights, gualifications
and responsibilities, project relations, cooperative relations
and role hierarchical relations, which are the core
components of YVEAC. The VEAC-based trust method
allows: (1) resource sharing across projects and enterprise
boundaries, (2} secure collaborative operation among
participating coworkers, (3) increased information tans-
parency and (4) reduced information delays in a VE.

2. VEAC model

Although Wang et al. presented a VEAC model in [19],
that study did not describe it in detail. Therefore, this
section  introduces the VEAC model and its  basic
components as depicted in Fig. 1. The model is derived
from the resource management reguirements and the
characteristics of a VE. and includes two sub-models, a
project-based access control (PBAC) model For managing
public resources stored in a VE, and a role-based access
control (RBAC) model for handling private resources held
on individual enterprise mem bers.

2. RBAC model

RBAC involves three fundamental components, the base
model. role hierarchy and constraints. The bottom of Fig. 1
shows the RBAC model [20-23]. Elements and relation-
ships in RBAC are described simply as Follows:

e User (L), also called Subject. denotes a human, web
service, application or agent in an enierprise.

Role (R} denotes a set of functional jobs or responsi-
bilities, and is expressed as a set of permissions.
Private Object (Private0) is a sub-class of Object class,
and denotes resources in an enterprise associated with
private permissions.

Private Permission (PrivateP) is the approval of a
particular mode ol access Lo one or more private obhjects.
Session {S) represents each session, through which users
map to one or more roles.
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Fig. 1. VEAC model.

The RBAC model assigns each user to play roles
associated with private permissions given 1o perform
operations on a private object. A user only plays a role
at a session where he can activate a subset of roles assigned
to it. The following three relations among roles denote the
privilege assignment of role: Rofe Hierarchy, Siavic
Separation of Dury (SSD) and Dynamic Separation of Dy
(DSD). The RBAC model utilizes two mlationships 1o
represent the aggregation relationships between two
elements: EM-R-A between the Enterprise Member and
Role elements, representing the Role elements in each
Enterprise element, and EM-U-A between the Enterprise
Member and User elements, representing the User elements
belonging to the Enterprise Member element.

220 PBAC maodel

The PBAC model is shown in the upper layer of Fig. 1.
The core concept of model development, elements and
relations in the PBAC model are introduced and defined in
the following sub-sections.

220 Fundamental efements
This sub-section introduces the fundamental elements of
the PBAC model in the Set theorem:

e VE = {ve: ve is a dymamic Internet organization which
consists of enterprise members (EM) performing a
project to achieve one common business goal}.

o EM = {ewm: e can be a substantive enterprise organiza-
tion, VE or individual. and is a VE member, with at least
one worker participating directly in the VE activities;.
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® Now-Enterprize Member (NEM) = {mem: nem can be a
substantive enterprise organization, YE or individual,
but not a VE member. A snem has at least one worker
participating directly in activities of enterprise members,
and the activities have direct relations with lunctional
tasks of VE}.

& FProject (P) = [ pis the set ol functional wasks. projects
and sub-projects, which is performed by a VE}.

o Functional Task (FT)y = {fi: fi is a set of VE activities,
which has a common objective and is performed by
several virtual enterprise roles (VER)). A [lunctional
task involves five attributes:

{1y FT-staie records the state of the lunctional task
being performed:

(2} FT-stage records current timestamp of a functional
task for appropriate resource sharing according o
ils states;

(3) Allowed-reference is a Boolean data type to decide
whether the [unctional task can be referred by
relative functional task in a post-version project;

(4} Alfowed-sub-project decides whether the Mnctional
task can be referred by its sub-projects; and

(5} Alfowed-main-project decides whether the functional
task can be referred by its super-project.

o VER = {ver: ver 15 a wvirtnal mole created to enable
professional division within VE, which is assigned to
perform more than one FT}.

e Object (O)={e o s an information resource in-
cluding public and private resources which ecan be
database, entity, attribute, tuple, document, XML
document, application, software component or knowl-
edge}.



o Pubdic Ohjecr (PublicO) = {public-o: public-o is a subset
ol objects, which is owned by a VE and stored ina VE's
COmmon repository ).

& Operation = {op: op 15 a set of acoess authorities, such as
“write™, “read” and “execute’.

o Public  Permission  (PublicP) = {public-p:  pubiic-p
is a permitted mode of access to a  public
object |.

® Permizsion = [ xve Public PUPHvareP) .

& Project Access Conteol Policy (PACP): PACP identifies
which project resources are protected and shared
according to the relations among projects and the
sharing rules, and what activities are forbidden in the
VE scope.

222 Foundational assigrmenis

The various assignment relations among elements are
defined as follows:

& FT-5-PublicP-4: a triple assignment among  three
elements: Functional Task, Stage and Pubic Permizsion.
It is represented by Ry s = {1 st public-p):
JfieFT, sie8uage, and public-pe Pubfic P} means that
public permission prebfic-p is assigned to functional task
fiin stage s.

® P-VER-A: a one-lo-many binary assignment is repre-
sented by Ry, ={(p. ver) pef. vere VER and p
“involves ver}.

e VER-FT-A: a many-to-many binary assigmment is
represented by Ro.p. = {{ver, fiv vereVER, ficFT
and ver performs’ f7}.

e 'E-EM-4: a many-lo-many binary assignment is
represented by Rpp.= {{ve. em) vee VE, eme EM
and em “is a member of™ el

& FE-P-d: a one-lo-many binary assignment is repre-
sented by R .= [(ve. p) vec VE, pe P and ve “'per-
Forms™ p).

o EM-NEM-4: a many-to-many binary assignment is
represented by Royopn. = {{em, nem) eme EM, pe-
meNEM and nem “supports™ em “to perform some
tasks of the” VE-EM-A_virtwal_enterprise {em))].

o Functional Task Werkflow (FTWID: a many-to-many
binary assignment is represented by Rppwr = (/1. /i)
St e FT, pipe P, fucpy, fyepy 0 fipis an event-
Functional task of the action-functional task fi;} means
Sty s authorized to use the public permissions of fi; while
Sy is accomplished.

& Correspondence: a one-lo-one binary relation on FT is
represented by Reormpondence = [0 100 f1. J1,e FT,
pepE P pg i py i, iy Yis the pre-version of™ fi
while fi; is the post-version of® fi,}.

e FM-U-A: a one-to-many binary assignment is repre-
sented by R, = {{em «w) emeEM, vell and em
“has an employee™ u).

o NEM-U-A: a one-to-many binary assignment is repre-
sented by R, = {(nem, w) meme NEM, we U and
mem “has an emplovee™ ).
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& R-VER-A: a many-to-many binary assignment is repre-
sented by R, = {(r, verk re R, vere VER and r “is
assigned to play™ ver}.

o [LVER-A: a many-to-many binary assignment is
represented by Ry = {1 verk we U, vere VER and
i “is assigned 1o play” ver}.

223 Praject relations

A Project Relation (Rp) describes the interactions,
cooperation modes and priority between two projects,
and determines the level of resource sharing among them.
Dilferent project relations may exist between two projects,
and project relations may change with time based on
project management and sharing reguirements. To intro-
duce the project relations, given a set Project (£) and x,
ve P, a binary relation Project Relation {Rp) on P is a
subset of Px P. The project relation is split into five sub-
relations:

® Subsei Relation (R} describes a project “main-
project”, which is decomposed into several projects
“sub-projects” to be executed by different VEs. A main-
project is permitied to access the resources of its sub-
project, but an administrator may set or disable this
capability. The subset relation is denoted by Ry = {(x,
Vi x e P xZy and v is a subset oy},

Version Relation (R,) describes a project y called the
“post-version project”, which is extended from a project
x called *pre-version project”, and which is planned
with reference 1o the pre-version project. Hence, the pre-
and post-version projects have similar targets, [unc-
tional tasks and participants. The version relation may
result in comespondences between lunctional tasks of
the two projects. The relation is represented by
Ry =[x, ¥) x, ve P, x#y and x “is the pre-version
o™ ¥

Reference Relation (R} describes a project x, called the
“referring project”. referring to the resources in another
project ., called the “referred project™. If the reference
relation exists between two projects, then users in the
referring project can refer to the resources of the refemed
project. The lunctional task involved in the refemed
project is allowed to be referred as long as the value of
its attribute “allowed-reference” is “true’’. The relation
is given by Rpr={i{x, ¥} x, yelP, x#y, x “refes 1o
resources in'" p and (=R v ) A (=2 R}

Process Relation (Rpp) indicates the execution sequence
of two sub-projects, and determines the time for sharing
project resources. When a project is split into several
sub-projects, the process relation can be adopted to
indicate the executive sequence of all sub-projects. While
the relation is constructed on two projects, the admin-
istrator must specily the sequences of related [unc-
tional tasks across project boundaries. The relation is
represented by Ry, ={({x. v} x. . zeF. vz
(TR zha (3pRez). and x “‘must be achieved, then
start™ y}.
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® Evclusive Relation (R} denotes that two projects are
mutually conflicting, indicating that the resources of the
two projects cannot be refemred to by each other. The
relation is represented by R = {{x, ) x, ye P, a2y, x
“conflicts with™ v, and (—=3xRp) A (-3 R

224 Cooperation modes between iwo VERs

This sub-section presents three cooperation modes
among YERS according to the resource sharing reguire-
ments for collaborative operations in the VE.

Cooperation Mode (R} describes interactions among
VERs based on the dependent level of their duties. Given a
set VER, x and ye VER, a binary relation Cooperation
Relation (xR} on FER is a subset of FER x FER, which
is differentiated into three cooperation relations. For
convenience in the following discussion, two items are first
defined in terms of authority inhentance. According to the
cooperative mode, a VER may inherit strongly or weakly
the privileges from the other VERs. The strong ifieritan ce
indicates that the privileges of a VER can be completely
inherited by the other VERs, while the weak inferitance
means that the privileges can only be partially inherited, i.e.
only some privileges ol a VER are inherited.

& Dependent Single-task Mode (xRogv): The dependent
single-task mode is a binary relation and represented by
Rogo = {(x, ¥k x, ve VER, x££y, Hx, fu) (p. fh)e VER-
FT-d — FT-Public P-A_public_permission (| VER-FT-
A_funetional _task(x): (x, jfijye VER-FT-A}) are inherited
strongly by virtual enterprise role y, and FT-PubfieP-
A_public_permission | VER-FT-A_functional tadc(y)y (v,
fye VER-FT-A}) are inherited strongly by virtual
enterprise  role x, and (=3I Rogn)) A (C IR ) A
(—IxRaya(—3vRgx)) means that YER x and »
cooperate o perform a functional task iy, and they
have the same access privilege to all its resources.

& Dependent Multi-task Mode (xRgp) The dependent
multi-task mode s a binary relation and represented
by Rogw = {(x, ¥): x, ye VER, xfp, ¥ix, fi.). (3, fi)e
VER-FT-A = FT-Public P-A_public_permission{ VER-FT-
A_fune tional_tasdo(xy (x, fi)e VER-FT-A}) are inherted
weakly by virtual enterprise role v, and FT-PublicP-
A_public_permizsioni | VER-FT-A_funcrional_tasc(y: (y,
Jtye VER-FT-A}} are inherited weakly by virtual enter-
prise role x, and (=3l ) A{-IpRox ) Al—3eR 0 A
(=3pRsx) means that VER x and p perform related
functional tasks separately and outputs of the functional
tasks are referred to each other.

& [ndependent Mode (xRgy) The independent mode is a
binary relation and represemted by Ry = {(x, ¥ x,
ve VER, x#yv, FT-PublicP-A_public_permission{ | VER-
FT-A_furctiona_taskix) (x, f1.) e VER-FT-A}) are not
inherited by virtual enterprise role v, and FT-PublicP-
A_public_permission( | VER-FT-A_functional tasdo(v) (v,
Ji,)e VER-FT-A}) are not inherited by virtual enter-
prise  role x, and  (—I3xRog a3 Rogax) A

(=3 Rogm ) A (=30 Rogex) ) means that VER x and »
perform independent functional tasks separately, dis-
regarding their outputs. IF two virtual enterprise roles
work in an independent mode, they may not have each
other's access privileges lor functional tasks performed
by them.

225 Properties of relations

To avoid security problems caused by privilege expan-
sion resulting from element relations, and to strengthen
private and public resource security, three hinary relation
properties—reflexive, symmetric and transitive—are ap-
plied to the above relations. In a project formation stage,
enterprise members in a VE determine whether each
cooperation mode and project relation complies with these
three properties. Each enterprise member can then identify
these three properties based on its own resource sharing
rules. The enterprise can also set the depih of the transitive
property, and require symmetric and transitive properties
to be valid only in the same deparimeni.

2.2 Role relation net {RRN)

Fig. 2 shows an RRN, which is an applied example of
the VEAC model. An RRN comprises the basic elements
and relations defined in Sectiom 2, which identily the
interactive relations among projects, cooperation modes,
roles and hierarchical relations in enterprise members,
assignment relations between users and roles, and relations
between roles and VE roles. In the RRN, through project
relations o [acilitate the resource sharing across projects,
cooperation modes among YERs 1o enhance the informa-
ton transparency of a VE, and roles and hierarchical
relations to simplil'y assignment of privileges, users can be
assigned proper privileges within a time fame based on
roles playved by users and VERs used by roles. Section 4.3
illustrates the proposed trust evaluation method using
RRN as an example.

3. Scenario Tor authentication and authorization in VE

The IT enviromments of large, distributed VEs generally
consist of various platforms and applications. Subjects can
access various resources deploved on different platforms.
Two lundamental access control Munctions, authentication
and authonzation, and other related access control
activities are shown in Fig. 3 and introduced below:

& Constructing the VEAC model: when a VE is organized,
all enterprise members in the VE need to plan the VE
objectives, processes, schedules and resources collabora-
tively. Administrators in this stage must construct
the VEAC maodel, including the design of all ele-
ments and the assignments among elements, 1o enable
resource sharing and reuse. Conseguently, a VEAC
specification is produced from the constructed YEAC
model.
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& ldentifving the project access control policy: when a VE analyzes the PACP, VEAC specification and resource
is formed, a PACP should be identified based on the list. The trust evaluation method is then applied to
regulations of the VE lor resource usage and sharing. assess the trust values For the VER and project. Based

® Determining the resource threshold: the owner ol each on these trust valves, the system then prunes the user
resource can sel or change the resource threshold authorization list of trust values that are lower than the
according 1o the secure reguirement of dynamic business threshold of a resource. Finally, the pruned user
environment. Each resouree involves both the VER and authorization list is split into local user auwhorization
project thresholds, which are recorded in the resource lists, which are deploved on each enterprise member's
list. access control mechanism.

& Cienerating user authorzation: when a user logs into the & Controlling access: when a user successfully logs in, and
VEAC system, the user authorization list is generated the user authorization list is generated and deploved, the
From private and public authorization al gorithms which user can request access Lo the private resources stored in
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all enterprise members and the public resources stored in
the VE based on the user authorization list.

4. Truost evaluation method

This section refines and redefines the concept of direct
and indirect trusts presented in some other studies. and
proposes the concept of a negative trust Lo improve the
level of trust, thus enhancing the match among the
requirements of practical VE environments. The direct
and indirect trust wvalves are defined as the positive
interrefated coefficient, which intensifies the level of trust
between two YERs, while the negative trust value is defined
as the megarive imerrelared cocfficient, which enables the
sub-models to decrease the level of trust between two
VERs. This section develops a trust evaluation method
from the subject interaction perspective. which is based on
the VEAC model, and which expands the concept of direct
and indirect trusts. The trust evaluation method is wsed o
measure the level of beliel or disheliel’ among two subjects
{(YER and project) for resolving the trust issues resulting
from umclear assignment among elements and secure
resource sharing across enterprise and project boundaries.
This section describes various trust functions hased on. (1)
cooperation maodes between two VERs or project relations
between two projects. (2) dependence on responsibilities
between two subjects, (3) the intersectional ratio of
resources used in performing two lunctional tasks, and
{4} the intersectional ratio of enterprise members partici-
pating in two projects. Fig. 4 illustrates the structure and
significant features ol the trust method containing two sub-
models. The details are introduced as Tollows:

i1y Trus evaluvarion sub-model for VER is adopied to assess
the trust level from one VER o another. The trust
evalmtion sub-model for a1 VER comprises a direct
trust function. indirect trust (unctions at different
depths and a negative trust function, as follows: (a)
the direct trust function is calculated from the intersec-
ton ratio of the functional task assignments based on
the cooperative mode between two VERs; (b} the

indirect trust functions are determined from the direct
trust function from one YER to another via the others
(third-YERs}), and (c) the megative trust unction is
obtained by considering the mutual relationships
among the trustee, trusted and their third-VERs, based
on the modes of cooperation among them.

Trusr evalva tion sib-maode! jor projects is emploved o
determine the trust level from the perspective ol a
particular project to another. [ts value is obtained from
various project relations and the resource assigniment.
The trust evaluation sub-model for a project also uses
direct. indirect and negative trust functions to deter-
mine the trust value between two projects. The direct
trust function of a project is calculated by combining
the version, subset, relerence and process direct trust
values with an exclusive direct trust value. The concepts
of development of the indirect and negative trust
function for projects resemble the indirect and negative
trust functions of the trust sub-model of a VER.

41 Trust evalvation sub-model jor VER

This sub-section describes the trust evaluation sub-model
for a VER, including a direct trust function. indirect trust
functions at different depth, a negative trust Munction and a
trust function.

L 08 Truse evaduaiion jfinetions for VER

The part of a RRN displayed in Fig. 5 includes several
VERs and cooperative modes linking VERs, denoting the
direct and indirect trusts for a VER. As demonstrated in
Fig. 5, the solid line between two VERSs is the direct trust.
and the dashed line between two VERs represents the
indirect trust. The rules of cooperation between YVERs
allow only one direct trust between two VERs. However,
the indirect trust value can exceed 1 when the transitive
depth of the cooperation mode exceeds 1. The three trust
classes are defined as follows:

o Direct Trust from vergto very, DT (ver;, ver), is defined
as the level of trustworthiness of ver, for ver,. e, the

Trust Evalustion Method
Trust Evaluation Sub-model Trust Evaluation §ub-mude]
for VER (T,0] r fior Project (FT)
Posdtive Interrelited Coelficken Nigative Inlermekatid Pasitive Ieberelated CoelMicient Megatve [nilernetaind
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Fig. 4. Structure of the trust evaluation method.
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level to which the trusted subject (ver) is believed by
the trustee subject {ver;). The two subjects (VER) are
regarded as nodes, and the cooperative mode linking a
trusted subject with a trustee subject is treated as an
edge with a trust degree. The risk of accessing an
unauthorized resource via different cooperative modes
between the trusted and trustee VERs might depend on
the level of dependence upon the responsibilities
assigned to the two VERs and their coopermtion mode.
Function (1) shows the direct trust function. Therelore,
one of the three cooperative modes can be adopted to
lead the trust value in the range [0, 1].

DT (ver;, very)

|r ] lF Rq.' = Medsa
= { |FT, 0 FT;|/Min{|FT}.|FT}|} if R, = Reas . (1)
] il R, = R,

where DT, {veryver) is the direct trust ol very for very;
ver; the trustee VER: very the trusted VER: R, the
cooperative mode including R, Rog, and Ry Ry, the
dependent single-task cooperative mode; Rog, the
dependent multi-task cooperative mode; Ry the in-
dependent cooperative mode; FT; and FT; the func-
tional tasks performed by virtwal enterprise role ver,
and very, respectively; |[FT| and |FT) the numbers of
functional tasks assigned to ver; and ver;, respectively;
and |[FTOFT| the number of functional tasks assigned
simultaneously to both ver; and ver,.

Indireet Trust from ver; to ver, ITlver, ver). is
expressed as the level of trustworthiness of ver, for ver,
via third-virtual enterprise roles (third-YERs) that
interact with ver, ver; or both, such as ven. very and
verpn in Fig. 5. The indirect trust can be considered as a
path composed of edges connecting ver; with ver; via
dilferent third-WYERs. Hence, the indirect trust can
involve zero or more paths from a trustes subject to a
trusted subject, where the number of the paths is
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determined from the number of the third-YERs that
can cooperate directly with atleast one of the two
subjects. The indirect trust function is derived from the
direct trust function by considering all edges of a path
From the trustee subject to the trusted subject. When
the transitive property of the coopermtion mode is
available and its depth eguals 2, the indirect trust
function at depth 2 is defined as function (2). which
utilizes the product of two direct trust functions. The
total number of multiple indirect trusts at depth 2 is
then averaged to keep T, in the mnge [, 1].

IT o (v, ver )
Z: O T el vers, verlsy = DT edver] . :er,.}]
.lr[-'l

(2)

where IT ., (very. ver;) is the indirect trust of ver; for ver;
at depth 2; DT\ Jverver) the direct trust of ver, for
very verfy the third-virnual enterprise role (third-VER)
that cooperates with very and ver; simultanecusly; and
ks the number of third-VERs that cooperate with ver,
and ver; simultaneously, i.e., the number of paths from
ver; o very via verly while depth equals 2, 1=7=ks,
The indirect trust functions at depth 3 and beyond can
be obtained from [unction (2). The mdirect trusi
function at depth 3 is represented in Munetion (3).

1T e (ver;, ver;)

Z:ll[ﬂf“-h'er varf o= DT e lvewd gy, verf pl e DT Averds, |:.I']]
ks

(3)

where T, (ver;, ver;) is the indirect trust of ver; for ver,
at depth 3; verfi; the third VERs that directly cooperate
with ver; and verfn; verfis the third-YERs that directly
cooperate with ver; and verfy, and &5 the number of
paths from ver; to very at depth 3.

Finally, the indirect trust function is denoted in
Function (4), which must be limited by Eqg. {5} in which
the weighted factors for indirect trust at various depths
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are determined by the administrator, and the sum of all
the weighted Factors must equal 1.

max-depth

IT  lver; very) = Z ty % T i4)

w2

max-depth

Z 2, =1, (3

w=2

where IT.,{ ver,ver,) is the total indirect trust value of
ver, for verg «, the trust weighted factor for indirect
trust value at depth w. 2= w<max-depth; and max-
depth the maximal depth of available transitive
property.

® Negative Trust from very to very, NT{ver;, ver), is
defined as the level ol unirustworthiness of ver; for very,
and is adopted to decrease the level ol trust between
very and ver, Fig. 6 shows the part of RRN denoting
the negative trust for the VER. The negative trust
funciion defined in [unction (&) rises when the trusted
and trustee subjects cooperate with third-VERs using
different coopermtion modes. All third-VERs may be
categorized into three groups. The numbers of the three
third-¥ERs are represented by variables &, n and p,
which are defined in lunction (6). Consequently, the
negative trust is in the range [{, 1].

1
=

(DT every, verpy, )
k45 =p)
where NT,(ver,ver;) is the negative trust of ver; for ver;: &
the number of third-¥ERs cooperating with ver; and ver,
simultaneously, ie., the number of indirect trust values
from wer; to verg n the number of third-VERs that
cooperate with ver, with either cooperation modes R g, or
Rogm and without very p the number of third-VERs that
cooperate with ver; via the cooperation mode Ry and
without very, and very, the third- VERs that cooperate with
very with either cooperation modes Roe or Rey, and
without ver;

: (6)

NT ol ver; very ) =

g g

Inm contrast to variable p in function (6), variables & and =
enable the negative trust value to raise the trust level for the
VER.

The trust function for VER as displayed in Nunction (7} is
obtained by combining direct trust (D7, ). indirect trust
(DT} and negative trust (N7}, im which Eq. (%) should
suffice irrespective of how the weighted factors (Cpy, Cp
and Cyq ) are set. The three weighted Factors are determined
by project administrators based on the influences of the
direct, indirect and negative trusts on the trust evaluation
sub-model for VER. Intuitively, i a trust value contributes
more in terms of data value, it should be weighted more in
the trust value calculation. Each resource in a VE involves
both a VE role threshold and a project threshold (refer wo
Section 2}, which can be f[requently adjusted by the
resource owner to adapt to the requirement of the virtual
enterprise environment Ffor resources sharing. When these
three coefficients are altered, Munction (7} can provide an
adeguate secure information sharing method. The trust
value for VER (T} is in the range [—1. 2] under the
limitations of Eg. (8). The secure threshold of each
resource is high when T, approaches 2, and is low when
Tyer approaches —1.

Telverver)) = Cp DT vers, very ) + CpdT o very, vers)
= Oy NT plver; verg), (7

Co. Crpand Cyy =1[0,1], (&)

where Cpy is the trust weighted factor for the direct trust;
'y the trust weighted factor for the indirect trust, and Cy,
the trust weighted factor for the negative trust

4120 Example of assessing trust value for VER

Fig. 7 shows the VERs and relations as an example of
the trust evaluation sub-model for the YVER. The example
includes nine VERs wver), vera ..., vers, and specifically
indicates some direct trusts, which can be used to assess the
indirect and negative trusts, and thus obtain the trust value
for the VER of vers for very (T dver, vera)).

-

verw

Fig. 6. Part of RRM represcnting the negative trua for VER.
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Fig. 7. Example of asscssing trust value For VER.

From Fig. 7, the following is obtained:
DT Avery, vers) = .56,
Using Functions 2 and 3 vields

o B+ 1 b
—":I =

0.3 =045 =028
1
Acssume that z; = 0.75and @3 = 025, Using function (4)
yields
IT lverp versy = 075 = 04 4+ 0,25 = 00378 = 030945,
From Fig. 7 and these relations among the VERs, we can
infer that & =3 (including vers, vers and very g), # =2
{including ver; and vers) and p = 1 {including verg).
Substituting k&, # and p into function (6) yvields
02+ 1
—_—]
34241
Based on the secure threshold of resource, set Cm = 0.7,
O =03 and Cyy =005
Funection (7} vields
Toerlver  ver) = 0.7 w036+ 0.3 x 030045 — 005 = 0.3
= 33483 5.

IT o (ver very) = 0.4,

IT e (ver ver) = = (L0378,

NT prlvery, vers) =

The above mathematical manipulations vield T (ver,,
vera) = 0033483 5. Considering the resource sharing among
VERs in a project, ver is authorized to access the resource
owned by vera, while the resource threshold is equal to or
below the calculated trust value for the VER.

420 Trust evaluation sub-maodel for project

The project relations defined in Section 223 can
specifically indicate the opermtion mode of interaction
among projects, enabling project resources 1o be shared or
reused during the project lifecyele. Conseguently, security

For project resources is vital to project success. This sub-
section describes a trust evaluation sub-model, resolving
the difficulty of indefinite assignments across project
boumdaries.

L£2.0. Trust evaluation functions for project

This sub-section initially defines terms conceming the
trust evaluation sub-model for projects, and then presents
some [unctions for assessing the level ol trust of each
project relation from one project to the others. As with the
VER trust evaluation sub-model. three trust values are
considered, defined as follows,

i1}y Direct Truse [rom project p; to p. DPT(pgy). is
defined as the level of trustworthiness of g, for p, {see Fig. &)
and is calculated from the project relations between p; and
- The DPT is a positive correlation coefficient increasing
the trust intensity with its increased value. The solid line
between two projects in Fig. 8 denotes the direct trust for a
project. Since various project relations enable dilTerent
levels of resource sharing, the DPT is written as function
(%), which comprises five direct trust values for version,
subsel, process, reference and exclusive project relatioms,
where the direct trust for exclusive project relation acts as a
key gate For determining whether the DPT is (0 or greater
than 0. Hence. function (%) and the five direct trust
functions defined in this sub-section clearly indicate that
the direct trust function Ffor project is in the range [0, 1.

DF T{F}J'Pj} = [{DF T\.'q.'r:ucln{ji":'pp_lf} + DFT:{UHM{P,-P}'}
+' ﬂFTn;jumnuc{lf}J,;}}'}'f' DFTpr-:n:cm{}}ij}}.l’rq']
s DF Tc.\a:]u:im:{f':'pp}'}: {9}
where DFTip.p) is the direct trust of p, for pg and
DFTI.-:r:ijn:m{pn”_J}’ DFr-iuh-c.-ml.{PJ’PJ}’ br Tr-.‘-l'-.‘-r-.‘-rl.n.'\.‘-{.lr':'n”J}’
DPT e pep) and DPT oy (pipy) separately denote

the direct trust of p; for p; at version, subsel. reference,
process and exclusive relations.

104



T-¥ Chen et el [/ Robovies and Compater- bitegrated Mongfactodng 1 (1EE) 1100

e
v P
P Sl
DPTppd =" IPTipapT ~ < _PPIER)

Sl Tl

@\ DET{(p:p;) -
- AN R )
RN e S DPH S

r )

M, ,
4

— P L

PT pusd = .
S - -
\'-\\Sk: BT {pi.pud
— —IELipg)
»o DFT(p,p) P2 )

A

& #

P ]
S S
/’ DPTipep)

)
s

. P

Pl
= - Y

Fig. #. Part of KRN prsenting the direct and indincel tnsts for projoct.

The five direct trust functions with various project
relations are described in order, as Follows:

& [Direci frusi function jer version profect relation rom
project py to g DPT goipip). measures the trusi-
worthiness intensity of project gy for project p; when
considering the version project relation. The nsk of
accessing an umauthorized resource via the wversion
relation might depend on the intersection of enterprise
members from the two projects. Based on the abowve
principle, the direct trust Munction For the version project
relation is derived as function (100, which is in the range
[, 1.

|r [ FTy, cornespondmg 1o FFJU' 1
M | |FT 1| FT ]

DF T\.'n:r:ucm {PJJ{.'} = ]

0 otherwise,

where py is the trustee project: py the trusted project;
DPT, ersicnlp i) the direct trust of py for py at version
project relation; FT, the function tasks involved in pg
FT;the function tasks involved in gy | FT the number of
function tasks involved in py |FTy| the number of
function tasks involved in pg |FT corresponding Lo
FTg| the number of functional tasks assigned to py and
linked to the functional tasks assigned to py via
correspondence relations; EM, the entemprise members
participating in project p; £M), the enterprise members
participating in project gy and pRp.p, the version
project relation between g and py.

Directr weust Dunction for subser profect relation from
project py oy, DPT e (papy), measures the trust-
worthiness of project p, for p; when considering a subset
project relation. The risk of accessing an unauthonzed
resource through a subset relation might depend on the
amount of resources wsed by projecis p; and pg
Therelore, the direct trust Nunction for subset project
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relation can be obtained as function (11}, which is in the
range [{, 1].

| PublicP i Public P |
Min || PublicF,|.| PublicF| |

il Ip Ry
otherwise.,

(11}

DFT:‘umﬂjﬁj,Pj} ]

where DPT, poedpip) s the direct trust ol g, for p; at
subset project relation; Pubfic P; the public resources
assigned to projects p: PublicP; the public resources
assigned (o projects pg | Public P the number of public

resources assigned to projects pg [PubficF| the num-

= Rp'-u”j} and I EM;, # EM ;).
if 3 p; R],.,.p),-} and YEM;, = EM,}.

(1)

ber of public resources assigned to projects py
| Prehdic PPublicF;| the number of public resources
assigned simultaneously to projecis p; and pand pR . p,
the subset project relation between p; and p,.

Direer trust function for reference project relation from
project py o pr DP T e pir)), measures the trust
intensity ol project py; for p; when addressing the
reference project relation. The risk of accessing an
unauthorized resource using a reference relation is based
on  the enterprise members panticipating in  the
two projects or in other projects. Consequently, the
direct trust function for the reference project relation
can be determined as function (12}, which is in the range
[0, 1].

|EMOEM |

il Ap ;.

M| (B LA |
0

-D-PTn.'i-.' TenI {Ppﬁ'j} = .
otherwise.

(12}
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Fig. #. Part of KRN prsenting the direct and indincel tnsts for projoct.

The five direct trust functions with various project
relations are described in order, as Follows:

& [Direci frusi function jer version profect relation rom
project py to g DPT goipip). measures the trusi-
worthiness intensity of project gy for project p; when
considering the version project relation. The nsk of
accessing an umauthorized resource via the wversion
relation might depend on the intersection of enterprise
members from the two projects. Based on the abowve
principle, the direct trust Munction For the version project
relation is derived as function (100, which is in the range
[, 1.

|r [ FTy, cornespondmg 1o FFJU' 1
M | |FT 1| FT ]

DF T\.'n:r:ucm {PJJ{.'} = ]

0 otherwise,

where py is the trustee project: py the trusted project;
DPT, ersicnlp i) the direct trust of py for py at version
project relation; FT, the function tasks involved in pg
FT;the function tasks involved in gy | FT the number of
function tasks involved in py |FTy| the number of
function tasks involved in pg |FT corresponding Lo
FTg| the number of functional tasks assigned to py and
linked to the functional tasks assigned to py via
correspondence relations; EM, the entemprise members
participating in project p; £M), the enterprise members
participating in project gy and pRp.p, the version
project relation between g and py.

Directr weust Dunction for subser profect relation from
project py oy, DPT e (papy), measures the trust-
worthiness of project p, for p; when considering a subset
project relation. The risk of accessing an unauthonzed
resource through a subset relation might depend on the
amount of resources wsed by projecis p; and pg
Therelore, the direct trust Nunction for subset project
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relation can be obtained as function (11}, which is in the
range [{, 1].

| PublicP i Public P |
Min || PublicF,|.| PublicF| |

il Ip Ry
otherwise.,

(11}

DFT:‘umﬂjﬁj,Pj} ]

where DPT, poedpip) s the direct trust ol g, for p; at
subset project relation; Pubfic P; the public resources
assigned to projects p: PublicP; the public resources
assigned (o projects pg | Public P the number of public

resources assigned to projects pg [PubficF| the num-

= Rp'-u”j} and I EM;, # EM ;).
if 3 p; R],.,.p),-} and YEM;, = EM,}.

(1)

ber of public resources assigned to projects py
| Prehdic PPublicF;| the number of public resources
assigned simultaneously to projecis p; and pand pR . p,
the subset project relation between p; and p,.

Direer trust function for reference project relation from
project py o pr DP T e pir)), measures the trust
intensity ol project py; for p; when addressing the
reference project relation. The risk of accessing an
unauthorized resource using a reference relation is based
on  the enterprise members panticipating in  the
two projects or in other projects. Consequently, the
direct trust function for the reference project relation
can be determined as function (12}, which is in the range
[0, 1].

|EMOEM |

il Ap ;.

M| (B LA |
0

-D-PTn.'i-.' TenI {Ppﬁ'j} = .
otherwise.

(12}
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(3} Negarive Project Trust Function from project p; Lo gy,
NPT (pp ). i.ﬂ. 4 nega tive correction coe f’[jcient in the range
Dand 1, and is applied to reduce the project trust intensity.
Function (18) shows the negative trust lunction For project.

il

=1 DFT{;}L,.,;{,-}
k+n—p ’
where & is the number of third-projects with project
relations with projects g and p; simultaneously, and the
number of indirect trust values from py o gy (such as
projects pry. Peo..... peel 7 othe number of third-projects
which have subset, version, relerence or process project
relations with project py (such as projects poa. Peae. . Pad,
and p the number of third-projects which have an exclusive
project relation with project p; (such as projects p, pua.....
Pl
! J{Tr.n:r.z'Ldrer'u.'u; DPT IPT and NPT, this study presents the
trust function for projects as shown in Munction { 19), where
Cpa, Cpaoand Oy denote three real coefficients used as
weighted [actors that can be restricted with Eg. (200
Diifferent trust values for project are obtained by altering
the three coefficients based on the project security policy.

NPT(p.p;) = (18}

FTipupjy= Cp: = DPT(p.pi} + Cro < IPT(p.py)

= Oy x NPT (pep). (19)

Cpo. Crzoand Oy = [ﬂ ]] (20

4220 Example of assessing trust value jor project

Fig. 10 shows an example of the project trust model,
which considers 10 projects (., pa..... pw) and various
project relations. This example aims to assess the project
trust value of po from the perspective of gy (PT g, pa)). To
simplily the illustration of the example, some direct trusts
for project are assumed as displayved in Fig. 10.

From Fig. 10, function (9) is applied to vield

0+0.724+0+04
®

DPTipp) = 1

1 =028,

Using function {15} yields

Dox0+033=02+0x04
3

In the example, only indirect trust For project at depth 2
is available, so that the total indirect trust eguals the
indirect trust for project at depth 2.

Referring to Fig. 10 and calculating all project relations
among projects, k& = 3 (including projects ps. py and ps).
i = 3{including projects pg, prand pg) and p = 2 {including
projects po and pg).

Substituting these integers into function (18} vields
0.0+ 045 +03
I+3-=-2

Based on the threshold of project resource security and
the restriction on Eq. (20), setl Cpx =07, Cp = 0.3 and
Oy =05

Substituting these coefficients into function (19} yields
PT{pp:)=07 =028 +0.3 <0022 — 0.5 = 03375

= 0033485,

IPTHpy.pa) = = 0.022.

NPT(p,.p) = = 0.3375.

The above mathematical manipulation yields the project
trust wvalue of p. from the perspective of py.
PTip.p.)=003385 Considering the resource sharing
across projects. project py is authorized to access the
resources owned by project pa. while the secure threshold
for the resources is egual or less than the project trust
value.

4.3 An example of trust evalvations for virtwal enterprise
role and praject

This sub-section uses Fig. 2 as an example to introduce
the application of the proposed trust method. Table 1 lists
three ol all attributes of each functional task in Fig. 2.

Table 2 lists the project and VER thresholds of all public
permission {resource).

Table 3 lists the assignments between VER and public
permission.

| ps
rl'-. .-'.

—-...

LR

¥ i
>,

Fig. 10, Exampk of calculating trust value for project.
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Tabk 1
Adtribute list of FTs

FI'  Adtiribuies

Allowed reference Allowed sub-project Allowed main project

FLTI F I
Jiy T T F
fiy T T T
fin T T T
Jinn T F I
Tablk 2

Threshald list of public permission

Public permission (resource)  Threshald of project  Threshald of VER

Pubdic-py 0.7 0.8
Public-py 1 0.62 |
Pubdic-py 0.2 |
Pubdic-pay 0.1 0.7
Public-pas 0.22 0
Prbdic-pay 0.33 i
Public-pay 0.4 0.6
Tablk 3

VER public permision assignment list

YER Puhblic permission {resouros)
varyy Pybdiv-py , Paibdic-py s, Pubdic-py,
Lk Proibulic-py g, Pribulic-pay

LétFyy Pryibulic-poyy, Pabdic-poy

Tahk 4

VER authorization list afier considering sharing and insts

YER Puhblic permission {resouros)

1aF g Pryibulic-pyy, Pubdic-py o, Pubdic-py,
Lk Proibulic -y, Public-poy, Pubdic-pa,
LétFyy Pryibulic-pyy, Pubdic-pyy, Public-py,

In the example, some states are set. including attnbutes,
assignments, thresholds and trust for project and virtual
enterprise role. Finally, we can decide each subject’s
authonzations based on trust values. While PTip,.ps) =
035, PTip..p) =02, PTipLp) = =1, T dvers . vern) =
05 and T (vers, vers ) = 006, the anthorizations of each
virtual enterprise role are listed in Table 4.

5. Discussion and conclusions

Resource management and sharing in collaborative VE
environment will in the future become increasingly
complicated because ol the need for information transpar-
ency. Based on the results of the requirements of resource

sharng in VE, this study proposed a VEAC-based trust
evaluation method to resolve the issue of trust evaluation
For sharing resources across enterprise and project bound-
aries.

5. Resilis and contribiions

The VEAC model can significantly simplify the explicit
specifications and administration of access control in VE by
specilving the wvarious relations among various elements,
while the trust evaluation method provides a secure mechan-
s for supporting ¥YEACs need For secunity and fexibility.
The detailed results and contributions of this study are:

{1} The proposed trust evaluation sub-model for VER and
the trust evaluation sub-model for project can measure
the trust value among varous YERs to [acilitate the
secure resource sharing across organization.

(2} The VEAC-based trust method can solve the drawback
from the VEAC model and [acilitate more security and
flexibility for resource sharing to support cross-
organizational collaborative activities in VE.

(3} With the change of each resource threshold. each
resource s owner can frequently adjust the security level
to adapt to vardous secure threats.

(4} This study may provide a suitable Pfoundation For
building a high-assurance trusted cooperative platform
in dynamic virtual teams.

5.2 Further research

To develop a VEAC mechanism for managing and
Facilitating resource sharing, some investigations need to be
performed, and the following Factors should be considered
in future:

{1} This study only considered two elements of the VEAC
maodel to develop the trust evaluation method: the other
elements should be considered in the future.

(2} As well as direct, indirect and pegative trust factors,
other factors, such as the user's historical data, should
be addressed 1o determine the level of trust and access
resources and amount of referral from other trusted
entities.

{3} This study does not consider that the user might share
a resource with unauthorized wsers after legally
acquiring it.

{4y Methods for the access control server to call and use
resources in the heterogeneous platform were not
addressed.

{5} An enterprise may participate in several competing
YEs. Leaking of professional key technology or data
should be prevented.

(6} Future studies may apply the e Xitensible Access Control
Markup Language (XACML) presented by OASIS o
develop project access control policy frameworks to
integrate access stralegies among enterprises.
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{7y VEAC model-based algorithms for generating user
authorization are highly promising for use in support-
ing the VEAC system.
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Focme iafinnist ion sharing ls o of ey Mo o ol virmeal | IVEL The sy slei fies the chur istics o o VI sl
| e e repirements of 8 VE aooess comird. & Yiomal Enerprie Aocess Caniro (5 EACT el s prgosed (0 hanile ressoe managmes
and sharmg scmms cach paniicipeiing dich isin ol a Pmipeci-hassd Access Contol | AL | ssb-modd i0 memage pubbe msaces
dind @ Rl #M-ﬂw-d RRALS ﬂ-HmH iy inaiage il v fcsouices. The aichiecinrs of o VEAD mealel-Saiscd sy s is developad
il i b ol hroe oo mieohib s acluding the Yinidl Eserise Aooes Cimtiol Oetien | YEANDC ), Secuiity Gaclespe (500 and Cilokael
Cpmiigaie Aunihoniy S (CHCAL L Wass] om ihe sy dem scheieciom, ibe ossdy poopeses coviibrete aolbesiicsiion, wser ssloniy asd soes
sovmarnl I deniily was s ddem ity wn-hine, updaic and search wsor suihoniy et and soceis peivale ol pebiic resmeces. The evdsal
s study will [acibisls moe soomy eworer sharmp, asd rvocmne copenian barees feom inel amoag b cpuiing. eeerpeses i VEL

i M Elsesber BV Al righes peserved.

Bpsoed Y piaal epierpisg Iefmnaion ey HHAC, Ao comiml, Coiloe sy

1. Indradacilin

Vinml enlerprise (VEF 8 a3 nawork of  independent,
peogmphically depersd adminismiive bosiness domains tha
CONPEEE By iliing Mliaes process @i REIFcs BNk
Enile [iisis by provide & valie-slded service I cushisens, VEds
calnd s ong ol the mosl promising bsness simlepes (51
enierprises 0 meel glshal compatiion [1.2]. ViEs imegraie the
e, Elivise mnl rsources mm diffees esepes
@rough mieprise dlimos o rapally pespoad o Cesimer
enpSalinna B prectice, o VIE s ssphemeital will a &d sl

e esential in ihe @8 of inlgss. R SdEice. § Bew
Aoy mode] b odeveloped by oa viftual enbgrpiss gl
invnlves approcimalely M0 de<igners and sngineers from
texredred s of divisions and deparimenis. some of which are in
b (ferend enlerpeises @ dillerent counimes. A vinl ealerpie
can be compeisad of seveal o VEL la the ahove cuasgls,
i ol sV Es in the WE 1o perlomm peodoct design involives
far  wabeprjects: enpne design, cool sysem design.
Arans Ak o e deskgm and framewark design. The engineers
ol engine design sub-project design 58 engise bor e new

il collshnrative hasiness process, in which indivshak from
diflorend cnerpries coopermie on busines relaied powvikes or
processss epugh ol goordina om, coarsanicalion asl
anmirl | 34).

Real-wme informetiin sharing sl resowrce managoneni
aillin o mesifactering-hated sy oF SCE0RE OO

* Clmrrempondieg il Tol . @b b TEITA A gR0alY (p 000 f N0E9 1k
F i abilvean ymm e v sl Lac beoda s K- B Chan’

(o A4 - s mowl muatier ) 3008 Elevan HY. Al nglis maeed.
st B0 DRV P o] S i TR

ahile madel collahoratnely Informasios related b ihe
anging design muost be shaed real-time tooe labed ongimeoms in
ihe sub- o et or other projecis. Owing io i docestmlised
el dpnamicghasssio st inviriual oo prise ooy iross nis,
the suevess of o vortual eniorprise heavily refies on fall
infisnuation \ressparency and omreot pesource sharing.
incleibing wiorsatian, applcsses iysems mnd know ol pe
Mhraghoul ihe business cyele 4] Even though the esinecs
aharing beads in security aml o Sority management problema.
the issues of informason delay snd promse infomatsos
iranapafensy afe @il ragsed 10 sebe among Siness

CUMREETS 1508 Ml Mg 17
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partngre. The beveils of mosmerce sharing depend nn characior-
ice o the YH, such as ¢onperative wlainmships wig
partnere. depth of irmi, fmaional twks and costmoal
sprvomeais, Acoves conind asd sharing for sessisy s menl
smmplisated in a vinml snkrpiss e by ing cmss-organisa-
il mivibes, There st he soceniy ansd midiil measiomes &
ananry thal restmred s beplby wod Dor tha purposs intesdal by
virimm| eslerprise,

The carlies scorss cpnird peslels for resrcr sharing
i lule Augema Cosired Lida (ACLS) sl Acops Canirsl
lsrn i AT b Thiose schetmos arg s pla and inteiiive, bul s
maly usel T small wpanigtioss | 5] Mol cumenl sorss
ool pebicis. such s Mandalony Acoess Conirs] {MAC)
Discretimery Acces Comned (DAC), Bole-hasal  Acoes
Conied (RBACH 16-9], Task-based Aooes Conired (THAL)
and Tesk-Hole-bésed Acoess Conind | TRIALY [ 10-12]
consider merely the mo o kn managemsnl within s single
epanimnm. Some eerchers have audad dismibeted me
tasrd socess ooneol o delegale sdmissrcion (o indreidol
e parimet in a0 enterprise [12]. Team-hased Adcess Comral
O | TN § v bl o e REAL, which allows users w
JoE nemm rokes inan orgesieaiion [14). Pak el al propmed &
onmpesile rolechasol accews contml approach thes sepanies
irpanimkmal od aysem vl role sireclrs oo sEppon
woalabde ml reusabke RBAL models [12,15)], Coben presemied
e Earriby of Coaliion -hesed Access Comred (CHAL ) odels
il pelcies w0 share specdic dam enl Anoenliy wis
cuslition pannas [16].

Alreg o be-hased nrethods hive bees successiully sl
TESOUrce MEnEgeen t willen an coeiprise, there me il many
e i ifsbiage el of fessshce dbaithg scnse of fai il
bousderss lo supgor collaboraing asd auoperslive busines
Eb Vil Acoess dondnol Tar virts ] anlerprasia g i cissigls I
P e | 1 by of e VIE sy change Tggquenily, (2 WEs
I sebers willh (oinplicsiol rlsibons s () VE inay e
imlggred o daribaad, (50 VES s Iniornel-Bussd aml
Ieierngenenss [17-23]. The goal of this sludy is by prenake &
sl Tow diforsat on shasin g sores aieipsss el ilnse
enne et (i ol laBorabios sl coticur ey, and| Busenshie
B ghowe-memhmed dhilfcalics o s

This @mly projeses & Yirksl Emogiiss Adcoess Conlisl
IVEAT mode] jo sidlve e jnshless of asibosiaal o msmpe-
menl aid secwrily coatinl aitiong organieslions wihin a VE
The pnsprivacall muske] cossinls off 8 Peojeet-bassd Acvess Caml
(PRALC p rsde ] For iremaping pratilic esoar vy willis WE amd @
KEAC model T sanaging the sdmring of o isdeidus)
enlefrlac’s priwie  waaees will VE sesben. The
wehwpdes of & VEAD modelSused system s develapal
nd consisis of theee core mochanisss. Based on the sesicm
wehiectmne, ihe siudy poposes oorfificole aethen Bation, usr
mithoriiy mnd sooess omenl sppreaches io opdste and search
ey mefwrky lisis Besides resolving the s of resunce
shering somss orgmiasms, the inllowing openies of ihe
meopesad  meoess comimd model make fexible, sdapuble
exigmaihle yml issimslaseoE H o8 minioam sdenidreiee
oo (1) the model emmbles resomce maneging amdl sharing
onlisbaraively; (2 the modod enabies change of acoess nphis

dsnamisally: (V) (5 sy preenis o disclose Business sora
i VE; (4} ihe acowss anibirisalion may b exiembed ws i
martnirs of Ui Y mambsa,

L Repuirrmenl snalysés lor acorss ountrd in YE

The charscieristics of & VIE 2 jdeslifiod by salyemg vis
lile cocle and member mioncioms,

111 AVE may conais of severallbiniribwisil Vs or miorposes

121 ANE's panticipaiing membsers sml hbmimess prsgesaes ia g
chanpe durmg iis il cwcle,

%1 A VE onphmsbees profssional deision sl dynamic
onoperilisn ammong 4 Mehly ewngeoeons semberiip

41 A VE oomsdecis Business iecsss &iWes ool
iewiked it diBerend sizges, in whach each sage has b
W panicipans. resurces and aims.

%) Ina VI varssus ressunces are shared and distiitanied over
Al pantaipsting eepeiss and used by ihedr employoes
[ UsET].

P01 A VE globally specilies membors’ obligsions, responsi-
bt and medes.

71 Achange in s mesbors ke in s process sheolid nm eifeo
b oilg @ bone e responabline ks oher sclged
il

(K1 Rezgullslbion s 80 nol cosstrain the seleotien of neimbers in
i paling enieprises’ pamers.

901 Esch member mey 0w Bs erierprise Hesimron e pe-
men ol iy and sooesa ool madel.

1141} Shared VE resouroes inel ude prives resources osnal by o
paitcijuling coilerprias and doned i s inn RepEedines,
anil publi: ressuroes hdmging e YE s dorad in s
prabilic fojumifry.

Basal on the gimeral mujuingmenis |8 acoess coslml in
| 10,00, 06, 07 260, tms bl ideniifial the ollming saguine-
mienls for soces coninsl medel desigie (1) only The seourity
sbitilrmstratesr is albewed o clorige sacundy Suibuies: () rokes
may bl awbeority ealer fully or panmlyl O3) e el
ppeails melive el e sl conliol, s well e lhie
peineaple ol sined leasl priviloge, (99 Sig N prasicd selloniy
refuistmenls are fullillal; (5) moess sl iy sy vy wilh
ks o robes; (i (e dandd con pssnge o] users sml resouror
abjects im the enierprise [17.24.25)

Beniales il ahove ragmratiais, hased on the chescienidticos
of VE sidiinad requromons mued be ooaidera] when
Aeveluping 8 VEAD tniodel, us filhis:

i1p Since Uhe srps mepson straciare of & VI is dvnamic. socess
righis and ressuror ohjects cus be chmged i real lime

2y The model comiders ol users® scoess niphis, bocase
resrure EAnimsimars oo peodid whe will socess
which resmirces imn VE.

5y As o VE is iommed io achieve 8 ceriain goal im s lmiedime
frame. each WE has differem goal and bt e processaes. A
VE is always omsducwed & a projecl. Therefione, projeat s
m essenitinl umi of Bocoss conml.

111



ARTICLE IN PRESS

K Chem o al s Comypmars i dodmaifr co (D06 p-mn 1

#4) Kimee onch enterpricg e o gy sivess oalml sysiem,
the VEAD mosdcl is caiby imepgraied with sanous scoess
conirnl miodels o podickes.

i5) Thee VE manages sl ahares resomces collsborstisely.

i Tiv facilitot frmsd ameng enlempeiss, e aorss policy in
VE b planned and memaped ingether by miminsiraons of
all penicipanng eaemiaes.

T The VE can ossinisin the consdsioney of palicies and
mamge the cmilicn between VE scoess poloy amd
e ol aeoms ol

Because e VE omphssises applications of Informaiion
Techaology eml Metwork sovs menpeise houndaries, the
following sysbern-re lated [aciors are comsdercd when devel
oping 8 VEAC hased sysiem:

i} Sysiem musi offer o gaiewsy 0 BOODSS MESMEICES 00
distribeted eiempeacos platiomes st be oifeml

125 For high rustisme dllciescy, the socess coniml sy dem musi
T ablet v inteect direcily with ofber applications orapents

93 Users' sdentity musi be m be micsied via a thind pany callal
& Cenbicae Aaiboniy (CA) Cenler doe o e iasies of
il hemtigmtion s s repadiainm,

#d} T sapport miegriy and oonfidentaliy for imiprmaton
exclianpe. & Public Key Infrsimicten: (PR} s nasded
50 A Meahle seowrdy svwlom eeds 8 Plag-and-May koy
compananl bo modinle betworn the VEAD model md oibar

RHAC besed moedels

A Virtnal esferprise acoes conirel medel

Each pariicipaing esierprise may already have sdopial mn
scress conin] mndel hefore pising o VI Therelone. the ¥ EAL
il sl b shle nie ek with oller scces conimd sl s
AnBRBAL jx the mm popular acorss conieol necdel | 19.26). the

Vornmi L ewypeen e ) ovwo Vo
e et

t-"""“' i i)

ool WEAL musdel consiss of s PRAC sabmide| wisch can
imteg ralg bty various role-hmod sooes comtred sub-masdels. This
section preseals and dsoribes the s subemodek

AT, verviow of b concdpi

ANVE activitics ey i its own paidic sescunes o VE mnd
Uhst privass shased ressurces of parsagmibing migrmiss, Fig |
iMustrnies e cmoopual fremework of the YEAL model in
whach he PHAC sshesadel s designed io mansge pablic VE
rensiges, whils (ho role-basal accews control k] manages
ihe privale resnwoes of participating enicmpriscs. The YEAC
tramewik primertdy emphastess oo following capabil s
i resailwe e proflems of sooess oontrod soroes enlorpriss: L
e sccms contml madels of penicipatng enlerprises can be
plugged-in or plugged-nal s any time withosl slfectisg (e
performance of acorss conirl owodels in oher panticipating,
ermerprises; (2} the model can simuliEneously mansge pablic
and privaig resuiges; () the hasic infeemation of medels can
b upelaiod wivth changes i the onvipomssnd b0 suthoriog new
users: (4] e user mihoriiies can be genersied socending bo mde
liererchy sml sclations: § %) the siratiliol manspesenl method
i med b0 e the sounly of pehbc asl privale nesssnoes.

A2, Rodedniiwd Aversd Dt ok

This simdy sl ghilly sdjusied dse RIAC mode] o somlesly
integrale B wilh the PHALD model In the sljusied Role-based
Agrvss Unmins] misdel, Slenwesls amd asignments ane simply
toscribed as Iolkews:

o Users (L'} reprosent @ humsn e agem in an organicstion,
wihich scisde drec users. indeect usar. and non-member
e

o Holes (B} reprresenl funesnmal jobs o responsibilitios

| ™
L

== |
I |

ﬂ_t;.m

1l

i
)

-

B L Commepimd s i ol VEA awsbel
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1 E-E Cm ol Ot v i iy can (YN0 g -

e Privaie  Oiyeos (Privelel)) mepresssi restmies (o am
enierprise mencised with privale privileges Privaie (hjects
e wuslly clamibial Dio bee leveds elidisg public
[eupiciery, and poiedion. The public dusibcition cen be
ekl s vhe paihers laa YE.

» Prvsic Permissasis (Privael’ e appeosals of 8 portculsr
ke ol Soigss 0 ohe o e privalo ol

® Swaiohs (5] rwopeeseal oacl spesdon, vie which s mw
mappiag ¥ one o moe role

w LR A C L s s mamy s many user 8o mbe ass pamen
relaiion.

w H-PraePe A C B o« Friveel is 8 many we many roke o
eiesle persasm dsagimem ki

® Provaie P-Prvate 04 © Privaiel* = Privale) 5 g many o
many frivale privilege o privalg ohjed ssagnmesl sclalion

A4 Progeebatiml Acewid Cariod el

Thia section clecidsies the PRAC inode] and defines all &5
claneis, maipunents among  deoeals sl assipaments
anyn g maskels

AN O ooy o dhe PEAT masial

Al e IV ED can perfamm weveml Ypaseen”
AP, ‘bei @ progect can only be performed by me VE, Dificrem
"mreeal meldtion” (PRL wech s oosbsel esclusion mnd
reloene, enisl amimg prijects. Actsiies within g pemec
can he diveded mo severl "o iee’ wds” (FT), ceol of
which s sooess o cenain peble resoenes, which i their
Spablis premicin” (PucP), A projecl nvilies sane
St el dgprdae s (VER) W pefoan fusclional lasks

Py Ba L TR

A e ew billade LW

A VE s composad of severnl real enlerprice memsbers’
(EMIL emch of which can pericipeie in mooe an oo YE.

=M om-nrdepris numibea” (MEM) e el eniespeiacs el do
e pardeipaie &roaly inthe wuvilies of VE bel panicipaie in
the senviazs of i eimeip ise Sember wihsech peilmms direolly
the aimities of G VE. All YE pasicipasts, induling thras
usér Bypres, we dalkad “wean™ (1) which may play a differsai
“wesle™ (R in 2 dilferni “arsdan’, Each mie has sccom b
rivaie rewarees, calked a Vpnkeaie pemiboie " (Priveie L A
superior ol cam inhern dhe privilepes of sdorior miles roogh
“wesle fiewaerdy ” (RED. The enerpris member plass & VE ke
thrmigh a ey or mle dnohmin ihe privilege of sharmg puhlic
e rees in e VE sl iy el practically the iblgatinns &
given WE e, snld b sckicve e YE pals,

“Prjral aevess condind galicy” jsdsagaed o slealdy he
sy sharing relds ino8 o, Through constnictiag
relmtioms mmong pyocis and 2 pogd soorss commd licy.
usem cam share nesousce s mmiong, progects. The reles ol sharing
can be mexdied at amy time (Fip 2.

A2 Fumalmmoniol rlemenin
This seciion defines sl clemaenis of e PEAC pedel

& Vinwwd! Enferpriie (VER The VE & 0 dymamic Imomal
organieation. cmaising of entemprise memberns, i achiove o
business poal

# Enierprise Member (EME As EM mn b g ssbsianiiee
crtefpise orgEnlmnn. VE o ndvidml and ds a VE
mesber, wilh & ks one worksr pasticigmiing direcdy ihe
VE actinilics, and respoiaile o plaving &1 leas e vistusl

Ecrpise e

Ammn 1 | W] R

e b

Hi 2 W imsiad v i dssrai sl (VI ]
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o Nem -cnderpriey Womber (MEME An MEM is 3 sshsiamijve
enicrpise orgamesion, VE of individsal, bui not 8 VE
member, el panicipae indiredly in VE sctivities. An KERM
Beas @ least ane waeker panacipating diredly in saivites of
anterprier momben, and dhe activities have dined relations
wills functional sk of YE.

® Projeer (P A Project b e Bask unit of VE sctivity. One
peoped cam have pamicipasls which ae enleprises, depan-
meenis o mdividuak, known i enliprise members, & progoet
< be [umher divided mio several sub-projecis with varnions
propeal relabions. A peojoct is compesed of ordery funcionel
nasks performed by cnleise members

& Fencdoy’ Task (FTE A FT s a =t of VE xoavities which
have & comuros obgctive o schieve a pan ool VEs
e pecniailil i,

w Niriwal Enferprice Bode IVER ) VERs, viriual rakes coaied 1o
enable profesional divisions within VE. are the &y i of
duties or activities in x VE, whch are assignad i0 emerprse
e b perions. Fenctiomal lsks can b assigned io o
o oy VERS

w (et £} Dibgecis are the public and privato rosoenoes okl
by VIE mnd emerprse members. This sudy fomuses on
imloenaton ohect, whech o be delsbases, cnliles,
attribukes, mples, dis 4, XML & 5, applicalions,
soflwarg composenis o knewkedpe,

w Pl Ejerr (PobdicOk Poblic objects are obgedis used by
enlerpnse mosbe reand oned s s VE s comnmos pepos il one s
Pulbillic CHects ane pravided for perfiorming [undtionsl isks o
arg ereaind when Tusclional tsks o compload

# Povare Oigerr {Prnale): Privale obgecs aro a ssheet of
albpects omikal By a VE& mambses amd dosed in 4 privale
o peikery

# Pl Perssboncn | PablicP: Public pamisions indicale
permiticd modes of acess o public shjeds

& Privatr Persiaion (Mvadl) Privale poradsaois indicake a
permiied mods of moess ko a privake ohjed,

& Peemimion: Permssion = | PubliclP U Privae Py,

# Pamiver Avorss Conad Poiey (PACF) PACE kdeatifics which
propea esoniee ae prolesed and sharsd scconding e (e
melations. ameng progeds amd e shars]l ules, and what
activitics are forhidden in Uhe vimual eniemnise soope. Each
projeal mvolves & PACE which can be performed s
mewelly by the VEAD sysiems The PACF can be
dynasnically crested, mivreal and aljsiad when e VE
g imamanl chonped

183 Peojecr relations

A Pagjevr Relation (PR) describes the ineractin, aopees-
o minde s and oo ity between 1w progects. Difforent progeo
relations mey cxis bevwess wis poogects and chasge sl time
accenling 1o jEojed mansgemenl reqenasents, ls e VEAD
plaifrm, e admmidraion condnsi a schilive progec
SO a00ew sirMegy o projoct moocss oontrol paolicy
{PALP) o badicabe the level of resournoe sharisg of sach gype of
propact relations. In the progeat Nile cycle, the projgea rdations
amil The PACE can b clanped o any hine e ookl o
demands of resource sharing.

A1y Subger Bl (PR gue b Describe s the relalion botween a
“muin-proget” amd iis “ssboproject”. The ssheat relation
is & hinasy relslion. Seversl comrsints e appbiad 1o /se of
subsal relation: (a0 a main-peoged ey love moee than ome
subeprivpect; (8] a sub-progect may be imasheed inoonly one
I -project; (o] mn enierprise member may panicipaie in
the masin- and sibepoo geotse (d) & public perd sion my be
merely ssigned o Eifarem peogects with subsal el st
A main- progocd i allosed b acoess (ha resources of ils spbs-
projecis. bt an adminisiminr may =i or dissble the
capahiliy.

12) Vivsion Rekirion (PR, Desoribes & proges ol
wersion progect” which is extended from & project ~pre-
wersion prgect” end plased wils relerence 1o e poe-
wersion prged. Therelore, the pro- and pod-vefsiog
progecis haee similar tarpets, Dunc@ome) ks and panici-
pants. The version relation belween feo projeets may came
the comegondences hetween funchonal mdks of the two
propects The version rolstion is o binsry relslion.

13 Brference Redadion (PR gt Dewcribe (al 3 projed
“reloring project ™ refers o the resources in other projeal
“relorved progect”. 11 te refenence relation exisis hetween
two pregects. the resverces of refemed projact cen be
refersed by users i pefeming project, The Tollowing
condramis ane applicd whes using the roleesce rekation:
(1} a pojal may = up more dan one relerence relation
wil odher projects Dor pespuree sharisg: (2) & project may
relier 1o varmve peojects by,

4 Frocems Relation (PRt Dewribes e oxcoutive
squenoe of fwn subeprjects from time porspodties. B
defermmnes Ml luikd b chsiiag phyec] easincs, Exjees.
wim FRI,_,__ Pevemipomeed . L ovemipagect m;
cendirken 1. . oenaialon A aomosepnsent &) meass tha
il evem-peoject @ for 1< §<am is accomplished and
conditasa e, e 1< 7 < nis sl ihenaction-progec g, cin
b Iniggeral, Whes a projed s decsmposad isbo sevral
sub-projects, Prooess Belation con be used o dotarmime the
expculive sequence of ol sebeprojects. The process relation
bt ween bt Projects is & Binary selation. While de reltion
s huaily g feo peogects, e slminisicslor mus) specily e
squence of whicd functional imks soms projeal
bomnadary. A the siages of execming m sctioa-funciional
mik which cen use the pesources of the event-luno il
ek in cvenl-propad, The lellewing conssints mus be
vheynl while peing (b proocss wlation: (ab a8 proomss
relation exists between two proges which must ave the
subset relaiion; b an event-projed may irgper more than
o Sohon- prepact sisisllanendsly; fo) an evem-func enal
lask nuy lngper @oee Ukan o adion-fencliossl sk
v et all v () s b - e iy b Lniggered i1 sl
ol s evenl-pangeets e soe o plished

15) Evclusive Refaion (PR mee doniifies maiual conflic
beiwoen projocts. s that ihe nesmroes of the fwo projects
canned be refemed 1o each other. The exclusve relation is
defaull. That is, i o other realen sl Belween bwe
progedts, hen e frgocts o pee-sel s Exdlusive R laos,
The exclusive relaion is o bimary relabion. Supposing two
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progectsareeaclusive. then sl fusctional ks nospregciane
excluaive wil the othe paxeol. Thee Tollie isg coastrains
el b edeeyend s hilie using the process nalelon: (4] s eojea
ey oot (81 il e v d i e et sl i B e vanslly . fhba
public permiwion mey nol be ssigned i owo cuclusie
progects ch an gnlkerpris member is el allowed 1o b
i gl B b ) easlusive progecis

Fig ¥ shows s air force bombar progec a8 an osamgple
Project 10, “sicradl strecture” s decomyposad inin four Sghe
mmwis Progect L0101 “fuselage”. Popa 102 “wing®.
Project 113 “iml”_and Projea 114 “laading™. The schedule
ol Progead 1" s e Baifilses™ b onded b Pagect 1] “aifaal
strucias”™, Pagecd 1.2 “propubass sysicms’, Pregad 13
“prmrall contrel systems”  and Preggt 12 Canneniend
sysipmn”’, The wlstion helween Propecis | sl 2 b5 am
enclusive reltaiion, Therofon., sey resmiroes of the e projedls
will be ot shared daring ibar Bie owles. Paris] works of
Project 1.1.2 "wing™ aml Prjoct 104 “lending” meest roder
o demipn dliaprams of Prjont 111 “I=elage”™ while s gape of
srcime design of e Prsieol 102 mad the Project 114
“landing ™ is performed by workers of the 1w Eojeas.

JAH. Lo vnifice smmlvs

Thiis sasod e pesenils Lo cosopesnion il anmong vinusl
enlerprise mles eowding b the Festunee slanng reqelremenis
ol ol labwwad v ejseeslins m e YE:

Covprration Masle (CM) dscnbes inkractive  mothisd
anvmg virlual micnuis robe acoosling io the dependoce
ol Qhwr dties. The use of conpration mndes i omalrsined by
e o llowing rubes:

11y A vinual emerprise role & pormined o e diferem
conperalion modes with ather VE roles.

(2] Oy oo oooperation mode is genmbed ketvem we YE
ki

(3] The s of coopordion mades smong vinsl enerprise
ok i b evesniber the mesl Borvty conilicn prob kesns comed
Tyt el ve, &yt ind Ul bve propertios. o well
a8 securny [wobkos amal by oanbhmial edemess of
meEmissims. The 1B shove-memlionel  propermis ol
relationm mo disqussed in doteil s Seaim 33 5

Acordimg oAbk YE coonlination roquiremssts, thrae
Cooperatan modes ouisic

(1) Mhepredeni Sinple-dasnd M Whes  seversl  vidtusl
ciler[wine roles oioporeie B perfonn @ [unclional @,
iy all bmve the s e priviloge ool 518 nesoirees

(I Deprmdrnr Mol Made  Yirusl enioprise mles
mafmm miwied nadional @k soparaicly, Duipuis of
e fnatinnal tmks are refemed vo cach niher

L) fraepemadenr Mol Vimoal ewiorprise mles  perfoms
imbependent fancianel (aks wparsidy. disregasdng hair
muiputs. 10 1w vineml enterprise moles wok Bopn
imlependen mode, then they may m have cach other's
wveis poivilepes dor Cencoionsl (esky perfomad by them

A4 Propeery of selaions

This serction prosenes s Role Relston Mo iREN) @ demily
the intersctve selilmns miong peojecta cooperdion miskes,
s wnd Biernchcsl waions in mieqiss menben, asign-
i e lab ks bedween usen and mbes wwl selalions beiween
rodis el YVE moles. Thimugh e REN, users n by mitarived
proger rivileges in proger fime sconrding 10 mies played by
usems el VERs performed by mils.

Flig. 4 shosws an exsmple of an KRN, The REN includes twn
proeots. Prsieats P oand P2, performad by vinual o merprise

Femiri & T | L = P
- -
A ey Py | B b g S B 1 [ iy b |
[ e ek
Fgam i1 | Pagusi L3 =TT i
.r-... jrp——— ———
.
e el - _ . - ... & ... -
.
, .
T LKL} TS
- - - e s T

R e L R P
HE 1 Pl vl jiopi ) b
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YEI mnd VEIL pespectively. The members of VE1 ivele
eierprises EL E2 and 153, while U members of ¥E? nvalhe
miciprises Bl EL and B4, Role B2 i cokrpene E2 i
el T plagiig VIE mle VERLY in VEI. Theoigh (5
asferaling mnke CM1DY letwem YER1D aad YER1], Role
B2 can b suthemiaed b usé ped of VERIT S néscusics
Thrvagh the rode sclation R ELD B imees nole B21 sl 22, B2
B allowwl i acoess part ol VERTY s peairces of n VEI

Ty diviml Iy prralsl I b prvilege cipamion
g b lorcin ieldais, @d e dnengihen prveid and pibls
pesnimer secenily, e Buery rdlshon e s — ielloive,
wprarmelre, mul lmasilive — e appliad o e sl
il mrian] welalinm

Ui e pvijess) forsislion stags, memhers in s VE ddenmiss
whelher ch conjuasiion midki anil jfrepadl elaiion sslislics
these thiee jeupeise. Th crmerprise el con alenlidly thisc
thea: progpolies accadiag b s imi fesiuncs shaing ks
Thee cibcipiies cos alsn w b depeh ol The Ieansilive projsiety
il e s yemdeir i and brnalive [rojeises o be valild only
i sane depardmenl

Tk |

sl ol prepd rchism pryedes

Prwjed tuleiwm i1'Hx il LRI TS | raeairen
i1y St ol X X i Megwaa ™
£ Vermem rols ise x x 0 i Theprea X
iEy s eenca rolaiss X (5 1 g VR
[E WS [ESFETs ) [ (4% 1 | T L™
1% Endeawy o X VK 3 i Ty VR

Tables -3 Il propeeiies in pasect relalioss, ooperation
misdes mil rele relawms, respectively. Toble 1 shows all
pemsilile fnnbisslions of e v poogect relalinm concormisg

Thizai ared i ey which i

L 2]
itmnlicnl & mlima

P00 Sobsed Eobutioe The sobsel relstion s ol walisly
meflenive aml sysacicine ropenees, Howeesr, o proged
manage o dolerming ahether O Irnsmilnee projemy i
wbislicgl Meanahike. s peogect manmaper can delcreng
e ciostinesbelay of e mpsdive propeiy e ressiss

120 Mieraen Helstion! The vermai selalios dogs ol walidy e
pellesive wml svminelic progssiees, wielk ihe progec
e cal ddsaining Qi laanslive iy, BMeanwhile,

Takke 1

L of Cpuopeer aleom meske g qwTiees

Crmprmiem ek 8k L8]} kS i

i Dpwmkan singbemik e K [a] g
2 Iepomhon st ok pese & [} LR RSN
[RLNT AR e SRR X K oD i g K
Takka 1

L off pode bsmrmecks piopesism
Hobr bigschy (R}  Esdass Semesic

Hok i laion mamio X X

Tmpariva
A L g e s o
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i1he project manspy can detemsne the coslinsbdiy of the
tramsitive propeny aoceding 0 desands

131 Reference Relamon: The elenesce relalion does S iel sy
the relleiee repeny Bermise & progedt dews me need o
refier 16 el However the progect mem ger cun detenmin:
whether the ay strnetric snd transitive eopser s an sl
pecimlmp b demands, Meswhis, 8 (roged mansger can
doterming Ihe continashility of the temahe gy
scennling t demands, 11 the symmetre property e@xists
Iheiwoen propecis pg amd pa. prjost py refers o pogpa pa
il vice versn I the tnsiive popoty of cloromee
relations exias among projecis, and pgect py el in
prrgeet sl project o eferin prajed . Gen proged g,
ca el W pregl

(41 Prosgges Redslmm: The progecl manages may diening
whether he reflevive, sunimednic asl iramibive peoperias
rr salmiiad

151 Exclusive Bebsiion The exclusive relabion doos niod sel ny
the mwilovive propery. while the pojeo manager can
doterming whether (be symmens s ansiive peoperies
arr s b

Table 2 lses che ihee conpermimn modes. slavaing sl
[Ensible oshinaions of e melladve, symmetric @
trafsilive [ofeles. Shce ise propeiics have the e
valiee, imly the Dependent Singhe Task Mk iscaplained The
Dopemleal Saighe-Tmk jeale doo ne ashaly 89 eillaive
roperty, Bul erstmnly salbisiies e sy ne propen y hecmme
VE mile very has conpomlisn nelaiom of Dependent Single-
Tk Modd wiih virp Conversely, worp has gonpemilam
rdations of Depesbont Smphe-Tmk Mode with ey, Addi-
tinmlly the projec mmager may deermne whether imnskive
property andd depih ol irnsimbility oo sativhed.

Table 3 liss rele hierarchicnl relabons, showing all posible
Ieranchical relatims amiong mles, concaming (e reflenive,
symmelric and Imnsilne propatics. The propertics ol fode
Iniran: by sbarakl b determinil by e waeree sharing sty
ol an enlemprise o depar s, Thendore, the Bole hicmrchy

doees ot stisly e refleive and symmetrc propenies, b s

perminad o have difleren (rmnative propenies amseg depan-
il (i Uhe ame enierprive. The depih of o mle hiearely's
iranisitive prigeny i alsa be dalamnal and te validity of
traitaiive prepeety iy Be estahilished only sl hi s de pun s

The peopertion of liskal redslions primasily bave diree
elacts: (0] 0 eshascs maouree shanng Nedidsility smosg
progects mnd | avalilabiliey of msouice sharisg ins VE: (21 80
aralyee wheiler pengoct relpsions vinlae listed robes aaa o
dissover comifiicis: 140 ko mnalyec BAN o peneraic @ user's

privilepe sooording o lsied conients.

J A Fyrmmlfn el ool gemien
This aibesaction define: varsms msalgnment rels oas mmosg
clemais i inllows

# Fune ional Tiak-Srage- Paflic Pe s o ad ganienr (FT-5-
PeblbcAl A iriple assipsmem  relssm smmg  tioe
choments: Fusctional Tek, Simge. md Pubic Penmission.
Pebdc pemmasions are assignod o functional |asks i siages.
The relation amnng (hem bs FT = Siage « Poblec Permis-
L

& Paplerr- Vimial Ewerpriar RaleAisdgavenr (PVER-AR
This relsion meoords the sssigmsem eldion berseom
progect md vl ealepie ks mmd dewribes slich
witusl enlerprig ndo an ncleded in @ propat

o Vindiws! Enirpri Role-Funcionn] Tisll - pooeenid (VER-
FT-Ak This selation ponds (he assgaimen) relation hetween
virugl esapriss ek aml unctional ek @ desorthes
wingh Tungctional fesks are perfirmed by which videsl
unieTpriss mles.

& Vinuwn' Bwepaise Enerprine Meosber Ak ames i VE- LR
A This relatiom reconds assipamoent relations beween o VI
and s emerise manbers.

® Vistuad Enerprbie Praject-Assignniesd (VE-FaA) This rela-
b feconds U asdipdinenl relaibons Belweon @ vishial
prlerpnse angd iy progesie el desceibes which rogel s
podmmmed by a virfual amiemiss

g L Ml by o L) B i

117



EoF Clam o al f Casguavrs i dndasiny oo (008 am—ary L]

FAT, Assipmments icrus el

This sectian delines Ui nldslnm swigimens e sl
iy pulghlish e combination relabions of rlevan glomoms
mng red mooss comml mesddds, They we:

# Enirvprdse Memby el e rd sigomes (EMELSAL This rels
i reoorls the sscigrees relaboss Boween users and
cnktrprise s

= Non-Emierprive. Member  Llsrr-Aaignowm)  (NEM-L-& 1
This melation moconds (he os-sniopre members o which
i T wrks.

& Bide Vieraal Bolp Apslgnmenr (R VER - Ak This
rekatinn ooy e g pamen sdaion botecen oo and
wirtusl migpss rokes.

w Llapr-Viriua! Enverpeise Role Avel g (U-VER- Ak This
relation rocoeds wiiel VE mies o wser may play

i Classificatisn of sser aothoritis

Initialls, mesording b ihe smiices ol wer's milhoniks a
user s muhoribies can be classafiod oo e ciepories as shown

in Fig. &

(1) Pubtlic authordy: The suther iy of public esources, wiich
is obsinal from VE ks perfemed by user mokes. The
aharily of peblic wsomrons e b subsivided inio
auhorty hekl by peer andd autheniy held by nole, Bocams
the algorithme for peremsing amhonty hobd by mser
in incladed in the slgodthes for peneratng amhonty
held by eole, Ubs soaly exploess ooly e sEboniy

hekd by role Ne doces can be sobsSveded amo Cheee

Ly ek

3] Pubdic Apifordy e VER The sooms ahorily
derives fom vinpal ceoprise roles ploed by mo’s
reles in en enlerprise member. Since wer's mies oo
iy diffcvemi viriml emeprise roles, these mhaniy ol
vimeal ecnerprise mles may derive (rom diferent
g

B Pubdic Autleraty fom Cospreation oseng VER: The
wovvss mil iy denives from wiriual endempiss mikes
Ut conma be played by mer's mles. Thise asthanties
are oismned mles among VI
relen iyl by the mers nakes and other VE mkes
leadling 1o rosouree sharing

i) Fuldic Aurkority fasm PR The mooess st oty denves.
o Tesounoe shanmg emong progeos

2} Privante asteerin: Authoriy of priveie ressmes ox lsiing is
onlerprie swmbers el obainad Gough user rolles. This
ailrey can be suhdividad ime e ypo

{ad| Privay Andhonds faom Bokee The sorss il horiy
derives fnvm mser’s ok,

i) Frivaie Astwrny (e R The mooess mmheriy
derives o hdermrchie ol nelati e bl vwaen e @y
user's rodes played sl podes nol played by hisn Thes
roles isherit pastinl suthority of olber rokes with wisch
ey hove hivrarchicel sclations.

(&) Privey Aarhority fom VERs: A YE mile qan
collshormtively played by many rokes. To each the
ooy goal (o performing YE mics, mies may shane
part of dbewr suibonides o oder collabeative rokes.

T T —
e Ermm e

)
i

i
i
|
|
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Therelorg, the morss amhenily desives patially from
tha awihorilivs of siher rokes wilk which the mie
aoopentes oollaborativecly o pafom e VIE e,

1 b Priverte Aiidio sy frs Cosgreraon assig VER This
i iy s e B s e by olber rodes, exists
frnale msoiice of aierpie ad i abaimed Beeigh
i crnrga ol iown ke | ol playalik virtual enleire mle
ol miher wirtusl enlepns ok

#oh Priviie Asvbwiry  froan P'Re: This auibomty  uses
swibonies exising in privele pesources  in other

emierprizes il ohiained dwrough poject rolsions.
& sk architeciure and ppprosches desigs

o suppon ressarce mansgemeni and souisy conind in YE
Ums sty devedoped 8 VEAD syslem hased on the propssal
VIEAL sl

A0 Rvatem bt

This wxction deupss (he VEAD syslem  schioctuse
soonnding W wsvwee menagomend roguieemenls and char-
sokerisics in VI,

Fag. & sluwrws ihe VEAL sysigin arcluiectime, in which ihe
sy s hasbem e ide s a Vicisod Enivipeae Ao Condas
Crwrer Y EACC ) respomaihde For mathoot v some penenl secunits
aunired. nd deplsyvable in oo lesder oerprise. Every enierprise
meinbser prning the VI s vo indall s See oriy sl eeper (50)
10 ke s own reseiines Tre s benle the uesrs bty m
U Inikeria, Al VEADD sends the uses's login oo e Gilnda'
Crorifiraie Aathuowity Ceniee (GCAL)

The main mechanisma in e VEAD sysion schisciusy oy
intresduced 3w (Bl

& Viemaad D eprise Aevems Dol Coter (VAT The
mims ol the VEADT i ludes i 1) iecnable the o domms simier iy
cinisl D il Eaaiamn sysiesa; | ) o oy e 56 isefa e
islaface with oler mechasiasms sl eyplion sl
esrymn bor sacare comousicalion; (3 b genoals usi
mishaority |sis acoonding o ihe VEAC madel 4d) 8o
mmhesticaie ibe wor (5} W0 roguest e ervices in
b VIE Based on e aims and uncvion mequisements of
wirtual enlerprie soess comnd, & Mnetons] fresesak of
1o WEACT i dosignod aa Fig. 7, which displays the mmin
fanatiomal medules nrosmponents and thar reposiories. The
faniona fmmewerk of YEADD consias of the Tollowing
o ke
(MGl user ol mdewinisesior inleface mcludes uer

muiraneiE sy, leas skmmisale kol
argantstien sdministrator isledaee sl sl form admin-
istrmor imoiae

(23 Model mnd policy imegraiion module mcludes boll model
islegration unit and pidicy Rramslation Wl

L3 Aisiberdicdlien and adoss ool deedik  Schales
cilicaim md smheahiontion uni, polcy Remller
il aslil Wil session mahage nenl e, 354 oo
onmired andd m boricaion unil.

(4 Infosmation isiegration mechmisan is shie 1o iransoom
virlous pdnmution (sl 8 endersimdebde il omation
fiormmst for e

(51 Resnurce pleway is mn imierctive imeiase 0 ooonneo
mublic msources pmd mach member enierprise’s secunay
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Hg & Fitimal (ressrseil of sy pebe.

puckeper Tof ousang prvele surce hnough
frgual|

These reposbierics in the famowisdk oe designed 105w
i) rewmarce Disl (20 propeo end mosde] pecilicabon (1)
propd sxes conol polay, §4) imrs-enierpiae wcess
contred polizy, 151 supplier saes contal policy, and (&
hidonagal Lransslion dala e aippeet meorss gonliinl agtivil s,
mcluding ust's muiheniicaiiom md  mshorigion. and
cuamining disallwed acorsses

VI wlonder

# Serweiy Gatedevgwr (50 Evary esberprng Ul s VE

Res wm ipstall jhis cmpem e i Pkl s pwa
imomal ressuroes; 420 aci = an iserface (or commumical -
ing with VEADD (1) request resoarce services im
enierpriscs. The fmctions] Tresework of seouriy gae.
heeper designal s Fig H which consess of theee
main Fusclios modekes: (1) virud aneprise eal seoss
conirsl sedaly cosprising kol osr auborily mans-
pr. user pmidowily chocker, moyplion aml decryplios
component. md service rogeesion and socdiver; £2) sooess

Fig . Apprsach (o wpelwiag mser axbariy kst
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IFF_ Emicrgring B 1
| illrrn,l-u:
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i3 sl
Fg ML Approsch ke pabiic BT

cmind mwdel and policy imegration medsle; § 5} resoune
gateway.

# fikulvdd Cetjfimle Awhovih Cenier (GCACE Every user aor
e merprisg sl e a digital cortificaie soauthenicale them
within ihe Metwork. The GOAC o thind pariy, bs responsible
fer cenilficate msbenicaion md naifying VEADD of the
twaulis

A2 Cemifiome airkemson v me ey aad aooens
wrnrrol appravcies

In viriual ereprise sccom coniml, sl b nlicaling & use is
mn gaseniial step hefore mshaorizaing e wmer for pey proleaal
et Sine VE members olien change, the VE =mar
thory hes b B frequently opdalad 1o pisdecs ds e
Therefing, the ertiticale, ssthorication sl s contnd
manggenenl are importanl in g VE. This sotion dews the
opertions relaied v this job. Analyeng the reouce Koz
reguiresmenl in wirtesl elerprise. egandkea of pablicor privee

resnirces, i which they inclade o scoess misdes o Besd
inlegestaon and sl inle graten. 1o adddion u te aeoeis sedes,
- g vl ek sooiea ke ol sed Diss Thee
liod brwing wabe sections will illustraic e appenesbos in ondor,

AL Appeeack firr apakeling daee ugtherdny ar

Wheii a usei eiers e YEAD spulein, die syslein sl
prnwrmts 3w auibonsy lisl, and apedabe each 50 sal mer
wuharity li= mnd the VEADC s plohal wer mdorily ld. This

eppooach is shisan in Fig. 9 and explained e follows:

A User logs omo e YEATC sl anigrs lis persmasl dala
mcluding same, validily ponicd. pablc key infomatian
mdl & signed hash of e certileaie deta

121 VEADE diil henbistes the uaers parson el hasac dats alihe
sy dtm ary encorred, then 1he WEADT rejpats b usar,

A% 0 the wser dain are oo, then the VEACT sonads the maer
peronal dats to the GOAC @ sshenticale the digd
curilicalg.

Fmgrpees [0

s e s i

o

L]

Fig. L1 Approacs for pablb v aoivs wiil ke s s
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14} GCAL sends e wesilicsoa revlls o VEANTT

(51 Wahe user's pilal eatilbeale ia cotred, Ihen e VIEALT
powerakes the user auihondies ssd sdids themn 10 the glishal
[Trcy lize

(B VEALT decimsposes the weer nnhorilies sconndiag io the
emerpiise raning cach rource, s pencriles o bocal
wa bty list Tor gach enlepris

iT) VEADT semils a Jocad wser auibionity s of cach osicrprise
e e SO

(K} Fxch S0 upslabon bis bocal user mutbority Fia

191 50 unforms VEADT thai 30 hm completed the apdaiing:

el are.

T

Erirpm 3

| 1) Fespund

{NF WEALDT infoems Uhe user that he may soves VE sesouioes.

S Approachrs for geceanng public oo
Aoty of public resounces in wirteal cmonpnise is shared.
wome il mhich cosbd neal 1o be iniegraied. VEAT poovides
Vs s hes o st pabls el migh sl willias
informatsn imlegration, shswa in Figs, Whaml 1], sespeciely,
The information inicgraiion mechanizm (1) suppons the
Infermanea fnrmal dradirmalion e g enleriss.

® Appriach g aceesaing public maurce withoul infoemation

—

Rl reaguand

Nl Dasmas &

4 cherh sy

Fig. U3 Approsch fior oy meomrs mors @ 5 ] oo i
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The spproach i public rsourcse scocss withoul
Inlermamos i gralan s shown s Fig. 10 and expdsinead
a Pollerws
10 VsedlAgemt in aniepase B mgiists aces 1o Public

Resmimoes.

120 VEADD reoeives e roquest, emd seaches e user
mulewily T b Glohal Uses Astlionily Lis
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infnrmatim,
® Approsch for acoosdng pablic resources withy oo rmmien
iniEgramm
inlcgratiom is shewn in Fig, 1] and explainagl s follows
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