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摘        要 

網路會議是網際網路常見的服務之一。2005 年，Ryu 等學者提出了

一個網路會議密鑰分配協定。他們聲稱，他們的方法是有效率且安全

的。然而，我們發現 Ryu 等人的方法，有一個安全漏洞：只要有會議

參與者的公鑰和會議密鑰分配時廣播的訊息，就可以計算出該次會議

之密鑰。在本研究中，我們利用中國餘式定理（Chinese Remainder 

Theorem），設計一種全新的會議金鑰產生機制，它可以有效地解決了

安全問題。另外，本研究得到三個成果：（1）未註冊的使用者不可能

參與已認可的任何會議。（2）未經某會議參與者的同意，一個已註冊
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的使用者不得參加該會議，也不可能得到該會議的內容。（3）伺服器

不能得知任何一場會議的密鑰，也不能得知該會議的參與者有那些

人。在未來，我們希望利用這個方法，可以做到當參與會議人數增加

時，能夠更有效率。 

 

關鍵字: 會議金鑰分配、中國餘式定理  
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ABSTRACT 
 

Network conference is one of the most popular services on the Internet. In 2005, 

Ryu et al. proposed a conference key distribution protocol. They claimed their scheme is 

efficient and secure. However, we found that their protocol has a secure loophole: 

without applying any private information, the conference key can be recovered only 

using both the broadcast message of the protocol and the public keys of the participants. 

In this paper, we employ the Chinese Remainder Theorem to design a novel conference 

key distribution scheme, which can effectively solve the security problem raised in Ryu 

et al.’s work. In addition, there are three outcomes of this research. First, it is impossible 

that an unregistered user could attend an approved conference. Second, without the 

agreement of all participants in a meeting, no one could obtain the conference key and 

the content of the conference. Third, the conference server cannot know who 

participates in a particular conference and cannot compute any conference key. In the 

future, we hope to improve our scheme which can more efficiently accommodate more 

users in a meeting at the same time. 

Keywords: Conference key distribution, Chinese Remainder Theorem  
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1. Introduction 

 

With the more availability of the Internet, varied Internet services engage people’s 

daily life more and more. Net chat or net conference is one of the most popular Internet 

services. Differently from the e-mail service which is asynchronous, net conference is a 

synchronous service which allows many people to talk together at the same time. 

However, the content of the conference on an open Internet is easily eavesdropped [1] 

or tampered [2]. How to guard the security and the privacy of a network conference thus 

becomes an important issue nowadays. To solve these security problems, it urgently 

needs a secure conference key distribution protocol. Through the privately shared 

conference key, the participants in the conference can use the key to encrypt or decrypt 

their talking.  

Reviewing from the literature, except the eavesdropping attacks and tampering 

attacks, there still are many different threats to the conference key distribution protocols. 

The research [3] shows that using uncontrolled format strings can launch 

mathematic-parameters attacks.  Garbe [4] pointed a Distributed Denial of Service 

(DDoS) attack on Zhong’s work [5]. We also present an attack on Ryu eta al.’s work [6], 

where without any private information, one can recovery any conference key that he/she 

eavesdrops (The detailed attack will be shown is Section 3.). In Zhao et al.’s work [7], 

the authors claimed that their protocol supports multi-use property. However, we found 

a problem in their scheme. We assume that there are two group sets, group0 and  

group1. In addition, let group0 set has participates UserA, UserB and UserC , and 

group1 set has participates UserB, UserC and UserD. Then the malicious participant 
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UserB can use his/her communication session key in group1 to interfere group0 when 

UserB want to join into group0. Moreover, another shortcoming in Zhao et al.’s protocol 

is the session key exchange traffic seems too heavy. If there are n users to exchange a 

session key, it will cost ( ) ( )1 1n n n⋅ − ⋅ −  times for transmitting messages. Besides, we 

also found that in order to protect the meeting communication toughly, some scholars 

like [8] apply complicated algorithms to improve the conference key security. However, 

these will increase more extra calculation or communication costs. 

In recent studies [21-25], we found that papers [21-23] using a novel scheme to 

distribute the conference key. They are designed for the popular wireless and low power 

mobile network architecture. The author claimed that their schemes are efficient and 

scalable. However, their systems knows the group’s conference key. This may incur 

unnecessary information leakage. In Konstantinou et al.’s protocols[21], their scheme 

requires more rounds when the number of users attending the conference increases. In 

Teng et al.’s protocols[22], their scheme uses bilinear pairing calculation. Although the 

communication rounds can be controlled in two rounds, but as more users attending the 

conference, the computation cost becomes inefficient. In Lu et al.’s protocols[23], when 

mobile node transfers encrypted message to the server; however, without the source 

node’s identity, the server doesn’t know which key should he use to decrypt the received 

message. 

In this paper, we propose a novel conference-key agreement scheme by employing 

Chinese Remainder Theorem (CRT) [9]. The proposed scheme can resist from most 

attacks today. Compared to previous works, our approach provides a more secure and 

private environment to the participants of a network meeting. 
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The rest of the paper is organized as follows. The background knowledge such as 

the Chinese Remainder Theorem (CRT), distributed denial of service (DDos) attacks, 

and man-in-the-middle attacks are described in Section 2. Section 3 reviews Ryu et al.’s 

protocol and shows their weakness that we found. Section 4 presents our scheme and 

demonstrates an example. A security analysis is given in Section 5. Finally, we give a 

conclusion in Section 6.
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2. Background 
 

2.1 CRT 

We first describe of the Chinese Remainder Theorem (CRT). Assume we have an 

unknown value x . It x  divided by 1m the remaining 1a ,  x divided by 2m  the 

remaining 2a . We can write: 

 

 

 

 

 

 

 

For example: 

There are unknowing numbers of students on the classroom. Repeatedly divided by 3, 

the remainder is 2; divided by 5 the remainder is 3; and divided by 7 the remainder is 2. 

How many students are there on the classroom? We can state the problem as follows: 

computes (2 35 2 3 21 1 2 15 1) mod105× × + × × + × × . So the final answer is 23 students. 

2.2 DDos attack 

The distributed denial of service attack (DDos) was first found in 2000[10]. In 

general, the distributed denial of service attack by one or more co-operation to attack 

specific targets that it can not effectively use the network resources. And attacker 

usually selected high-value target specific attacks. Such as: banks, portals, websites or 
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government credit card services unit. Mainly caused by the use of means to attack the 

target sites of these services does not work or provide services. Shown in Fig.1. 

 

Fig. 1. DDos attack 

2.3 Man in the middle attack 

A malicious participant between his target and servers. Interaction with the target using 

the modified transmission of messages and pass each other messages with the server. 

Separate servers to achieve both objectives and trust, to convince them that they were 

about to achieve the desired results. Shown in Fig.2. 

 Alice    MAlice    Bob   

 “Hi! I am Alice.” “Hi! I am Alice.”  

 “Hi! I am Bob. “Hi! I am Bob.”  

 Ag  Mg   

 MAg  MBg   

 MAg  MBg   

     

  

     

Fig. 2. Man in the middle attack 
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3. Eun-Kyung et al.’s protocol 
 

3.1 Review Eun-Kyung et al.’s protocol 

 

Eun-Kyung et al.’s conference key distribution protocol [6] is divided into three 

phases conference key distribution phase, conference key recovery phase and 

conference key verification phase. We briefly review each phase as follows: 

Conference key distribution phase: 

(1) Randomly choose an integer r and a conference key as *
pCK Z∈  and set T as 

timestamp from the system and then compute modrA g p= , 

( )|| modcB r CK H T A x q= ⋅ + ⋅ . 

(2) Compute the secret key shared by each iU  as 

mod ,  1 .r
ci ik y p i n= ≤ ≤  

(3) Construct a polynomial with degree n using n point ( ),cik CK  as 

( ) ( ) 1
1 1 0

1

mod ... mod ,
n

n n
ci n

i

P x x k CK p x c x c x c p−
−

=

= − + = + + + +∏  

So that *
1 2 1 0, ,..., , .n n qc c c c Z− − ∈  

(4) Then broadcasts { }1 2 1 0, , , , ,..., , .n nA B T c c c c− −  

Conference key recovery phase: 

On receiving { }1 2 1 0, , , , ,..., , .n nA B T c c c c− − , each user Ui performs the following 

steps to recovery the conference key, CK.  

(1) Check the timestamp T. If T is an invalid timestamp, terminate the following 

recovery steps. 

(2) Compute the secret key shared with cU as 
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mod .xi
cik A p=  

(3) Recover the conference key CK by evaluating ( )ciP k from the following equation 

system: 

( ) ( ) ( ) 1
1 1 0... mod modn n

ci ci n ci ciP k k c k c k c p CK p−
−= + + + + =  

Conference key verification phase:  

When obtaining CK, each uesr Ui verifies the key CK by the following 

equation. 

Compute ( )H T A& and check whether the following equation holds: 

( ) mod .H T AB CK
cg A y p≡ ⋅ &  

If it is correct, each iU  insures the correctness of the distributed key. He/she can also 

authenticate the conference chairperson. 
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&
 

   

Fig. 3. Review Eun-Kyung et al.’s protocol 
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3.2 Weakness of Eun-Kyung Ryu et al.’s protocol 

We propose an attack to compromise the confidentiality of Ryu et al.’s protocol [6] 

in the conference key distribution phase. As above-mentioned, UC geneates a 

polynomial P(X) as follows. 

1
1 1 0

1

where ( ) ( ) mod ...
n

n n
ci n

i

P X x k CK p x c x c x c−
−

=

= − + = + + + +∏  

where modix
cik A p=  

Here, without loss of generality, we assume that there are three participants （n=3）

and their public keys are 31 2
1 2 3,  and xx x

c c ck A k A k A= = = , where 1x , 2x , and 3x  are 

the corresponding private keys. 

Since  

 

We can see that 2C  is ( )1 2 3c c ck k k+ +  and 0C  is 1 2 3c c cCK k k k− × × . Then we can 

compute 3 1 2 31 2 2
1 2 3

x x x xx x c
c c ck k k A A A A A+ +× × = × × = = . Therefore, we can easily obtain 

the conference key by computing 1 2 3 0c c cCK k k k C= × × + . By performing above steps, 

we break Ryu et al’s scheme. 

1 2 3
3 2

1 2 3 1 2 3

( ) ( )( )( ) mod

         ( ) (......) mod
c c c

c c c c c c

P X x k x k x k CK p

x k k k x x k k k CK p

= − − − +

= − + + + − × × +
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4. Our proposed scheme 
 

In 2009, Chang et al. proposed a N
KOT  scheme based on CRT [11], which allows a 

sender to transfer N messages without knowing which K messages being chosen by a 

receiver. (However, we found that their scheme can not satisfy the chooser’s privacy 

[12].) Inspired by Chang et al.’s work, we apply the CRT algorithm to the conference 

key generation process for the network conference applications. To the best of our 

knowledge, we are the first to use the CRT algorithm to design a conference key 

generation scheme. In addition, we prove that the proposed scheme can attain the 

security requirements and can resist against most of attacks today. 

In the next followings, we first show the used notations and then describe the three 

phases of the proposed scheme, namely: system initialization phase, registration phase 

and conference key exchange phase. 

 

4.1 Notations 

 Server : the trusted server; 

 ,e d : public/private key of Server, N  is a large prime and ( )1moded Nφ= . 

 s : Server’s secret key. 

 m: the number of members in the system.  

 n: the number of members which attend a meeting, n < m.  

 iID : The identity of the participant iUser . 

 ik : the secret key chosen by iUser  and shared with Server . 

 Mi: computed from ki and s  by Server , and then shared with iUser . 
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 1 2, ,..., md d d : m relatively large primes are secret divisors chosen by Server in the 

initialization phase. 

 C : a large number but 1 2 3 ... mC d d d d< × × × × ; 

 1 2, ,..., ma a a : m remainders are results of C divided by id . 

 ts : previously agreed time for a meeting and only known to the meeting 

participants. 

 iks : one-time secret key chosen by Ueri for a conference key exchange process. 

 ( ) ( )/k kE Di i : encryption/decryption function pairs using the key k . 

 ( )H i : Hash function 

 & : connection symbol. 

4.2 System initialization 

In the time of system initialization, Server generates divisors, d1, d1, …, dm and a 

large constant C, where 1 2 3 ... mC d d d d< × × × × . It also chooses a public and private key 

pair, (N, e), d, where ( )1moded Nφ= . Then the Server  publishes its public key, (N, e), 

the encrypted divisors, d1
e (mod N), d2

e (mod N), …, dm
e (mod N), and the constant, C, 

onto the public board which can be accessed by all Internet users. 

4.3 Registration phase 

When a user, Useri, wants to join the system, he/she should register to the 

conference server, Server . Then Useri and Server  will perform the registration 

protocol through a secure channel as the following steps (also as shown in Fig.2). Useri 

first selects a random number ik  as his/her secret key, and sends {IDi, ki} to Server . 

On receiving the message {IDi, ki}, Server computes ( )i i iM H ID k s= & & and stores 

{ ,  ,  i i iID k M } into its database. Finally, Server sends Mi to Useri. The key, Mi, will be 
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used as an encryption key when Useri transmits data to Server in the conference key 

exchange process.  

 

           
 iUser      Server   
           
 Random select ik        
    { },i iID k     

     Secure Channel  
        
        
        

( )
Compute

Store , ,
i i i

i i i

M H ID k s
ID k M

= & &  

     iM      
     Secure Channel     

Fig. 4.  Registration phase in our protocol 

 

4.4 Conference key exchange phase 

When n registered users want to have a meeting on the Internet, they can first agree 

a meeting time as ts and then perform the following steps to exchange a conference key. 

All steps are also shown in Fig.3. 

 STEP 1 

Each user, Useri, gets C  and a fresh encrypted divisor, di
e (mod N), from the 

public board. (Once a divisor has been used, it is removed. In addition, the 

Server will generate new fresh encrypted divisors periodically.) Useri also 

randomly chooses a one-time key ksi, and computes r = H(ts), 

( )mode e
i ir d Nα = ⋅ and ( )i i iH IDθ α= & . Then each Useri sends 

, ( ), ( ), ( ),
i ii M i i i i ks i iID E ks H ID k ks E α θ& &  to the Server , where ki and Mi are shared 
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secrecy between Useri and the Server . 

 STEP 2 

Without loss of the generality, we assume that the Server  receives n times of  

( ), ( ), , ( ),
i ii M i i i i ks i iID E ks H ID k ks E α θ& &  from n users, where i = 1 to n, at almost 

the same time. Then, for each message ( ), ( ), , ( ),
i ii M i i i i ks i iID E ks H ID k ks E α θ& & , 

the Server  fetches the corresponding record, ,  ,  i i iID k M , from its database and 

performs the following processes: 

(i) Decrypt )( iM ksE
i

 to obtain ksi by using Mi in the record.  

(ii) Computs ( )i i iH ID k ks& &  to obtain ii kID ⊕  by using the above 

result, ksi.  

(iii) Check if the above result, ( )i i iH ID k ks& & , is equal to 

( )i i iH ID k ks& &  where IDi and ki are from the record. If they are not 

equal, the Server  aborts this message. 

(iv) Decrypt )( iksi
E α  by using ksi (which is computed in (i)) to obtain 

iα .   

(v) Check if iθ  is equal to H(IDi|| iα ) where iα  is computed in (iv). If 

they are equal, it implies that the message 

( ), ( ), , ( ),
i ii M i i i i ks i iID E ks H ID k ks E α θ& &  is a valid one from the 

Useri. 

After confirming all n messages, the Server  obtains iα  for i = 1 to n, and thus 

computes ( )modd
i i ir d Nβ α= = ⋅  for i = 1 to n. Finally, it sends the message, 

{ 1 2 1 2( ), ( ), ( , ,..., ), ( ... )
i iM i i i ks n nE k H k ks E Hβ β β β β β⊕ & & & }, to the corresponding 

user, Useri.  
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 STEP 3 

On receiving the message 

{ 1 2 1 2( ), ( ), ( , ,..., ), ( ... )
i iM i i i ks n nE k H k ks E Hβ β β β β β⊕ & & & }, each iUser  checks 

if ( )i iH k ks⊕  is valid. If is not, the iUser  rejects the message. Otherwise, the 

iUser  computes 1
i id r β−= ⋅  for i = 1 to n, and 

1 1 2 2 3 3mod ,  mod ,  mod , , modn na C d a C d a C d a C d≡ ≡ ≡ ≡… . Finally, the iUser  

obtains the conference key by computing 
1

mod
n

i
i

CK a N
=

=∏ .  
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Fig. 5. Communication phase in our protocol 
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5. Security analysis 
 

5.1 Security analysis 

In this section, we will prove that our scheme is safe and secure. The analyses are 

shown in the following. 

Theorem 1. Only a registered user iUser  can be successfully authenticated by the 

Server . 

Proof:  

Because iUser  and Server  can share a symmetric key iM  only through 

registration phase, when generating a conference key. Server  first uses shared iM  to 

decrypt the received ( )
iM iE ks , obtaining session key iks . Then, and it checks if the 

computed ( )i i iH ID k ks& &  is equal to the received one if so, Server  believes iUser  

is the true one as he claims. 

 

Theorem 2. The probability of anyone rather than the conference members who can 

compute conference key is negligible. 

Proof:  

Since an adversary cannot pass the identification by the Server in the protocol, the 

only possible way to obtain conference key is to eavesdrop the communications 

between iUser  and Server .However, we show its successful probability is negligible 

using the following two reasons. 

(i) Since ( )
jks jE α  and ( )

jks jE β  are both protected by session key jks , an 

adversary should first obtain jks .  
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(ii) Even if the adversary obtains jks , he cannot extract jd  from 

( ) ( )( )mod mod
ee e

j j jr d N r d Nα = ⋅ = ⋅  and ( )modj jr d Nβ = ⋅  because the adversary 

does not know N’s factoring and the group shared secrecy ( )r H ts= . A possible 

remaining way is to guess conference key 
1

mod
n

i
i

CK a N
=

=∏ . The successful 

probability by guessing is ( )1 / kN , which is negligible.  

 

Theorem 3. Server cannot compute the conference key. 

Proof: 

Although the Server can obtain ( )modj jr d Nβ = ⋅ , it does not know the group 

shared secrecy r  and thus cannot compute the corresponding jd  and ja . Therefore, 

Server cannot compute the conference key 
1

mod
n

i
i

CK a N
=

=∏ . 

 

5.2 Comparison 

In this section, we compare our scheme and other proposed schemes in Table 1. 

 Our [17] [18] [21] [22] [23] 
Rounds 2 2 4 2 3log n  2 2 
Forward 
secrecy 

Yes Yes Yes Yes Yes Yes 

Unregistered 
users can not 
join the 
conference 

Yes Yes Yes Yes Yes Yes 

System doesn’t 
have the 
conference key 

Yes No No No No No 

Tab. 1. The comparison of our scheme and other proposed schemes. 

From Table.1, we can see that our study outperforms the other recent works in the 

aspect of system’s not knowing the conference key. This can assure the information 
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security our scheme of communication rounds and other schemes only 2 rounds. We can 

do it Forward secrecy and Unregistered the users can not join the conference and other 

requirements. Additional, we can do that the system doesn’t have the conference key. 

Therefore, at user’s communication secrets, our scheme more better than other schemes.
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6. Conclusion 
  

In this paper, we review Eun-Kyung et al.'s protocol and find their protocol leaks 

the significant conference key. Therefore, we propose a novel CRT based conference 

key generation scheme using CRT to resolve the problem. After analyses, we conclude 

that our scheme has the following three results: (1) Only a registered user can be 

successfully authenticated by the server, Other people cannot participate in the 

conference. (2) Although the server is responsible for all conference participants to 

calculate the conference key for their communications. However, the server can not 

know who attends the conference and the content of their communications. In addition, 

although in the communication phase, there maybe a malicious attacker to eavesdrop on 

the communication content to collect relevant parameters. However, in our scheme the 

parameters once used will be removed in the system, prevent possible attacks. Besides, 

our scheme can also easily be adapted to the wireless e-commerce circumstance. 
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