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ABSTRACT

Because of the rapid development of electronic commerce, electronic
payment schemes have been intensively studied for several years. But there
still lack large number of researchers devoted in electronic traveler’s check
system. Recently, Liaw et al. proposed a hash-based electronic traveler’s
check system. They claimed that their scheme was secure. However, in this
study we will indicate that their scheme is wvulnerable to the key
compromise impersonation and parallel session attacks. Further, we will
improve their scheme to prevent such attacks. Our improvement uses the
customer’s public key to avoid the deficiency such that even if an attacker
knows the private key of a customer, he/she cannot masquerade as the bank
to communicate with the customer. This makes our improvement a more
robust electronic traveler’s check scheme for adoption as a reliable method
on the Internet.

Keywords: Electronic payment, electronic check, one-way hash function,

on-line, off-line, KCI attack, long-term secure key
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Chapter 1 Introduction

Due to the rapid development of electronic commerce, electronic payment schemes
are studied intensively recently. In such schemes, the payer/payee can use bank payment
instrument (credit card, debit card, or even current account) without revealing any
confidential data during the payment [14, 15, 16]. Generally, an electronic payment system
[10, 11, 12] can be divided into three types: on-line credit card payment, electronic cash
(e-cash), and electronic check (e-check) which are three extensions of credit card, cash,
and check in the real life correspondingly. In fact, cash and check are two frequently used
tools and a traveler’s check can be used as cash in the real world. Hence, a traveler’s check
should have the same characteristics as both cash and check do. Similarly, an electronic
traveler’s check [1, 7] must also include both the characteristics of electronic cash [18] and
electronic check [6, 9, 11, 16] in the Internet. If an electronic traveler’s check owner loses
his check, the designed scheme should be responsible for the possible loss. Many such
studies [1, 4, 6, 7, 9, 11, 12, 14] had been proposed. They all have the needed security
requirements of an electronic traveler’s check system. For example, each entity in the
payment system trusts only his bank and the transactions always go under a trusted node.
The other needed security requirements of an electronic traveler’s check are listed as
follows [1].

(1) No forgery : The electronic traveler’s check should prevent malicious users or
merchants from forging it and ensure the fairness for users, merchants, and the bank
in the transaction environment.

(2) No double spending : If an electronic check has been used twice, the bank is able to

find out who the malicious user or merchant is during the payment phase and



deposit phase.

(3) Specific user : An electronic traveler’s check must be signed by both the bank and
the user. It should include the identification information regarding both the bank
and the user and only the specific owner of the electronic traveler’s check should be
able to use it.

(4) Reissuing : When an electronic traveler’s check is lost, the user should use his serial
number and his payer’s endorsement to report the loss. Then, the bank can easily
reissue a new one for the user.

(5) Anonymity : The owner of the electronic traveler’s check should be anonymous; that
is, the merchant must not know the real identity of the user throughout the whole

transaction process.

In 2001, Hsien et al. [7] proposed an electronic traveler’s check system based on
discrete logarithm problem [5, 13]. Subsequently, some other studies in this aspect [1, 4, 6]
that use exponential operations and one-way hash functions are proposed. In 2007, Liaw et
al. proposed a new electronic traveler’s check scheme based on one-way hash function [1].
They claimed that their scheme is secure against forgery attack since when given a hash
value, it is computationally infeasible for an attacker to find an input having the same hash
value under a secure one-way hash function. However, we found that their method can not
resist the KCI [2, 3, 8] and parallel session attack. KCI attack defined by Wilson and
Menezes [2] means that if a user A’s long-term secret key is compromised by an adversary,
the adversary can pretend other entities to communicate with A. In parallel session attack
[17], two or more runs of protocol are executed concurrently under attacker’s orchestration.
The concurrent runs make the answer to a difficult question in one run available to the

attacker so that he can use the answer in another run. In Liaw et al.’s scheme, if a



customer's long-term secret key has been leaked, the attacker can impersonate other entity
to communicate with him. We think this is caused by the improper design in the
registration phase. In this paper, we will improve their scheme to prevent this kind of
attack.

The rest of this paper is organized as follows. In Section 2, we review Liaw et al.’s
protocol [1]. In Section 3,we show the attack on their scheme and then show our

improvement in Sections 4. Finally, a conclusion is given in Section 5.



Chapter 2 Review of Liaw et al.’s scheme

Liaw et al.’s electronic traveler’s check contains four roles: the consumer, the bank,
the merchant, and the clearing-house. It uses X —Y:Z to denote that a sender X sends a
message Z to a receiver Y, and includes two subprotocols: an on-line subprotocol and an
off-line subprotocol. In their scheme, the customer only needs one-time registration to
purchase an electronic traveler’s check and would get an anonymous identity. Further, an
optional equipment, like the Smart Card, can be applied in the scheme. In the following,
we review their scheme, on-line and off-line subprotocols in Section 2.1 and 2.2 which are

also shown in figure 1 and 2, respectively. (The more details can be referred to [1] ).

2.1 The on-line subprotocol

The on-line scheme requires the bank and the clearing-house to be involved in the
payment phase. The clearing-house verifies the identity of the user and checks whether
double spending occurs. We describe the on-line scheme as follows and also is show it in

Figure 1.
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clearing-house.

Registration and 8. The bank would check for double spending.
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Customer Merchant
7. The merchant sends the check to the bank for the

verification.

9. The merchant receives the check.

Figure 1: The steps of the on-line subprotocol (source: [1])

(a) The registration phase
In this phase, the customer would submit his real identity to the bank for registration
and obtain the right to buy an electronic traveler’s check. He only needs one-time
registration and can buy many electronic traveler’s checks at anytime without registering
again. The registration phase includes following three steps:
Step 1. The customer chooses a random number K, to perform the exclusive OR
operation together with his real identity IDs Then, he computes the partial
anonymous identity R _ID, =h(ID, ®K,,) by using a one-way hash function h,

encrypts R _ID, by the bank’s public key Y, and then sends the result

PE, (R_ID,) to the bank.

Step 2. The bank decrypts the received information obtaining R ID,. It then chooses a

random number K, and computs B_ID,=h(R_ID,®K, ). After that, it



encrypts B 1D, by using the customer’s public key Y, and sends the result
PE, (B_ID,) to him.
Step 3. The customer decrypts the received information by using his private key X, to
get the anonymous identity B 1D, .
(b) The withdraw phase
In this phase, the customer takes the anonymous identity formed in the registration
phase to buy an electronic traveler’s check from the bank. The withdrawal phase includes

following five steps:

Step 1. The customer chooses a random number K,, and computes a payer’s

endorsement R, =h(B_ID, ®K,,) . He then encrypts R, by using his
anonymous identity B _ 1D, and sends the result E, ,, (R,) to the bank.

Step 2. The bank decrypts the received information by computing DBJDA(EEUDA (RA)) .

Then, it chooses another random number K., and use private key X, to
compute its identity R, =h(X; ® K;,). The bank then generates the payee’s

endorsement R by computing R =R, ®R; , and encrypted R,R;, and

timestamp T, by using symmetric key B 1D, . After this, it sends the result

A

Es o, (R,Rg,T,) to the customer.
Step 3. The customer decrypts the received information Eg (R,Rg,T,) obtaining

R, Ry, T,. He checks to see whether the timestamp T, is valid or not. If is

valid, he then computes R =R, ® R, to verify whether it is equal to the

payee’s endorsement R . If they are equal, the customer computes the payment

requirement C, =h(R®M, ®Q,, ) Where M, is the face value of the electronic



traveler’s check, and Q,, 1s the amount of the electronic traveler’s check..
Then, M,,Q,.C, and a timestamp T, would be encrypted by the customer

using symmetric key R,, and the result E (M i»Qu »C A,Tz) would be sent to

the bank.
Step 4. The bank decrypts the equation E, (M;,Q,.C,,T,) to obtain M,,Q,,C,T,. It
checks whether timestamp T, is within a reasonable range. If it is, the bank
computes C',=h(M;®Q, ®R,®Ry) (=h(R®M,; ®Q,, )) to verify

whetherc', is equal to C,. If so, the bank computes TC,, =h(R®M S, )

where § is a serial number, || denotes a concatenation operation, and

QMi2
TC,, 1s an electronic traveler’s check. After that, the bank computes and sends

Ep, (TC, .Sy, ) to the customer. Then, the bank sends TC, to the

clearing-house for recording and safekeeping and stores it in the smart card
which was issued to the customer by the bank. If this is the second time the
customer buys an electronic traveler’s check, he does not need to register again
and can begin with a new withdrawal phase.

Step 5. The customer decrypts Eg (T Cu,>Sq,,) 0 obtain TC, and Sa - He then
computes TC', =h(R, ®R, ® M, [|S, ) (=h(R®M, IS, )), and compares
the newly decrypted Tc', with TC w, to verify whether the electronic traveler’s

check is legitimate. If the verification succeeds, the customer would store TC,,

and the serial number S; in his smart card.



If the electronic traveler’s check is lost, the customer should send (TCy, ,S, ) to

report the loss. The bank can then reissue a new electronic traveler’s check

TCy, =h(R,®R, ®M, ||S, ) to the customer.

(c) The payment phase

In this phase, a customer buys goods from a merchant with an electronic traveler’s.

This payment phase includes following four steps:

Step 1.

Step 2.

Step 3.

When the customer buy goods, he should encrypt the information TC,, ,M,,S,, T,

by using his anonymous identity B ID, as a symmetric key to generate the check

message E; , (TC,, ,M;,S, ,T,) send it to the merchant.

After receiving E, ,, (TC,, ,M,S, .T;), the merchant should forward it to the

bank.

The bank decrypts the check message to obtain TC,, , the face value M,,

S, and timestamp T, . Then, it checks whether timestamp T, is within a

Qu
reasonable range and verifies whether TC,, =h(R®M, ||S, ) holds or not. If
both hold, The bank sends TC,, to the clearing-house via a secure channel and
verifies whether it is a double spending by using the serial number Sq - Ifitisa

double spending, the bank can find out the real identity of the customer by the

valueB _ID,. If all the verifications of TC, ,M;S, ,T,, and the identity are
successful, the bank deposits it and then computes C,, =h(TC,, ®R;). It then

computes and sends E; (C,, ,TC,, ) to the merchant.



Step 4. After the merchant has received the electronic traveler’s check by the secret
message from the bank, the transaction has been finished.
(d) The deposit phase
In this phase, the merchant sends the received electronic traveler’s check to the bank,
the bank will verify whether this check contains its own signature. If so, the bank will
deposit the amount of money on the electronic traveler’s check into the merchant’s account.

The deposit phase includes following two steps:

Step 1. The merchant sends E, (C,, ,TC,, )and a timestamp T, to the bank.

Step 2. The bank decrypts E; (C,, ,TC,, ) to obtain C,, and TG, , and checks whether

timestamp T, is within a reasonable range. If so, the bank verifies whether

Cy, =TC,, ® Ry holds. If it holds, TC,, would be sent to the clearing-house via a

secure channel to verify its validity. If it is valid, the bank deposits the amount on the

electronic traveler’s check into the customer’s account.

2.2 The off-line subprotocol
The difference between the on-line and off-line scheme is that the bank and the
clearing-house are not involved in the off-line scheme. This off-line scheme also contains
four phases. We describe the off-line subprotocol as follows and also show it in Figure 2.
(a) The registration phase
This phase is the same as the on-line registration phase.
(b) The withdraw phase

This phase is the same as the on-line withdraw phase.



4. The bank would register the

Registration and mﬁ- check with the clearing-house.
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double spending event.
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) Deposit phase
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. o
Customer - Merchant

Figure 2: The steps of the oft-line subprotocol (source: [1])

(c) The payment phase
After the customer has bought the merchandise, he uses the electronic traveler’s check
to pay the merchant. The payment phase includes the following two steps:

Step 1. After the customer has selected goods to buy, he encrypts the electronic traveler’s

check TC serial number SQM_ and timestamp T, by using the merchant’s

M, ? ;

public key Y. to generate the check message E, (TC, ,M;,S, ,T,), and then

sends it to the merchant.

Step 2. After receiving the check message E, (TC, ,M;,S, ,T;) and the merchant
decrypts it by using its private key X, to obtain TC,, ,M;,S, , and T,, and

checks whether timestamp T, is within a reasonable range. After the merchant

has confirmed that T, is in time and the amount M, is correct, the merchant

delivers the goods to the customer.

10



(d) The deposit phase

In this phase, the merchant sends the electronic traveler’s check to the bank. The bank
would verify whether it is legal and valid. If so, the bank sends the check to the
clearing-house to confirm whether double spending happens. If it does not occur, the bank
deposits the amount of the electronic traveler’s check to the merchant’s account. The

deposit phase includes the following two steps:

Step 1. The merchant encrypts TC,, ,M;,S, , and the timestamp T, by using bank’s
publickey Y, andsend the result E, (TC,, ,M,S, ,T,) to the bank:
Step 2. The bank decrypts the received E, (TC,, ,M;,S, ,T,) by using his private key

Xg ,obtaining TC, ,the amount M; , serial number S, and T,. It would

then check whether timestamp T, is within a reasonable range. If so, the bank

computes TC, =h(R®M, ||S, ) and verifies whether it is equal to TC,, . If it

is, the bank sends this check to the clearing-house to check whether double
depositing or double spending occurs. If both do not exist, the bank deposits the

amount of this check into the merchant’s account.

11



Chapter 3 KCI and PS attacks on Liaw et al.’s scheme

In a KCI attack, an attacker E who knows the private key of A can masquerade as
some other entity to communicate with A [2]. In a PS attack, two or more runs of the
protocol are executed concurrently by the attacker [17], as described in the Introduction. In
the registration phase, Liaw et al.’s scheme does not require a secure channel. We found
that this makes their scheme susceptible to KCI and PS attacks. In Sections 3.1 and 3.2, we

describe KCI and PS attacks on their online and offline versions, respectively.

3.1 KCI and PS attack on the online subprotocol

Assume that attacker E obtains the secret key X, of customer A. He/she can then
masquerade as bank B to communicate with A and carry out a site spoofing attack. We
now describe the attacks that can take place during the registration and withdrawal phases,
as shown in Figures 3 and 4, respectively.

(a) During the registration phase
An attack during the registration phase can take place as follows:

Step 1. When customer A registers with bank B, he/she chooses a random number K,
following which his/her anonymous identity R ID, 1is generated by

computing R 1D, =h(ID, ® K,,). He/she then encrypts it by using the bank’s

public key Y, and sends this encrypted result PE, (R_ID,) to E who is now

pretending to be bank B, as shown in window 1 of Figure 3.

12



Window 1 Window 2

Customer A E (Bank B) E(Customer A) Bank B
1.
chooses
K ,, € random
computes
R_ID, =h(ID,®K,)
PE, (R_ID,)
PE, (R_ID,)
' 2
PE, (R_ID,)
PE, (R_ID,
3.
decrypts
R_ID,
- PD, (PE, (R_ID,))
chooses
K, € random
B_ID,
=h(R_ID, ®K,)
PE, (B_ID,)
4.
PE,(B_ID,) decrypts
B_ID,
-pD, (PE, (B_ID,))

Figure 3: Our attack on the registration phase

Step 2. After receiving PE, (R_1D,), E opens window 2 and masquerades as customer

A to communicate with B. He/she retransmits the received encryption to B.
Step 3. Bank B decrypts the received information by using its private key X, and
obtains R _ID,. Then, B chooses a random number K; and computes

B ID,=h(R_ID,®K,,). It encrypts B 1D, by using the customer’s public

key Y, and sends the result PE, (B_ID,) to E who is pretending to be

13



customer A.

Step 4. After receiving PE, (B_ID,), E decrypts it by using the private key X, to

get the anonymous identity B 1D,. He then encrypts B ID, by using A’s

public key and sends the result PE, (B_1ID,) to A, as shown in window 1 of

Figure 3.

(b) During the withdrawal phase

After obtaining the anonymous identity B 1D, during the registration phase, E can
masquerade as customer A to buy an electronic traveler’s check from bank B. We now
describe the attack during the withdrawal phase, as shown in Figure 4.

Step 1. E again masquerades as customer A. He/she chooses a random number K ,,,
computes R, =h(B_ID, ®K,,), and encrypts R, by using B ID, as a

symmetric key. He/she then sends the result E, (R,) tobank B.

Step 2. Bank B decrypts the received message to obtain R,. Then, it chooses a

random number K,,, computes Ry =h(X; @ K;,) by using its private key

X, and calculates R =R, ® R; It then encrypts R, R;, and timestamp T,

by using the symmetric key B_ 1D, and sends the result E; 5 (R,RB,TI) to

E.
Step 3. E decrypts the received message by using B 1D, and obtains R ,R;, and
timestamp T, E computes R'=R, ®R; to verify whether this newly computed

R' is equal to R, and checks whether the timestamp T, is valid. If both are

correct, E computes C, =h(R®M,;®Q,, ), where R is the payee’s

endorsement; M., the face value of the electronic traveler’s check; Qu,» the

14



Step 4.

Step 5.

amount of the electronic traveler’s check; and C,, the payment requirement. E

then chooses a timestamp T, and encrypts M,;,Q,,C,, and T, by using
symmetric key R, and sends the result E, (M,,Q,.C,.T,) to bank B.

Bank B decrypts Eg (M;,Q, ,C,.T,) to obtainM;,Q, ,C,, and T,. Then, B
checks whether T, is within a predefined range. If it is, bank B computes
C'»=h(M; ®Q,, ®R, ®R;)to verify whether C', is equal to Cu. If it is, B
generates the electronic traveler’s check TC,, by

computingTCy, =h(R® M, || S, ), where Sy, is the serial number of the

electronic traveler’s check chosen by B. Then, B sends TC, to the

clearinghouse for recording and safekeeping. Finally, bank B encrypts and

sends Eg (TCy, ,Sq, ) toE.

E decrypts Eg (TC,, ,SQMi ) byusing R, toobtain TC, and SQMi . He/she
then computes TC',, =h(R, ®R; ®M; || S, ) and compares it with TC, to
verify whether both are equal. If they are, E stores TC,, and the serial number

SQ in his/her smart card.

Mj

15



E (Customer A) Bank B

1.
chooses
K ., € random
computes
R,=h(B_ID,®K,,)
EBJDA(RA)
2
chooses
Kg, € random
computes
Rg =h(X; ® Ky,)
R =R, ®R;
EB D, (R,RB,TI)
4+
3.
computes
DBfIDA (EBilDA (R’ RB >T1 ))
verifies
R' =(R,®Ry)) ?=R
C,=h(ROM,®Q, )
Er, (Mi.Qu -CoT:)
- 4,
computes

D, (Ep, (M;,Qy,,C,,T))
C',=h(M; ®Q,, ®R, ®Ry)
c,?=C,
If so, computes
TC,, =h(R®M, |S,, )
Er, (TCy,.Sq, )
5. D
decrypts
E,, (TCy,.Sg, )
verifies
TC' (=h(R, ®R, ®M,|Sg, )
=h(Re M, || SQM. ) :TCM,

Figure 4: Our attack on the withdraw phase
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When the electronic traveler’s check is lost, E sends (TCy, ,S, ) to report the loss.

In response, bank B reissues a new electronic traveler’s  check
TCy =h(R,®R; ®M, || S, ) toE.
(c) During the payment phase
E can buy goods from a merchant using an electronic traveler’s check withdrawn from
bank B. The payment phase includes the following four steps, as shown in Figure 5.

Step 1. When buying goods, E encrypts the information TC,, ,M,,S, ,T, by using his

anonymous identity B ID, as a symmetric key to form the

message E; , (TCy, ,M;,S, ,T,), where T, is system timestamp. This

message is then sent to the merchant.

Step 2. After receiving E, , (TC,, ,M,,S, ,T;), the merchant forwards it to bank B.

E(Customer) Merchant M Bank B
1.

encrypts
TCy,,M;,S,, Ty

Es i, (TCM, M iasQMl ’Ti)

2.
Es 1o, (TCy,-M;,Sq, . T5)
>3
verifies
€y, (= h(ReM; || SQM‘ ) 7=TC,,

Cy, =TCy @Ry
ERB (CM| 7TCM‘)
«—

Figure 5: Our attack on the payment phase

Step 3. B decrypts the message to obtain TC,, , the face value M;, the serial

number S, , and timestamp T, . Then, it checks to see whether timestamp

17



T, 1s within a predefined range. If it is, B computes TC'y, =h(R®M, [| S, )
and compares it with TC,, to verify whether TC, is valid. If it is valid, B

will also send TC,, to the clearinghouse via a secure channel to verify
whether it is being double spent, by using the serial number S, . Ifit is, bank

B determines the real identity of the customer by using the value of B _ID,. If

the verification of all the parameters—TC, ,M;,S, ,T,, and the identity—is
successful, the bank computes C, =TC,, @Ry and encrypts both C,, and
TCy, by using Ry as a symmetric key. The result E; (Cy, ,TC,; ) is then

sent to the merchant. Only after the electronic traveler’s check TC,, has

passed the bank’s verification procedure, can it be deposited in the bank.
Step 4. When the merchant receives the electronic traveler’s check from the bank, the
transaction is completed.
(d) During the deposit phase
In this phase, merchant M sends the electronic traveler’s check to bank B. Bank B
then verifies its own digital signature on the electronic traveler’s check. If the signature is
valid, B deposits the amount on the electronic traveler’s check into the merchant’s account.

The deposit phase includes the following two steps, as shown in Figure 6.

Step 1. The merchant sends both E; (C ,TC,, ) and a timestamp T, to bank B.

Step 2. Bank B checks whether timestamp T, is within a predefined range. If it is, it

decrypts E; (Cy ,TCy ) to obtain Cy, and TC,, . Then, B computes and

verifies whether C',, (=TC,, ®R;) =C,, holds. If it does, TC,, is sent to
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E Merchant M Bank B Clearing-house

L. ERB (CMI 7TCMI)’ T,

|

2.
decrypts
Eg, (Cy,-TCy)
verifies
C'y, =TC,, ®Ry)?=C,,
TCy,

—>
on a secure channel

Figure 6: Our attack on the deposit phase

the clearinghouse via a secure channel to check whether it is unredeemed. If the
electronic traveler’s check is unredeemed, bank B deposits the amount on the
electronic traveler’s check into E’s account.
As a result, adversary E has successfully used the electronic traveler’s check. In other
words, attacker E has perpetrated the fraud through the payment and deposit phases

successfully.

3.2 KCI and PS attack on the offline subprotocol
The difference between the online and the offline versions is that bank B and the
clearinghouse are not involved in the offline subprotocol. Our attacks on the offline

subprotocol are similar to the online version. Hence, we omit them here.
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Chapter 4 Our improvement

To prevent the KCI and PS attacks in Liaw et al.’s scheme, we improve both the
registration and the withdrawal phases in the online and offline subprotocols. The other
phases are identical to those in Liaw et al.’s scheme. The details of our improvement for
the online subprotocol are described in Section 4.1. Our improvement for the offline

subprotocol is similar to that for the online version, as has been stated in Section 4.2.

4.1 Improvement for the online subprotocol

In this section, we describe our improvements for the registration and withdrawal
phases in subsections (a) and (b), respectively; these render the scheme impregnable
against the KCI and PS attacks. The other two phases are identical to those in the original

version.

(a) Registration phase

We improve on the registration phase through the following steps, as shown in Figure

Step 1. The customer chooses a random number K,,. He/she also randomly chooses
Kga as the session key to be shared with bank B. He/she then uses his private

key X, toencrypt Kg,, and computes h(Kg,) and R _ID, =h(ID, ® K,,).

Then, he/she encrypts R_1D,, PE, (Kg,), and h(Kg,) by using the bank’s

A>°

public key Ygand sends the result PE, (R_ID,, PE, (Kg,), h(Kg)) to

bank B.

20



Step 2. After receiving the message, B decrypts it using its private key to obtain

R_ID,, PE, (Kg), and h(Kg,). It then uses A’s public key to decrypt

PE, (Kg,) and obtain Kg,. It also uses hash function h( +) to compute

h(Kg,) and compares it with the one in the decryption result. If they are equal,
it chooses a random number Kg,, computes B _ID, =h(R_ID, ® K;,), and

signs on B ID, by using its private key. Then, B encrypts both B 1D,

and the signature PE, (B_ID,) by using Kg, and sends the result to

customer A.
Step 3. After receiving the message, A decrypts it, to obtain B ID, and B’s signature.

He/she verifies the signature. If it is valid, A chooses a random number K as
the session key shared with B and another key K, as the encryption key for

K¢ . He/she computes C=K,, @K, and sends ID,, C, E, (K;), and
Eq (Ky) toB.

Step 4. After receiving the message from A, B computes K, =CO®K,;, ,
Ks =Dy (E¢ (Kg) , and K, =Dy (E. (K,) , and verifies whether

R _ID, =h(ID, ®K,,) holds. If it does, B accepts A’s registration.
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Customer A Bank B
1.

chooses
Kas Kga € random

computes
R_ID,=h(ID,®K,)
PE, (R_ID,,PE, (Kg))
PE,, (R_ID,, PE,, (Kg.), h(Kg,))
g 2.
decrypts

PDy, (PE,, (R_ID,,PEy, (Kg,),h(Kg,))

PD,, (PE,, (Kga))
verifies
(h(Kga))'?=h(Kg,)

chooses

K, € random

computes

B_ID,=h(R_ID, ®K,,)

PE, (B_ID,)
E., (B_ID,, PE, (B_ID,)
3. <
decrypts
Dy,, (Ex,, (B_ID,, PE, (B_ID,))
verifies
B_ID,
chooses
Ky, K, erandom
computes
C=K,, ®K,
ID,, C, Ey (Kg), Ey (Ky)
> 4.
Computes
K, =C®K,,

Ks = DK, (EK, (Ks))
K = DKS(EKS(KA]))
verifies

R_ID,?=h(ID,®K,,)

Figure 7: Our improvement for the registration phase
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(b) Withdrawal phase

In this phase, both communicating parties (A and B) use Ky as the session key to

communicate with each other. We improve on the withdrawal phase through the following
steps, as shown in Figure 8.

Step 1. Customer A chooses a random number K,, and computes
R,=h(B_ID, ®K,,). Then, he encrypts B 1D, and R, by using session
key K and sends the result E, (B_1D,,R,) to the bank.

Step 2. B chooses a random number Kg, and computes D, (E, (B_1ID,,R,)),
Ry =h(X; ®Kg,), and R =R,®R; . It then encrypts R, R;, and
timestamp T, by K and sends the result E, (R,R;,T,) toA.

Step 3. A decrypts the received message, to obtain R, R;, and T,. He/she checks
whether T, is valid. If it is, A computes C,=h(R®M, ®Q, ) and
encrypts M;,Q,,,C, and timestamp T, by using R,, and sends the result
Eg, (M;,Qy,,Ca,T,) toB.

Step 4. B decrypts the message from A, to obtain M,,Q,, ,C,, and T,. It checks

whether T, is valid. If it is, B computes TC, =h(R®M,||S, ), chooses a

random number K, to be the new session key for A’s next withdrawal, and

encrypts  TC,, .S, ,K by using R, . It then sends the result

QMi ? S2

Eg, (TCy,-So, -Ks,) toA.
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Customer A Bank B

1.
chooses

K ,, € random
computes
R,=h(B_ID,®K,,)
E..(B_ID,,R
2.
chooses
Kg, € random
computes
DKS (EKS (B — IDA= RA))

RB = h(xB ® KBZ)

R =R,®R,
Ey, (R.Rs.T,)
4—
3.
computes
Dy, (Ex, (R,Rg,T))
C,=h(ROM,®Q,)
E.,(M.Q,,.C,.T,)
4.
computes

DRA(ERA(MiisQMiaCAaTZ))

TC,, =h(R®M, S, )
chooses

K, € random

and uses it as the session
key for the customer’s
next withdraw

Er, (TCy,»Sq, -Ks2)

5. <

computes
DRA (ERA (TCMI ’SQMi > Ksz))
Ks =Ks,

Figure 8: Our improvement for the withdraw phase

Step 5. A decrypts the received message, to obtain TC,, ,S, . and Kg,. He/she

Qu;

replaces session key K with K, for the next protocol run.
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4.2 Improvement for the off-line subprotocol

The difference between the on-line and off-line subprotocols is that bank B and the
clearing-house are not involved in the oft-line version but the on-line version involves both
of them. Since our improvement makes no relationship to this point, our improvement on
the off-line subprotocol is thus the same as the one on the on-line version. We therefore

omit it here.
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Chapter 5 Conclusion

In this paper, we propose a KCI and parallel session attack on both Liaw et al.’s
on-line and off-line electronic traveler’s check subprotocols. We also propose an
improvement to resist against the attack we launch. Our improvement uses the customer’s
public key to avoid the deficiency such that even if an attacker knows the private key of a
customer, he/she cannot masquerade as the bank to communicate with the customer. Our
improvement makes the electronic traveler’s check scheme more secure for adoption as a
faithful method in the Internet.

Although our improvement makes the electronic traveler’s check scheme more secure
but the merchant can not reject the double spent check in the payment phase. It will be our

future work to solve this problem.
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