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ABSTRACT

In 2004 and 2005, Tsaur et al. proposed a smart card based password
authentication schemes for multi-server environments, respectively. They
claimed that their protocols are safe and can withstand various kinds of
attacks. However, after analysis, we found their schemes each have some
secure loopholes. In this article, we will show the security flaws in these two

protocols.
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Chapter 1 Introduction

In 1974, Roland Moreno invented integrated circuits card (IC card or smart card). At
that time, it was used as the debit card by the bank. Recenlly, the smart card applications
have got rapid progress not only for its promotion in the aspects of security and processing
speed but also for its significant reduction in cost. It has widely accepted as an important
tool in human’s life for its capablity of achieving the goals of integrity, privacy,
authentication, etc.

In a traditional identity authentication mechanism, the user must first use his identity ID
and password PW to registrate at the remote server. The remote server then establishes the
verification table for recording this pair of ID and PW. Thereafter, when the legitimate user
wants to login the system, he must first transmit his ID and the protected PW to the remote
server. The server then looks up verification table to see whether or not the user has existed
in the table. If it has, the server consider that the user is valid. He then provides the
required resources to the uesr. However this framework is too simple to be secure. It is
easy to suffer from a passive or active attacker over the Internet. In 1981, Lamport [9]
proposed a remote password authentication scheme. It emphasizes that it can prevent the
replay attack. However, it needs to establish a password verification table in the remote
server to authenticate the user. Although, it uses an one-way hash function to protect the
password, the attacker still might be able to find out the password for the fact that the

password itself is weak or it may suffer the stolen verifier attack. To address this problem,



some researchers proposed methods for authenticating the remote user by using the
non-verification table way.

In a client-server protocol, the client has to regist to the server. Then, he can login to the
server for accessing the server’s resources by typing the password for the corresponding
server. In this environment, he has to remember different passwords for different server
which he registers at. In a multi-server protocol, the client can remember only one
password to access resources of all servers in the system if he registers at the registration
center which manages about who can access the system. Each of protocols [3, 8, 13-15] is
a multi-server protocol with client’s password or protected password stored in smart card.
A smart card is a plastic card embedded with a memory chip and a microprocessor which
can process data. It is easy to be carried, can store information, and performs calculations.
In a consequence, for security consideration, most protocols adopt smart cards storing
passwords to authenticate clients.

Generally speaking, a multi-server protocol consists of four phases. They are the
preparation phase, the registration phase, the login phase, and the authentication phase. The
preparation phase is that every members, clients and servers, register to the registration
center for preparing needed parameters in the system. The login phase is that when a user
wants to access a server’s resource, he starts the protocol and sends a message to the server
for logging. After receiving the login message, the server and the the client performs the
authentication phase to see if each other is valid. Meanwhile, they negotiate a session key
for secure communications.

A secure and efficient multi-server authentication protocol should meet the following



six requirements [8]. (1) Each server stores no verification table. (2) Users can freely
choose and change their passwords. (3) The protocol are low computation and
communication cost. (4) The protocol makes a server and a user achieve mutual
authentication. (5) A server and a user negotiate a session key to protect their subsequent
communications. (6) Users register at the register center once and can use all servers’
resource. In addition, the protocol should meet one more requirement as indicated in [3] :
the protocol can resist all kinds of attacks.

In 1990, Hwang et al. [6] first proposed a smart card based non-verification table
mechanism for authentication. Thereafter, many schemes [1, 2, 4, 7, 10, 13] were proposed
based on this non-verification-table type. These authentication mechanisms protect the
transmitted information either by the discrete logarithm problem (DLP) or by the
asymmetric encryption method. In 2004 and 2005, Tsaur et al. proposed two smart card
based password authentication schemes [14, 15] for multi-server environments based on
the non-verification-table type. They took the RSA asymmetric encryption and Lagrange
interpolating polynomial as the foundation of the research. They claimed that their scheme
is safe and can withstand various kinds of attacks. However, after analysis, we found that
their schemes each have some security loopholes. In this article, we will demonstrate the
security flaws.

The rest of this paper is organized as follows. In Section 2, we describe the background
concepts of RSA cryptosystem and some related concept of mathematical problems. In
Section 3, we review and show the attacks on Tsaur et al.'s two protocols. Finally, a

conclusion is given in Section 4.



Chapter 2 Background concepts

In this section, we briefly review the basic concept of RSA cryptosystem [11], threshold

scheme, and lagrange interpolating polynomial.

2.1 RSA cryptosystem

Since 1976, Diffie and Hellman proposed the concept of public key cryptography
(PKC) [5], a new era of cryptology research has been opened. PKC belongs to the
asymmetric cryptographic system. In this type of encryption, whenever a sender wants
to transmit information to the receiver, he uses the receiver’s public to encrypt the
information. Conversely, when the receiver receives the message from the sender, he
uses his private key to decrypt the encryption, obtaining the plaintext of the
information. It is infeasible for an attacker to obtain the receiver’s private key only
with using the receiver’s public key and some public information in the system.
Although, it is time-consuming in the encryption and decryption computation process
for its using the modular exponentiation operations, it is suitable for short message
encryption, e.g., the session key encryption, and can be applied in many situations
such as signing and key exchange. Its security is based on the difficulty of

factorization. The factorization problem is now still a NP-complete problem.



2.2 Threshold scheme and lagrange interpolating polynomial polynomial
In 1979, Shamir [12] proposed the first (¢, n) threshold secret sharing scheme based on
lagrange interpolating polynomial. In it, a secret K can be shared among n participants. The
secret dealer must distribute every participant’s a secret shadow. Only at least ¢ or more
participants can reconstruct the secret K. Conversely, if the number of participants is less
than ¢, the participants can obtain nothing about the secret K. This method is mainly used in
a plane containing ¢ points to decide the polynomial with degree #-1. Takeing ¢ as the
threshold value and appling the Lagrange interpolating polynomial, we can obtain the
polynomial. In the Following, we roughly describe the formation of the polynomial:

e The dealer chooses a secret K and a prime number p which and satisfies p = K.

e The dealer randomly chooses -/ degree polynomial of F(x) = a.;x"" + a.x™ + ...+
ax; + a;x; + K (mod p), where a,;, a.,, ...., a and a; are all random integer, with
rang in [1, p-1].

e Let each participant’s identity be x;, 1 <i < n. The dealer rests on x; deduce the subkey
v; = F(x;) for each participant.

e When the number of subkeys is greater than ¢, they (the participants) can contruct the
polynomial to obtain the shared secret K by letting x; = 0. In the following, we roughly
describe the Lagrange interpolating polynomial.

Let {(xl, V) (X5,7,), s (x5 yn)} be n distinct points. Then, the #-1 degree polynomial
F(x) can be F formed by the following formula.

(r=xp)x=x) e =x,) (=R =) (rx,)

(x; —x)(x; —x3)...(x; —x,,) ’ (x; —x)(x; = x3)...(x; —x,)

F(x)=y,



(x=x)(x=x5)...(x=x,)

T (x, —x ), = xg) (X, =X, )




Chapter 3 Review and attack on two Tsaur et al.’s

protocols

In this section, we will review and attack on Tsaur et al.’s first protocol in Section 3.1
and on second protocol in Section 3.2. Before that, the notations used throughout this paper

are first defined as follows.

CA : the central authority

S; : a legal server

Ui : a legal user i

ATT, : a malicious attacker

P, D2 : two distinct large primes
N, P e : CA’s public keys

d : CA’s secret key

S_SK; : the secret key of S;
S_ID, : the identity of S;

E T, : S;’s service period for U;
U ID; : the identity of Uj

U PW; : the password of U;
U R, U S; :Uj’s two secret keys
U SC; : U;’s smart card

fi(X) : a lagrange interpolating polynomial that CA constructs for Uj



M : an authentication message

h(X)Y) : an one-way hash function with two parameters X and ¥

g : a primitive element in a Galois field GF(p), where p is a large prime number
t : a timestamp

AT : endurable transmission delay time

= : a secure channel

— : a common channel

3.1 Review and attack on Tsaur et al.’s first protocol
(A) Review of Tsaur et al.’s first protocol
Tsaur et al.’s first protocol [14] consists of four stages. They are: (1)The system setup
stage, (2)The user registration stage, (3)The log-in stage, and (4)The server authentication
stage. We depict their scheme in figure 1 and also describe it as follows.
(1) The system setup stage
In this phase, CA selects the server’s private key and computes its identity. CA°‘s
operations are described as follows:
e According to RSA cryptographic algorithm, CA first selects two large prime numbers
p1, p2, computes N = p;x p», randomly chooses the encryption key e satisfying gcd(e,
¢ (N)) = 1, where ¢ (N) = (p:- 1) x (p2- 1) as his public key, and then uses the
Extended Euclean Algorithm to compute his corresponding private key as d = ¢! mod
¢ (N).

e For each server S;, CA selects S _SK; and computes S_ID; = gS*SKf (mod N) as Si’s



private key and identity respectively, where j = 1,2, ..., m.

e In addition, it also chooses an one-way hash function 4(X,Y) for the system.

(2) The user registration stage
Assume that a new user U; wants to register at m servers S;, S, ..., and S, in a
multi-server system. The entire registration process is described as follows (also shown in

Fig. 1):

e Uj chooses his identity U ID; and password U _PW; and transmits them to CA.

e CA randomly chooses a number r,; for Uj, and computes U;’s two secret keys as
follows:
U R, =g" """ (mod N)

US. =g “(mod N)

—1

e CA assumes that Ui wants to obtain server S;’s service, 1 <j <r < m. The service
periods provided by the servers for U; are E Ti, E To, ..., and E_T;, respectively.
The other periods for the other servers S;+1, Si+2, ..., and Sy, are all set to zeros. CA

then constructs a Lagrange interpolating polynomial function f;(X) for Ui as follows:

£/(X)=YU_ID, +E_T)) X-UID) py _(X=SSK,)
/A (S_SK; ~U_ID;) j=i4+;j(S_SK; =S SK;)
n o (X-S_SK,)
+U R ] (mod N)

42 (U_ID, ~S_SK,)
=a, X" +a, X" +...+aX +a,(modN)

e CA stores fi(X), U;’s identity U ID;, secret keys U S; and U R;, and the one-way



function A2(X,Y) in U;’s smart card U SC;. Then CA sends the card to U; via a secure

channel.

(3) The log-in stage
In this phase, when a registered user U; wants to login to server S;, it inserts his smart
card U SC; to the reader and keys in his U PW,;. Then, U; performs following steps by
using U _SC;:
e U SC; gets a timestamp ¢ from the system. Then, it generates a secret random number
r;, and computes C;, C,, and P as follows:
C, =g (mod N)
C, = (US,)V="Vigi*h(C1.0

— gUﬁPVV‘*Vm*d _grl*h(clﬁt) (mod N)

S SK .

P=(S_ID,)""" (mod N)=(g">"/)*"" (mod N) = g°~"*/"“""" (mod N)

e Given 1, 2, ..., m, and P, U SC; computes fi(1), fi(2), ..., fi(m), and fi(P). Then, it
constructs an authentication message M = {U _ID;, t, C;, C», fi(1), fi(2), ..., fi(m), fi(P)}

and sends it to S;, one of the m servers for, 1 <j<m.

(4) The server authentication stage

In this phase, after receiving the authentication message from Uj, S; requires his system
to obtain current timestamp #,,, and performs the following steps to verify the login

message from Usj:

10



e Checks Uj's identity U ID; and whether or not #,,,, - t > AT, if Uj's identity U ID; is
invalid or #,,, - t > AT, S rejects; otherwise, it continues.

e It uses the value C; and its secret key S SK; to derive the value P shown as below.

exn*S SK;

/(mod N)

S SK, exr, )S7SK-

P=(C) " (mod N)=(g ' (mod N) =g

Then, it uses these m + 1 points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)), (P, fi(P))} to

reconstruct the interpolating polynomial

(X)=a, X" +a, X" '+...+a,X +a, (mod N).
i m m—1 1 0

e Checks to see whether (Cy)" -1, if it holds, user U; is qualified.
(¢, ) -U_R;

Otherwise, Uj is rejected. The verification formula is shown as follows.

(C2)e (gU7PW[*rm»*d _grl*h(Cl,t))e

(Cl)h(Cl,t) .U _R, ge*rl*h(Cl,z) 'ngWi*rm.

U_PW;*r, n*h(C,t)*e

=& = 1 (mod N)

ge*rl*h(Cl,t) .gU_PWl-*rui

11



The system setup stage

The user registration stage

1. chooses U _ID,, U _PW;

. chooses prime numbers p; and p,

. (For each server §;, j=1, 2, ..., m):

. chooses one-way hash function #(XY)

computes N =p:x p>

computes ¢ (N) = (p; - 1) * (p - 1)

chooses random public key e satisfying ged(e, ¢ (N)) =1
computes secret key d = e mod ¢ (N)

chooses private key S_SK;
computes S;’s identity as S_ID; = gS‘SK/ (mod N)

U ID, U PW;

>

2. chooses a random number 7,
computes U R, = g""""%(mod N)
computes U §, = g"*‘(mod N)

assumes that Ui wants to obtain the service of
server S;, 1 <i<r<m. The periods which the r
servers provide for U;are E T;;, E T}, ..., and

E T, respectively. The other periods for the

other servers S;;1, S;.0, ..., and S, are all set to
Zeros.
constructs

(X -U_ID;)

(X)= U ID,+ET,)—1——
J0) = 20D+ E T s

L[] XS SK
ktke; (S_SK; —S_SK;)

n (X-S_SK,)
+U_R ] -

———————(mod N)
y=1(U_ID; = S_SK )

=a, X" +a, X" +..+aX +a, (mod N)

3.stores fi(X), U ID, U S, and an one-way
function A(X,Y) to U;’s smart card U_SC;
U SC;

Fig. 1. Review of Tsaur et al.’s first protocol

12



The log-in stage

1. inserts smart card U_SC; to a reader
keys in U_PW;

1. gets a timestamp ¢

generates a secret random number 7;
computes

C,=g" (mod N)
Cy = (U_s)Y-M g ha
_ gU*PWi* rg*d .grl*h(C,,t) (mod N)
P=(S_ID;)*"" (mod N)
7)€"t (mod N)

=(
_ gS,SK,*E*H (mod N)

S SK
g

2.given 1,2, ...,m,and P,
computes fi(1), fi(2), ..., fi(m), and f;(P)
3. constructs an authentication message:
M={U_ID; t, C;, Co, fi(1), /i(2), ... film), fi(P)}
M

The server authentication stage
1. £, 1s current timestamp
checks Uj's identity U ID; and whether or not
buow - t>AT
if U ID; is invalid or t,,, - t >AT, rejects;
otherwise, continues

2. computes

S SK exr (S SK

P=(C)) "/ (modN)=(g ')~/ (modN)
exr xS SK; (mod N)
3 uses points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)),
(P, fi(P))} to reconstruct

fiX)=a, X" +a, X" +...+aX +a, (modN)

4. Verifies whether ornot ____ (€2)°  _ 1>
(€)M U R,

if it holds, user U; is qualified. Otherwise, U; is

rejected.

Fig. 1-continued Review of Tsaur et al.’s first protocol
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(B) Attack on Tsaur et al.’s first protocol
Tsaur et al. claimed that their protocol is safe and can withstand various kinds of attacks.
In this section, we will show that their protocol is vulnerable (as shown in Fig. 2). In the
following, we will describe that there exists a weakness in Tsaur et al.’s first protocol.
Since that a malicious adversary ATT, can successfully launch an attack shown as follows:
(1) Assume that there is a malicious attacker ATT, who wants to disguise as user U, a legal
user in the system, to login to S;. Before the login stage, ATT. purchases a smart card
and pretends to be CA by preparing the needed parameters stored in the card for the
login stage. ATT. performs as follows.
e Enters U ID;, randomly chooses a password U PW,, selects a number r,, and
calculates U;’s two secrets as follows.
U R, =gU " (mod N)
US, =g’ (mod N)
e Then, it acts as CA. Though, ATT. does not know each server’s private key, it knows

these servers’ identities. Therefore, it can use each server’s identity to replace the

original corresponding private key in the computation of f;(X) as shown in Equation

(D).
f[(X)=§(U_ID[+E_Tij) (X -U_ID,) ﬁ (X-S8_ID,)
= (S_ID,~U_ID,) 4ays;(S_ID, —S_ID,)
n (X-S_ID,)
+U _R.]1 (mod N)
=i (U_ID, —S_ID,)
=a, X" +a, X""'+..+a,X+a,(mod N) —  coceeeeeeen Equation (1)

14



(2) In log-in stage, when ATT, wants to login to server S;, It performs the follows steps:
e ATT, gets a timestamp ¢ from the system. Then it generates a secret random number

r;', and computes C;, C,, and P as follows:

C,=g" (mod N),
C2 — (U_Sl)UiPWl .g}’l *h(C,,t)

:gUpri*rui .g}’l*h(cl,t) (mOd N),

P=(S_ID;)"" (mod N) = (g* )" (mod N) = g*~*/""" (mod N).

e Then, ATT, computes fi(1), fi(2), ..., fi(m), and f;(P) and sends an authentication

message M = {U_ID;, t, C;, Cs, fi(1), fi(2), ..., film), fi(P)} to server S;.

(3) The server authentication stage

When receiving the authentication message from ATT,, S; records the current timestamp

in #,0,. He then performs the following verification steps to authenticate AT Te.

e checks ATT,'s identity U ID; and whether or not #,,. - t > AT, if the identity U ID; is
invalid or #,,» - t > AT, S; rejects; otherwise, it continues.
* S; uses the transmitted value C; and his secret key S_SK; to derive the value P (shown

as below in Equation (2)),

P=(C))™" (mod N)=(g*"" )™ (mod N)

— ge *n *S7 SK/ (mod N) ............... Equation (2),
then uses these m + 1 points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)), (P, fi(P))} to
reconstruct the interpolating polynomial

fiX)=a, X" +a, X" +...+a,X +a, (mod N).

15



(Cy)°

* S; verifies whether or not YT
(€)M U R,

=1, if it holds, ATT, is authentic .

Obviously, ATT. can pretend as U; successfully since the computation result is equal

to 1 as shown below in Equation (3).

(C,)° ) (gU-P"tr .grl'*h(Cl,t))e

(Cl )h(cl ) .U_Rl_ ge*rl'*h(cl,l) _gU,PW[*”ui*e

U_PW *r,*e . grl *h(C,,t)*e

ge*rl'*h(cl 1) gU_PW,-*rM.*e

— 1 (mod N ) .................. Equatlon (3)

16



The system setup stage

1. chooses prime numbers p; and p,
computes N =p;X p>
computes ¢ (N) = (p; - 1) * (p2 - 1)
chooses random public key e satisfying ged(e, ¢ (N)) = 1
computes secret key d=¢' mod ¢ (N)
2. (For each server S;, j=1, 2, ..., m):
chooses private key S_SK;
computes S;’s identity S_ID; = gS’SKf (mod N)
3. chooses one-way hash function 4(X,Y)

The user registration stage
ATT,

1. chooses U _ID, U _PW;

2. chooses random number 7,;
computes U R, =g " ¢ (mod N)
computes U_S; =g’ (modN)

uses S;’s identity to replace the original corresponding private key

constructs
fxy=3Yw_m, 1) LU0
j=1 (S_]Dj -U_ID;)
(X -S_ID,)

X
kﬂf,»(s_lpj -8 ID,)

m (X -S_SK )
+U_R;T1
y=1(U_ID;,-S§_SK ,)

(mod N)

=a, X" +a, X" +...+a, X +a, (mod N)

3.stores fi(X), U _ID;, U _S,, and an one-way function A(X,Y) to
ATT,’s storage device

The log-in stage

ATT,

1. keys in U_PW;

2. gets a timestamp ¢
generates a secret random number 7;’
computes

C,=g%" (mod N)

Fig. 2. Attack on Tsaur et al.’s first protocol
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c,=(U_S, YU_PWi  gn *h(Cy o)

_ gU,PWi*"m*d .grl *h(Cy,t) (mOd N)

P=(S_ID;)*"" (mod N)

g e (mod N)

= (

= gSfSK'*E* " (mod N)

3. computes fi(1), fi(2), ..., fi(m), and fi(P)

4. constructs an authentication message:

M={U_ID;,t, C1, Ca, fi(1), fi(2), ... fi(m), fi(P)}

M

The server authentication stage

1. 2,5, 1s current timestamp, checks the validity of]

identity U _ID; and whether or not ¢,,, - t > AT

if U_ID; is invalid or t,,, - t > AT, S; rejects ;

otherwise, it continues

2.computes

P=(C)™ modN)=(g*"" ) (mod )

:ge* r *S_SK; (modN)

3 uses points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)),

(P, fi(P))} to reconstruct

fi(X)=a, X" +a, | X" +...+a,X +a, (modN)

4. checks whether (Cy)°

(€)M U R,

if it holds, ATT, is verified. ATT, can pretend as

U; successfully.

Fig. 2-continued Attack on Tsaur et al.’s first protocol
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3.2 Review and attack on Tsaur et al.’s second protocol
(A) Review of Tsaur et al.’s second protocol

Tsaur et al.’s second protocol [15] consists of four stages. They are: (1)The system setup
stage, (2)The user registration stage, (3)The login stage, and (4)The server authentication
stage. We describe them as follows and also depict it in Fig.3.
(1) The system setup stage

The CA selects a large number P, publishes a generator g of Z,, and an one-way hash
function (X, Y), then it selects a secret key S_SK; for server S; and computes S;’s identity as

S IDj= g% (mod P),1<j<m.

(2)The user registration stage

In this phase, assume that a new user U; wants to register at the m servers S, S,, ..., and
Sm in a multi-server system. The entire registration process is described as follows (also
shown in Fig. 3):

e Uj chooses his identity U ID; and password U PW; and transmits them to CA.

e CA randomly chooses a number r, larger than 160 bits for Uj;, and computes U;’s two

secret keys as follows:
U R, =g"(mod P)

US, =r " (mod P)

e CA supposes that U; wants to obtain the service of one server S; among all of the
servers, 1 <1 <r <m. Assume that the service periods which serves for U; is £ T;;,

E Ty, ...,and E T respectively. The other periods for the other servers S;41, Siio, ...,
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and Sy, are all set to zeros. CA then uses S;’s secret key S_SK; to construct a Lagrange

interpolating polynomial function f;(X) for U; as follows:

(X-UID) 0l (X -S_SK,)
(S_SK, ~U_ID;) =1k+;(S_SK, —S_SK,)

£(X)=YWU_ID,+E_T))
j=1

m X-§5 SK
+U R T] ( 5Ky)

(mod N)
y=t(U_ID; —=S_SK )

=a, X" +a, X" +...+a, X +a, (mod N)
e CA then stores U S; and f;(X) in U;’s smart card U_SC; secret data space, and sends

it to U; via a secure channel.

(3)The login stage

In this phase, when a registered user U; wants to login to server S;, it inserts his smart
card U SC; to the reader and keys in his U _PW,. Then, U; performs the following steps by
using U SC;:

o U SC; gets a timestamp ¢ from the system, and computes » =(U_Si)”-""" . Then, it
generates a secret random number 7; and computes C;, C, and p as follows.
C,=g" (mod P)

C,=r+r-h(C,,t)(mod P)
p=(S_ID ;)" (mod P)

e Given 1, 2, ..., m, and p, U SC; computes fi(1), fi(2), ..., film), and fi(p). Then, it

constructs an authentication message M = {U ID,, t, C;, C,, fi(1), fi(2), ..., fi(m),

fi(p)} and sends itto S;, 1 <j<m.
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(4)The server authentication stage
In this phase, When §; receives the authentication message from Uj, S; obtains a current
timestamp ¢,,, from his system and performs the following steps to verify the login
message from Usj:
e Checks Uj's identity U ID; and whether or not #,,,, - t > A T. If both hold, Sj computes
p=(C))"" (mod P)
e uses the received m + 1 points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)), (P, fi(P))} from
U _ID; to reconstruct the interpolating polynomial

fi(X)=a, X" +a, X" '+...+a,X +a, (mod N).

m—1

g

(C))-(U_R)'e"

e Checks to see whether =1, if it holds, user U; is qualified.

Otherwise, U; is rejected. The verification formula is shown as follows.

ng gr]+r*h(Cl,t)

(C])'(U_Ri)h(cl,l) g}"l_gr*h(cl,l‘)

n+r*h(C,,t)

gr1 +r*h(Cy,1t)

= 1 (mod P)
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The system setup stage

1. chooses prime numbers P
chooses an one-way hash function 4(X,Y)
g € Z;
2. (For each server S;, 1 <j<m):
chooses secret key S_SK;
computes S;’s identity S ID; =g 55K, (mod P)

The user registration stage

1. chooses U _ID,, U _PW,
U ID;,, U PW;

>

2. chooses random number 7
computes U_R;, = g "(mod P)
computes U_S, = p UL (mod P)
assumes that Ui wants to obtain the servers S;, 1
<1i<r<m, service. The service periods which
servers serve for Ujare E T;;, E T, ..., and
E T, respectively, the other periods for the
other servers S;;1, S;, ..., and S, are all set to
ZEros.
constructs
m (X-U ID,)
fi(X)=2WU_ID, +E Tj)——————
=i (S_SK,; -U_ID;)

y ﬁ (X -S_SK,;)
k=1k=j (S_SK ; = S_SK )
m (X—-8_SK,)

+ U_R,;
y=1(U_ID; —S_SKy)

(mod P)

=a, X" +a, X" +..+a, X +a, (mod P)

3.stores U_S;, fi(X) to U;’s smart card U_SC;
U SC;

The login stage

1. inserts smart card U_SC; to a reader

keys in U _PW;

Fig. 3. Review of Tsaur et al.’s second protocol
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1. gets a timestamp ¢

generates a secret random number 7;

computes

C,=g" (mod P)
C,=r+r-h(C,, t)(mod P)
p=(S_ID;)" (mod P)

2.given 1,2, ..., m, and p;
computes fi(1), fi(2), ..., fi(m), and fi(p)

3. constructs an authentication message:

M={U_ID;,t, C;, Co, fi(1), fi(2), ... fi(m), fi(p) }

The server authentication stage

M

1. £, 1s current timestamp
checks Uj's identity U ID; and whether or not
tiow - t>AT
if U ID; is invalid or t,,, - t >AT, rejects;
otherwise, continues

2. computes

p=(C)*" (mod P)

3. uses points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)),
(p, fi(p))} to reconstruct

f(X)=a,X"+a, X" +...+aX +a, (modP)
(&3

4. Verifies whetherornot &~ _,
(C1)-(U_R)"

if it holds, user Ui is qualified. Otherwise, U; is

rejected.

Fig. 3-continued Review of Tsaur et al.’s second protocol

23



(B) Attack on Tsaur et al.’s second protocol
Tsaur et al. claimed that their protocol is safe and can withstand various kinds of attacks.
In this section, we will show that their protocol is vulnerable (as shown in Fig.4). In the
following, we will describe that there exists a weakness in Tsaur et al.’s second protocol.
Since that a malicious adversary ATT, can successfully launch an attack shown as follows.
(1) Assume that there is a malicious attacker ATT, wants to disguise as user U;, who is a
legal user recorded in the system, to login to S;. Before the login stage, ATT. purchases
a smart card and pretends to be CA to prepare the needed parameters for being stored in
his card for the login stage. ATT. performs as follows.
e Enters U ID;, randomly chooses a password U PW; and a number r larger than 160
bits, and computes U;’s two secrets as follows.
UR =g’ (modP)

US, = r~ V" (mod P)

e Then, it acts as CA. Though, ATT. does not know each server’s private key, it knows
these servers’ identities. Therefore, it can use each server’s identity to replace the
original corresponding private key in the computation of f;(X) as shown in the

following equation, Equation (4).

m X -U ID. m X-S ID
=S+ k1) E-YIL) g (X-SID)
Pl (S_ID, ~U_ID,) i=14+;(S_ID, —S_ID,)

m (X-S_ID,)
+U R[]
v (U_ID;-S_ID )

(mod P)
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=a, X" +a, X" +..+a X +a,(mod P)  coeeeeee Equation (4)

(2) In login stage, when ATT, wants to login to server S;, it performs the following steps:
e ATT, gets a timestamp ¢ from the system, then it generates a secret random number

r;’, and computes C;, C,, and p as follows:
C,=g" (mod P)

p=(S_ID;)" (mod P)
e Then, ATT, computes fi(1), fi(2), ..., fi(m), and fi(p) and sends an authentication

message M = {U _ID;, t, Cy, Co, fi(1), fi(2), ..., fim), fi(p)} to the server S;.

(3)The server authentication stage
When receiving the authentication message from ATT., S; records the current
timesatamp in ,,,. He then performs following verification steps to authenticate ATTe.

e checks ATT.'s inentity U ID; and whether or not #,,» - t > AT If both hold, §;

computes
S_SK
p=(C,)""" (mod P).

e uses the received m + 1 points {(1, fi(1)), (2, fi(2)), ..., (m, fi(m)), (p, fi(p))} from
ATT, to reconstruct the interpolating polynomial
fi(X)=a, X" +a, X" '+...+a,X +a, (mod P).

c,
o verifies whether or not g e 1, if it holds, ATT. is authentic.
(Cy)-(U_R;)" "
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Obviously, ATT. can pretend as U; successfully. Since the computation result of the

verification is doomed to equal 1 as shown in the following equation, Equation (5).

gC2 gr] +r*h(C,,1t)

(Cl)'(U_Ri)h(Cl’t) grl'.gr*h(cl’t)

gr] +r*h(C,,t)

grl +r*h(C,,t)

=1 (mod P) .................................... Equation (5)

The system setup stage

1. chooses prime numbers P
Chooses an one-way hash function 4(X,Y)
g €7,
2. (For each server §;, 1 <j<m):
chooses secret key S'_SK;
computes S;’s identity S_ID; = gS—SKf (mod P)

The user registration stage

ATT,
1. chooses U _ID,, U _PW;
2. chooses random number
computes U R, =g " (mod P)
computes U S, = p U (mod P)

uses S;’s identity to replace the original corresponding private key

constructs
m X -U ID.
S0 =S, + £ 1)K =YIP)
= (s_ID, ~U_ID,)
m (X -S_ID i )

X

k=1,k=; (S_ID ; = S_ID )

m X-8§ SK
+U_RT] ( SKy)

(mod P)
y=1(U_ID; =S _SK )

=a, X" +a, X" +...+a, X +a, (mod P)

3.stores U_S;, fi(X) to ATT.’s storage device

Fig. 4. Attack on Tsaur et al.’s second protocol
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The login stage
ATT,
1. keys in U_PW;
2. gets a timestamp ¢
generates a secret random number 7’

computes

C =g n (mod P)

Cy=r +r h(Cy, t)(mod P)
p=(5_ID;)" (mod P)

3. computes fi(1), fi(2), ..., fi(m), and fi(p)

4. constructs an authentication message:

M= {U_ID;,t, C, Co, fi(1), fi(2), ... fi(m), fi(P)}

The server authentication stage

1. t,,, is current timestamp, checks the identity]
of U_ID; and whether or not #,,,, - t >AT
if U_ID; is invalid or t,,, - t > AT, §; rejects ;
otherwise, it continues

2.computes

S _SK

p=(C) " (mod P)
2. uses points {(1, £i(1)), (2, £(2)), ..., (m, fi(m)),

(p, fi(p))} to reconstruct

fiX)=a, X" +a, X" +...+a,X +a, (modP)

3. checks whether g =1 >

(C))-(U_RHMED

if it holds, ATT, is verified. ATT, can pretend as

U; successfully.

Fig. 4-continued Attack on Tsaur et al.’s second protocol
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Chapter 4 Discussion

In this paper, we present the security analysis of Tsaur et al.’s two smart card based
password authentication protocols in multi-server environments. Our results show that they
are both vulnerable and suffer from the impersenation attack which we have described in

this article.
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