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ABSTRACT

With the advancement of network technology and the consideration
of R&D costs, collaboration among cooperation has become one of the
trends. Using network application is the major tool of virtual teamwork
and these developments of web applications will construct the
membership management which includes the identification of
administrators, users, and guests etc. We often use the role-base access
control as the basis of the access control management.

But this method in operation actually leads to many restrictions. For
example, Session can’t be applied to another Web Application Access.
Besides, Cookie must be used in the same domains. Currently the general
solution is to integrate all the Web Application in the same server in order
to facilitate their access control. However, this solution will confuse the

designer of the virtual team and make the remote server unable to meet
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the need of a local designer perfectly.

In order to improve this problem, this study embedded Session in
XML and made Web Application cross the borders between two different
domain servers for operational convenience and access control. Each Web
Application of the same system with different programming language can

be run in their own server exactly.

Keywords : RBAC Access Control, Web Application, XML,

Cross-Domain
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RBAC,[7,8,10,13,16,17,19] & & ¢ 4 & # 3 (Hierarchy

RBAC) » #_RBAC, /74 #-5% » 1 & f RBAC, ergF |4 4c
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+ &7 e rs k24 (Role Hierarchy) o & ¢ 27 4 ¢ 2 fF
EFSHEIPM G i - BEI T UESRES A
BBl o ¥ b A FFRT R A G- LA FER B
(General Hierarchical RBAC) f= 2 41 % & ¢ F¢ & i 5%
(Limited Hierarchical RBAC) ; — At & J fg & H55¢ Thdp 3

% & ¢ (Senior Role)¥ = > %Kk & ¢ (Junior Role):

W

TH R E CACRENEN A1 LSS VA S
#3n % & & ¢ (Senior Role)¥ 1z 5 if it e M g & ¢
(Junior Role) » -2t 248G o g F %y > 44 55
FER LR > B d § G M 8 2

" RBAC, 4 & ¢ $ % #.67 & B> RBAC, & 4 It §

W B 2 5 SR W 2.8 4777 <

18



&4 BRI
Constraints

R IR B B R TR e
RH: Role Hierarchy

FERAEEK
UA: Users Assignment —
fEAE < > B R
Users(U) Roles(R) Permissions(P)

PA: Permissions Assignment
HEPREIK

=5
Sessions(S)

Bl 2.8 RBAC, & ¢ Ff & 15" §1[13,16,19]
(3)RBAC,
RBAC,[7,8,10,16] % * #] #i- ;% (Constraints) » 1 & §_%A
RBAC, 53¢ ¢ 4e » 141 i% i+ (Constraints)» H 4= [l # 45 & *
# & ¢ ¥ hi= = (Role Activation) ~ & ¢ 3% {# (Role
Authorization) ~ #& 134 {7 (Operation Execution) - 241 ik i+
75582 & ¢ 7 #F % 4 (Separation of Duties) ~ % i & ¢
(Prerequisite Role) ~ % ¢ #c& *I4|(Cardinality) - & F & 4
- B 24 2 &% 25 5 5 (Mutually
Exclusive)ind & 2 a2 fpenig * F K f Fo 4= 7wk

% % 7 % (Strong Exclusive)¥s 33 5 & (Weak Exclusive) - &£

b AR RG] g R FARIpRG R AR ]
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fEAE
Users(U)

‘%ﬁ‘_#@:'ﬁ;@ﬁ;ﬁ B - ﬁ:gﬁi('g“ﬂﬁ;lj_L‘@% jst’\l;rH R 7‘\%'_1@;13;
d BRI MBALFREEARSZRD 50X R

o B> RBAC, & 4 I3 B 15 Bl > 3 5B B 2.9 #77 o

fEAZERIK
UA: Users Assignment

J=p]
Roles(R)

REMR
| Permissions(P)
PA: Permissions Aspignment

A TEPRIBIK
| 4 |
| I I
| N < [ |
' AN IR
: (Constraints)
| -7 |

I o I

| Sessions(S) |

- - - __ _|

Bl 2.9 RBAC, *24 5% B][16]
(4)RBAC;

RBAC;[2,6,7,8,10,13,16] % & # # 3% (Consolidated
Model) » i & ¢ 3 7 RBAC, #5* ~ RBAC, #::* ~ RBAC,
Wt & 0§ M RBAC; & BB > % B @ 2.10 #7

7T °
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| RelkE
RH: Role Hierarchy -

EREEK
UA: Users Assignment

===}
Roles(R)

HEPR
| | Permissions(P)

PA: Permissigns Aspignment

N RIRIER

| s

| | | |

| N < | | |

! N B
: _ (Constraints)
| _ - |

I gy v I

| Sessions(S) |

- - _|

] 2.10 RBAC; 2 # 15 §1[2,6,7,8,10,13,16]

4. RBAC ¥4

RBAC £ & 7 1 & 4% ¢ [1,6,8,9,14,21,25,33] :

(1) ] & & 4 *2(Least Privilege)
—%iﬁ?ﬁgﬁj%%ZF%W’—%%?g?ﬁﬁj
SEAET o AHEFFIARBDT RF 0 FLLT DL
§ 3 B RIRGE o blde R Y AT R TR 0 32
Y EFFEAPFR DL DR AT L AR AR
o> Ty L4 i —‘F'Té‘i:‘;‘éill’* HT &4 hiki=

Bk d AmGR o LR RET AL BR
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(2) 7 = % 4 (Separation of Duties)
FTERALLHET THFTDET RIS U TR E
Flo By BES Rk RE2 AT L S EFE
7 % 4 (Static Separation of Duty Relations)£? # i & # ¥
% (Dynamic Separation of Duty Relations) = AF'Z TR G R

¥ EB T Tehk d B Bl4e - B R 1A A PR

pp)

e amar o BE R IUIR Y Kk - F AR
%ﬁ- ?%’?-ﬁ-'—[% é.;?mﬁ%zz-’];n :-—-lﬁiﬁ

e — PR ST AR T (T R o

(3) 44 % ¥ s (Data Abstraction)
ey o]k Sk i P~(Read) ~ B »~ (Write) ~ (7
(Execute) ~ #F H2(Owner) 45 4 3 4§ Sk 173 o fo 17
m RBAC P s A Mit a3 383k 23 B 17 0 B
oo ¥ ;%—\ R AN U1

(4) & ¢ 1§ & 22 - (Role Hierarchical)

§2 R enrE R B G L e LR o 18-
4.1+ (Generalization) 2 4% 7% i* (Specialization) = Y > &
AR F R ek AREIRT > G RF L Ig.ﬁzf@—r
Rend ¢ A%— A5 TR P R ERL > FiF L (FE T
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v g 2]

(5) # % ¢ ™ (Ease of Administration)
Mok d L AHFNGFTELH(RBAC)E #-4 & BRI B
FooORARA B R AT FRY F OB T R
PN FERARRY Fehdd T 1 FLRYEAE

i R R L 5 E i

s
¢

Web Services

Er

Web Services[5,22] ¥+ &~ ¥ L e &3 0 v ¥ P A E Web
Services » & > A L A WMHEF s BB AwEATRAT ZAHR o Web
Services 7 B -2 ¥ &[11] : " Web Services & - i i * e b ik
Bk B iE R S 2 0 A 2 2 > Web Services #_
* XML ~ SOAP - WDSL % #jisi® 5 &3l }f@ﬂilﬁ B kg o 2 PR GE o

bl AN B RS - AR AR 1 T 51 Web Services £
AR BT E 4 Server B s enid —‘g 1% 18 Web Services % & *
T A H AR o IR T e & 0 Web Services 3 4 T e EL[11] -
(1) Web Services % - PR7% ¥t § 3 28— i@ % + > @ Ba B
B rd et (g Mg AR 5N o

(2) Web Services #_i% iff TR 15 e Ba30 303 TR 3% PRI > & )I* 2
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PRt HTTP ~ SMTP Z i s 2 enfesi 1 B 4758 3%
e T}aé‘é 49 & * \Web Services °

(3)Web Services #% =7 B~ 2 N HHET S enm B A e kR
PR A% o

(4)Web Services 1% XML % fa i #id 1 & o

(5)Web Services # =% & e PRi33E P B39 PRF: 0 BEFH @ + Web
Services 52 Vi J9 5 EF I p ¢ BB & * cfRIFE P o

T om B4 ¥ iF 72 Web Services F e FOR* A7 38 (Web

Application) ~ 3 7 & * 4258 3 7 1 1¥F# £ (Session) ~ Cookies ~ XML

R

‘W
& =g

% ~ Web Application

Web Application[3]&_- &7 3% &= Web &' fR & (Server) F » & ¢
PEFER S B e BT TP N o AR A
Client/Server > Server ¥ f F /@ ¥ > &2 fr¥ Pt s v FAH &
Qﬁ?ﬂ’&&ﬂiﬁﬁéiﬁﬁﬁﬁ’iﬁﬂﬂ?5%°“9%
(Client) & - &% T o a5 & * 425 (Local Application):d %
70 % (Internet Explorer/ Firefox) » & TRl * = iR R

AL 0 f FRIL/fEREY PIRE B A ke T ke 7 (tagged
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data) > #X 15 % W (rendering)= - B EEFT o > ¥ P AT i

FoRL P iy £ 4258 48 (scripting language) - B % 2 54 B Heid AT

,?
3

¥ Jisthae 4 o Web Application i * erifie TR 2 - 48 2 $532 (tag) Tk

PO R 2o B8 e kL (stream) o R F 2 F e

T
Tl
!
=
.\7\‘._'
=
)

VH s HTML > E\}'ﬁ{% * { BGEen XML #5482 @
7 FFOR AR RN A A s BT (%AB S Basebsd 15t e
F B ) ¥ & Web Application # 7 Webmail(# 3 28 424 ) ~ Online

Retail Sales(#t + % &) - Discussion Boards(f 3 %) ~ Weblogs(3% % #£)

A5
-] o

B TR ARV T L IFFE £ (Session)

RPN FFRRERE[S0] R Y —‘F'T it —}‘53;«@1 fe
e T OPF 0 R friEBeié ¥ ﬁﬁ dficie o HTTP .23 4% fs (Stateless)
SR ML 0 Ao Web BPRE € KT o ek B HTTP & RAR 5 =
ERFPIRED §RFLDE RATRF ORHcE P T B AR
FR A P AR N R e L Bl R et S BN
1AM E F P RERSGERIITHREDTPN 2 S a o1 (F
e b Ad P — oI TR BB IR T B g A R T AR5t ha i

Frbo ke Gps > e #2557 HP 6 o s BE L Mg HFTEE N
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Session ID & o 4% ¥ A% i @ Session ID & > ®F B* 423" €

B 370 (TPF B AR (S5 e w %1 (FFE B e Session ID @ 1% 4]

‘4«1-

o

H

(i

45 FE 3K > Session ID & ¢ 33 Cookie ® » i H. ¥ r43k @
J&* 4258 - Session ID B 331 (FIFEAURL P o R R B * jple
eSessionID B A2 & K2 i’rrgbﬁ,tfjﬁga‘ﬁé B * ¢ oo ekt
1 ERpfen® REIRAZEI T e (¥ 5 30 #48) 0 P13 1FFg
FEARG © i o i ehSession ID B A 4 & fo0 & FRELH RATD

1 IEfRE e

% ~ Cookie

Cookie[18,28,31] &4 ¢ s it + ko ¥ R ch— fEik s £ T chih
#10 5 PIRE S Cookie #-> £ nFT A HFI R Y ¥ TEP -
a8 FFLRER fé}ﬁiﬁf& Z_(Hypertext Transfer Protocol)®_- #& #& 7
e 2 5 %_(Stateless Protocol) » ]yt < 3 Heehiezham ¢ 41%  Cookie
RAFERY F2 B Ois T AT RETRY RN TR & DE
M oo &+ Cookie ¥ & 5 #F 5 14 Cookie(Persistent Cookie) £ 47 p 4

Cookie(Transient Cookie or Session Cookie) = & -

26



1. # 5+ Cookie

##F § 1 Cookie(Persistent Cookie) i & & 3>t & » =8 d A
20 7 Fe il w4 Cookie B 33 52 5 3 5 Microsoft
Internet Explorer &_#-= — B % 4 e Cookies Jjb = 5 2% 3t
\%StstemRoot%\COOKIES =0 4~ » Mozilla Firefox p|&_#%-
Cookie x>t Cookie.txt et % ¢ o (& v 7 &JZ Cookie 4

At E 2 % 1 Cookie A~ B 4R A 23«

% 2.3 # 4 12 Cookie A& * &4

\\\?{r

ﬁi B

¥

o — 4@ % Cookie chp %

3 AR BIAGEE N

(ﬂd\

7 BRI ELE S R LR
e 1k % 5 (URL Encode) 4 +#
77 » Cookie 42 » ¥ ¢h 43+ 3

EERA U

Expire=[Date] * %% %_Cookie eh3|Hp p >

LT I A
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RFC882 -~ RFC850 -
RFC1036~RFC1123 % #1 %_%
PN o % LPE AR IR TR T
hp ) pF > 3% Cookie shp %

ﬁﬁgéiﬁi%ﬁ:o

Domain=[Domain_Name]

* % 2% 7_Cookie #7i¢ 3 B
?wﬁf] FEZTES

F LV U3 B F R T

L1 7 3 B (5 A

*,yahoo.com)- % Cookie ept
FHIEER > g AL IR A
Cookie P 7 #7 € & 2 e A

TR REER

Path=[Path_Name]

* %% 7 Cookie 7% 2% i
o 4o 2% T B/ > Cookie
BADF PE b S AR I B IT

P& cnge F A AL B o

Secure

TS E TSR
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g4 Cookie "U4] > ¢ F12 peflTEAEF 2 F 0 A R
te ZTFAEP C

(1) Cookie ‘%87 + 42 300 1

(2)H - 57 7426 20 B

(3)* — & Cookie p & # ¥ + 3t 4096 i i~ =

2. %44 Cookie
e 12 Cookie(Transient Cookie)» 4% Session Cookie» 4
BRI BT & DT GO E S s Rl

ST FMPHTEES 3% Cookie L i 4

~ XML (Extensible Markup Language)

XML[5]& 4 W3C(Word Wide Web Consortium)[35]# 7+ &_» 2t ¥
f SGML eifiei® 3 » d *v 8§ B aaniff > 4v 1 2 ARBGET L0
Rt > & XML £ BT R < £ 1< - XML g
FlAR% AL 5 R SERE ARGz R AR e A
TRBHEEEFE DT RRES A2 T o XML & Web

Services B v FprenfL# > » o 3 XML A 23T S oadd s 3 @ Web
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Services ¥ 12 R pLFEL Loer4 o

. ~ Memcached
Memcached[29] _- % 4~ ¢ ;% PP & % > B 4~ §_ Danga

Interactive  LiveJournal #7% & 7o Memcached 4 Z 332 % % > #%

Flo @ d P Faotp(IP)2 o (Port) v B Tk o d 3t
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Gl AR &N TEERRRAKCEY T L 28
ctHEP A BEGEAREFTEHIT TMAEY 2 TREESFY
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ERBUPARIETRF S A M AL R U RN E S
Pom i B TR PR B A Linux 0T 5 > ASPnet B oE &
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"REES &Y | @ ppee® JSP 1B L Aigs FIRE Y Apache o
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(Object) > #-izdt $» i iz pt > 3R ~» RBAC $24E¢ w38 % RBAC
B TRIEAE £F 0 RS f i&-@&:}ﬂ@ o A R RN R
R A I TP B ET * e i & 0 2 Ak (T Web Application
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RBAC #:4g ¢ < #7584 3 Session Client ; § % s &% = 5 Session
Client p¥ > #-¢ % iz B & » RBAC #2487 v & f P72 R
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/ Project

RBACIE# D)
I
1.1 BB ERE | 1.2 EViS#ER
\/
== 52
1. &K BRISERSA
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A 13 #Z#17Session List
wEz 14 #Z17Session Client
A I
| I
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25 A 2.3 #iSession List X

ERE
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B30 % A i

$ - &  RBACHIE® /4]

- BEERY F o BY 21 WP RBAC &4V B

i

B g % 4 (Session List) » iz B B 02 & B¢ g3 2v e % H &

Web Application 1 1544 {7 F# £ (Session) ¥ - RBAC #24 # «~ & 4] *

33



SQL F#l 4 &3 54254 k= & RBAC {541
B F R kA, g% 2 ID BT SQLY - BET
GAEAPEMISEd Do - BRYETLET S BES T

paEe -k A ERSE T hed ID; d FFFE
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\3:
.‘J

Fo F R AR AR H AT i TEOPEE N P e BE

FPiZ A d 2t o FOAEAEER B £ F ID s ko F 2 R3E

&Y
J+
Tl
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Qe

ID> 2 FliRx 2Med L% —- B7F* nkd
Pl o A AR SRR 320 K d FFFARS Eig DT H
£ IDfs> i ¥ - BIEFASE  #7 % chh d ID B M et
B ID d - BESTRNEEFIBT S F RO FEE -
PR s kil v R e it D Sd AR g 0 B A
PORPER TS B A A R o B A 2 - SRR Y
= $AE B % 4 (Session List) » #2533t i@ * £ Web Application
h1 (34 {7 P4 £ (Session) ¥ o 3% A ST AL B4 F B 3.3 0 £
t6 A 4 b Tr 324 4 (Session List) iz x>t i * £ Web Application 1

T4 {7 1 B (Session) ® SR A 31
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FBFEID
Member ID
< HAFIDISA&EkES) >

\J
—>< BEERERENRBREZERIMREA T >

vﬁ)\*ﬂ

< EREINERERBEID > <%B§§Eﬂﬂ%§ﬂﬂ@ﬁ’ém>
BeREIZRIBER >J

!

£ 2
l \J
%%’éﬁﬂ'l‘—ﬂﬁlﬂ%ﬂ@%%m) <EB%@BE§JHW%#W¢BE§U>

B 3.2 v * &3 IDBE R

—>< M EEERENRBEZERNI AT >

lfé )\ ) i
< EREIEEYHID > C,%Eﬁ%%@’r%ﬁm@%#m)

—>< MR ERIIBLER >4—

BN

v S

%2@@?—@5”%8’9%1@9 < # 4 Session List >
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% 3.1 Session List

Session key Session Value
1D ayu

Name I

Email sfw.sakana@gmail.com
R_Count 2

R ID 0 Browser01

R ID 1 Sysadmin
O_Count 14

O ID O Admin_O2R
O ID 1 Admin_Obijects
O_ID 2 Admin_R20
O_ID_3 Admin_R2U

O ID 4 Admin_Roles
O ID 5 Admin_U2R
O ID 6 Admin_Users
O ID 7 Logout

O_ID 8 O_List

O_ID 9 Radmin_EXO01
O _ID 10 Session_List
O ID 11 Session_ XML
O_ID_12 Session_XML_Show
O ID_13 Index
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i€ * & 2 Web Application $4 {7 Fi¥ £ (Session) £is L 414 > v 02
E g A 423 H @ eh Web Application i {7 3B o p s PHP
Web Application #4 {71 iFFF & > ¥ 1 F - B S 8K T 973 &
PHP 34 (7 F# B 73 Web Application :£{7 3282 2 % > {23z >
Ze R i B PHP L AR #7425 0 Web Application » 1 %
R ETENERRIRENE R U OREET o TP & R RS B3G
Session List 3] # # 3 Web Application 22 i * ';% I TREE 0 R AE
EH Bk o A A B F K REARIOT AT Cookies k57
Session List = e  #cerig] 57 % (4 - IE 2 Firefox)$+*+ Cookies 7 A &

g

(1) 5 ozF& - i 42k (Web Application) & i+ 20 & Cookies -
(2)3% 4§ 5 % % Cookies cr#ic & 4v b 3 #1341 7 4715 300 B -

(3)Cookie p % # ¥ 421 4096 i i~ & o

%4 RBAC #14g ¢ «~#r4 24 1 Session List» #2pfc— B* = € 5
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Bl » @ a 3B p Lo N F LFndp ik 2T (B A
*.yahoo.com) - § i€ * H §5d14 £ 2 i > Cookie ij‘ﬁlﬁ"f‘%ﬁ& o F]pt e
* Cookie F 5 BB @i i 2 a3 g Ba 2 i d FIR
RiE > - wri- jei% 5 (Session Client) » & RBAC #£4g ¢ i = 42
Session List p¥— # #-Session Client 1£i% & * ¥ «

B F &~ PRIFPE - RSk @ * 5 22 Web Application 1 T4 7
P& £ (Session) #_F #&7% Session List » I ik 5 Session List k4] *
'},1 A F 3 Uk iT Web Application } e3R8 4 JR7% 5 § i@ * JF,’ZL»E’ Web
Application 1 €34 {7 ¥ £ (Session) % 3 fd RBAC 24P < 3% B ep
Session List p5 > 4§ & & & * £ F i & F Session Client» % i& *
7% 3 7 Session Client » % 7+ & * 'ﬁ*% AN AR AP EEFREE
12 3 »t Session Client % 2 » JLpEds-¢ 51 @ * T;f TREAFR oK
2 i€ * 7 7 & Session List > ¢rd3 RBAC #:4g # w514 &0 Session
Client » % 7 & * & © g Esdk + 5 Web Application 1 1% 4% {7 iy £ -
A7 F - B ATen Web Application 1 T8 7 FF £ 0 Fl et Web
Application #-p {7 % iF Session Client » RBAC #24g# <~ & 375~ {8 ¢
# iﬂz g M 4 0 RBAC #2487 «~ B~{F Web Application sz
fs » #-¢ B Session Client » I 3% 3 XML 5% #-= £ eig # iﬂ‘ B %
18 & (Session XML)w & 34 41 3R Web Application » & Web
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fh-
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et
“
ke
E\
_l

Application & #7 1 TE4 {7 P £ (Session) o §5 4 32
Foi h F AR A ARG SR B 34> 4 RBAC g v Bih

Session XML 3 %R # 3.2

< FREEAER >
BEFERENRLERERARSE
#EASession List

mﬁﬁﬁﬁ%EE%EEERBAC EEISessmn LlstTA§1§ﬁH%zE
kqﬂlb\nE%B’]Sessmn Cllent BB EEE] @EEE’JT&EE‘

I

@%Sessmn CllentEURBAC}x

#E L EESession XML
FSession XMLEMEFAE
T EPEER A ESSession List

B 3.4 B doie KA HEM 4 R

B/
)
3
2
_/
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% 3.2 Session XML

<?xml version="1.0" encoding="UTF-8" 7>
<PageAdmin>
<User ID="ayu">

<Name>1; 4 </Name>

<Email>sfw.sakana@gmail.com</Email>

</User>

<Role Count="2">
<RID>browser01</RID>
<RID>sysadmin</RID>

</Role>

<Object Count="14">
<OID>Admin_0O2R</OID>
<OID>Admin_Objects</OID>
<OID>Admin_R20</0OID>
<OID>Admin_R2U</OID>
<OID>Admin_Roles</OID>
<OID>Admin_U2R</OID>
<OID>Admin_Users</OID>
<OID>Logout</O1D>
<OID>0_List</OID>
<OID>Radmin_EX01</OID>
<OID>Session_List</OID>
<OID>Session_XML</OID>
<OID>Session_XML_Show</OID>
<OID>Index</OID>

</Object>

</PageAdmin>
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g hE % Web Application ¢ shE i @RS H T a9 Web
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TR B S RIEyEE B2 2 =

(1)Cookie : & & » & FMAE 2 =] > v d 3t Cookie & ¥
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(2) Memcached: #_4 $73% B & Sy o (7 endn & 4 12> Session

g3 B3 5% o @ % Memched $##F 2 23X Memcached PR % 12

PN & S LA R s ’&.Léfﬁ_l I B S S

£y

Web Services © 2 A 3 % 2V E > FIR RS A
BmAg i o
(3)Other Agent : £ A>3 f&7 I % JLiE {7 & ﬁg’rféﬁi%l » @R e
AR o pi@h P AR T BRI A gt gd T
AAES U NIRRT ORI o B L R EH
AT ARG IF2 A o
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LB R S #5i6 SQL § (t— B H 9 RBAC #2147 >
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242 24 FRA

e o
ID M- @Rl Th hd IDRY
Name botypmend ¢ LA
%43 piEFHELA
L o
ID - Bl (TR DR
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USE [PageAdmin_02]
GO
[Fr*HRxx 4 4 StoredProcedure [dbo].[User_Login]

******/

SET ANSI_NULLS ON

ip £ 7 p # 1 03/17/2008 13:19:08

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[User_Login]
-- Add the parameters for the stored procedure here
@ID varchar(10),
@Password varchar(50)

AS

BEGIN

-- SET NOCOUNT ON added to prevent extra result sets from

-- interfering with SELECT statements.
SET NOCOUNT ON;

SELECT ID, Name, Email
FROM pa_Users

WHERE (ID = @ID) AND (Password = @Password)

END
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% 4.7 4 ¢ 5|4 (User_RoleList)

EIER =S

USE [PageAdmin_02]
GO

[FFxx%% 4 ik StoredProcedure [dbo].[User_RoleList] ip 4 75 p #r: 03/17/2008 13:19:33

******/

SET ANSI_NULLS ON

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[User_RoleL.ist]
-- Add the parameters for the stored procedure here
@U_ID varchar(10)
AS
BEGIN
-- SET NOCOUNT ON added to prevent extra result sets from
-- interfering with SELECT statements.
SET NOCOUNT ON;

-- Insert statements for procedure here
SELECT R_ID
FROM pa_RU
WHERE (U_ID = @U_ID)
END
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USE [PageAdmin_02]
GO

[Fr*Rxx 4 ik StoredProcedure [dbo].[User_ObjectList] ip £ 75 p #p: 03/17/2008 13:47:30

******/

SET ANSI_NULLS ON

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[User_ObijectList]
-- Add the parameters for the stored procedure here
@U_ID varchar(10)
AS
BEGIN
-- SET NOCOUNT ON added to prevent extra result sets from
-- interfering with SELECT statements.
SET NOCOUNT ON;

-- Insert statements for procedure here
SELECT DISTINCT pa_RO.O_ID, pa_Objects.Name
FROM pa_RO INNER JOIN
pa_RU ON pa_RO.R_ID = pa_RU.R_ID INNER JOIN
pa_Users ON pa_RU.U_ID = pa_Users.ID INNER JOIN
pa_Objects ON pa_RO.O_ID = pa_Obijects.ID
WHERE (pa_Users.ID = @U_ID)
END
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% 4.9 Session Client 3 4: (SID_Add) 7§ 5 42/

USE [PageAdmin_02]

GO

[FFxx%% 4 1% StoredProcedure [dbo].[SID_Add] ip 4 7% p 1 03/17/2008 13:48:22 **>*>*]
SET ANSI_NULLS ON

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[SID_Add]
-- Add the parameters for the stored procedure here
@U_ID varchar(50),
@S_ID varchar(50)
AS
BEGIN
-- SET NOCOUNT ON added to prevent extra result sets from
-- interfering with SELECT statements.
SET NOCOUNT ON;

_— ‘}}( |J IY;%

EXECUTE SID_Del

- FIREAE
DELETE FROM pa_SID
WHERE (U_ID = @U_ID)

-- Insert statements for procedure here
INSERT INTO pa_SID(U_ID,S_ID)

VALUES(@U_ID,@S_ID)

END
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#. 4.10 Session Client % 7 (SID_Check)g 3 42 &

USE [PageAdmin_02]
GO

[FF***% 4 i+ StoredProcedure [dbo].[SID_Check] p s e B

******/

SET ANSI_NULLS ON

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[SID_Check]
-- Add the parameters for the stored procedure here
@S_ID varchar(50)

AS
BEGIN
-- SET NOCOUNT ON added to prevent extra result sets from
-- interfering with SELECT statements.
SET NOCOUNT ON;
-- Insert statements for procedure here
SELECT S_ID,U_ID
FROM pa_SID
WHERE (S_ID=@S_ID)
- I
EXECUTE SID_Del
END

03/17/2008 13:49:22

53




#. 4.11 Session Client # Gi (SID_Del)3g 5 42 5

USE [PageAdmin_02]
GO
/****** 4.;, fi

StoredProcedure [dbo].[SID_Del]
SET ANSI_NULLS ON

ip % #% P #71 03/17/2008 13:50:08 ******/

GO
SET QUOTED_IDENTIFIER ON
GO
-- Author: <Author,,Name>

-- Create date: <Create Date,,>

-- Description:  <Description,,>

ALTER PROCEDURE [dbo].[SID_Del]

-- Add the parameters for the stored procedure here

AS
BEGIN

-- SET NOCOUNT ON added to prevent extra result sets from

-- interfering with SELECT statements.
SET NOCOUNT ON;

-- Insert statements for procedure here
DELETE FROM pa_SID
WHERE
END

(DATEDIFF(n, Date, { fn NOW() }) >= 30)

54




‘“ﬁwr’v’ﬂ%;ﬁéﬁ\iﬁ;;ég:%frifgf%’*iﬁ\wlj"ffé%iﬁ\%frfg@é .
AL SRS BLRt \W'J",fi?"fi ‘T‘%?*%"—;‘i’@ﬁ Rl ~ & & 2rde it B
oo Bde it ek F 4 Web Application 2 ehE — B PE'E”F’ E

2o FZBEd KFs o PRI R (0 2)7 AR TRE & F 7B o 3 H

(%
o
b

)4 SN —vu/’,';\’d V'\F“’Lﬁ'{piﬁtmﬁm @#ﬂg %‘;.\g(@)\ °i“ﬁ'+"'“§q*'ﬁ

Ao 5RE 43> Bk ® %17 00 00k S iE s AT D

AL G B RUR o WSS h o SRR E A4 HpIF 24

G
be
Qe
Yi'<
Bt
'EW
o~
=]
v
=)
¥
"=
LA
N
i\4
N
&
2
e
&8
=
.h
@
&1’3
’iﬁ’
¥
e
ETTRS

Bt Tl 4 ¢ A RRE AT HRIY S 2 A B B R

\\\ﬁr

REB 4.9 -

55



)Tt Login - Mozilla Firefox

BRE WEO BRO PR ZEE IRO HA® -
r G 0 oy - [E s 71 s7eaesdnn mia 77 - [[Cle o0z O
ID

Password |

%}‘\l

ET3 EEE IR

Bl42 % %15 5% ~ 4

)

¥ ISP Page - Mozilla Firefox

BRE BHE RO BEx@ IEE® IAD HE® -
r G 0 o By - [ neeens 72 27megesdnin 02mer ;- [[Cle[ o0z D

-

Object List i Admin_Users

-

[Radmin_EX01 ID |

|Admin_O2R Password |

[Admin_Objects Name |

[Admin_R20 Email |

|Admin_R2U |
|Admin_Roles Add User

[Admin_U2R

: : _| Users_Del IAdmm vl
Eﬂdmln Users; . |

lIndex

I'—W_!&“ | ID |Password| Name | Email

O_List . Sveom . v

[Radmin EX01 v|<|f"““'“ ntumen e SV .. Mnmmﬁ,rm',hi,l_l
E PN

B143 HPIR* 51545

56



¥ ISP Page - Mozilla Firefox

BWEE KO wWRO BFRg SHEE IBO HEAH T

6 - % By - | [ | hwi203.72.1 27/Psgehdmin 03Dex - [[[Gle|Googl: O
Object List | Admin_Roles

[Radmin_EX01 ID |

|Admin_O2R Name |

|Admin_Objects About |

[Admin_R20

[Admin_R2U i -
|Admin Roles Objects_Del [ovetl 5]

Iijmm E2R | o

min_Users

lIndeex [ D | Name  [About

[Logout lbrowser01  |[2IEE%01 |

0_List lbrowser02 |2&%02 |

|Radm|n EXO1 T [tiid it [est ar. sai o b 2t I LI
E: Q) mEzErm (@ w

¥ ISP Page - Mozilla Firefox
BWEE KO wWRO BFRg SHEE IBO HEAH T

6*0‘3’(

0y - | [ | ntpions 721 27Pageidmin 02Der 7 - {[Gle|cooze O

Object List | Admin_Objects

[Radmin_EX01 ID |

|Admin_O2R Name |

|Admin_Objects About |

[Admin_R20

[Admin_R2U i

|A___dmin Roles Objects_Del | Admin OIR =]

[Admin_U2R ot

[Admin_Users o

lIndeex | ID | Name [About
|Logout /PageAdmin_02

|D List Admin_02R fpa_ﬁ_xdmin _

[Radmin EX01 d /Admin_OZR jsp =
[5e

D Emsitw (@

Bl 4.5 #1420 545

57



¥ Admin B20 - Mozilla Firefox

BWEE KO wWRO BFRg SHEE IBO HEAH T

- € 0 o By - | [ 03 21 27Ragehdmin 02ipa_ 7 -

|-|G|:u:|gle

J)

[ 75 Page .|| [[]Admin_R20 8| -
Roles  MteacherCL Objects  [HHEHE M %L'HJ_' r
Session XML Show -
[T teacherlL REF R,
E T EAE T
O iR
teacherPBL %gmg*gh:ﬁmq
MteacherTP ﬁ%gg
FREE
" useradmin e 2
i g iR
I H B Pt
= SRR
. — Fraw
R i BB B AN
MRS B
SR BT R ST
g
Roles [mwowseOl ] Objects  [|=imsas i | =
EE REBEST AT MR O

B 4.6 d & ¢ L K4 »F|d &

€9 Ldimin_ O2R - Mozilla Firefox

BWEE KO wWRO BFRg SHEE IBO HEAH T

- € 0 o By - | [ 03 21 27Ragehdmin 02ipa_ 7 -

|-|G|:u:|gle

J)

| [E] e Page .| [[]Admin_o2R B | B
s 2l
O R
Dbjects ! ey |
I HEREE RS
I EATEsE: stntc] J
M SRR stdenPEL
adroin
T et =
tearcher Il
I angth g tearherPEL
teacher TR
r 3, .
EHEE %E%EEE
BT EmaEan
I 2 E ST
e - DeEEerw (S

BlA7 o 32 % K4 » 5 4 4

58



¥ Admin B2 - Mozilla Firefox

BRED WRE BRO ERQ TWE® IO HE® -

-

C X o By - | [ 03 21 29 hdmin 02y < |[Gle[Coeze PO

[ 75 Page .|| [[] Admin_R2U 8| -
Roles  teacherCL Users . # | [
T teacherlL
Derac]
[T teacherPBL ggﬁ%
T teacherTP ﬂ%?%
_ studentOl
[T useradmin tearhed0l
wilfh
V HEEEAE
V e 78R
M RiRREA
Roles |bxowsac01 v| Users |Admm "I il | =]
= EEE IO

Fl48 ¢ &4 2 Akpy pl» =

€9 Ldimin_TT2R - Mozilla Firefox

BRED WRE BRO ERQ TWE® IO HE® -

-

C X o By - | [ 03 21 29 hdmin 02y < |[Gle[Coeze PO

[ 75 Page || [[]Admin_u2R 8| -
- hrerwsend]
Admin U2R browser2
—_— studentCL
studentIL
studentFBL
™ Admin stodentTP
sysadrnin
teacherCL
¥ Demo acherll
teachecPBL
¥ Demo1 seacher TP
usEradnin
¥ Demo?2 HREHEAE
e aTES
M Demo3 ERREAE
Users Roles = |
" gc198806
Mim305 =l
B D mErrw (8w

B 49 o % = 5 HE s 5l g

59




N
!

EUN
bt
3%
o
o

>\_
i
‘? 3
s
3%
i
e
)
e
L)

5 - 1 RBAC #4+7 w4 B Web

Application Z% 1 -

(1) RBAC #£4#7 w :
=3+ 203.72.1.127 > % E 18 2t 2 MS-SQL 2 > * 1B
IR P S ¥E AN

(2) Web Application A :

3 203.72.1.27 > ioA2AT R (8 S PRI m 0 * Uk i RBAC 48+
fie B X PRI o

(3) Web Application B :

=3+ 203.72.1.59 > = & - B Web Application > ¥ ¥ d &% RBAC

PRI 2 ALF G AP

NP FEZ BRIE N ARSIP P RAEREREL VALE D
B3 & oo | AT o Web Application s FIE L 4 12 0 & B e >
RBAC #fE P w2z it ph o222 B &d AW kg y
(sysadmin) ~ & ¢ E (users) ~ i& =4 PR3] §7 (browser01) » Tk st g 12
R&d | Ia v ugkivis RG> ¢ 734 RBAC #&4E# e 5 [ 3op

§R&d LT HRIEHT L RS IR it ¥ KRS
60



ZERFITRALREZEITEEAAN T RBFAT L | TEE

)

H v =¥ P e Web Application £ F $5 B2 54 22 A BW

)
\3;

£ 7% 4& % 2 ) 3 Demol & Demo2 " Demol  #& = e § [ * =
LU J ﬁKQ’FDemOZJ rl“Er"ﬁa%_ M on ’:v?ﬂ_?‘&_g I 8 I—@:%/ﬁ]%

£ | AR S WPIEE A ARTRNEIFZ LA o T A2 B

http://203.72.1.27/PageAdmin_02/pa_index.jsp

B) A FEAm :
http://203.72.1.27/PageAdmin_02/pa_Admin/Admin_Users.jsp
(C) EhiplE A &

http://203.72.1.59:8080/EX01/pa_Radmin/EX0L.jsp

EAErfRTENTERAEAG | & TRBPEAG o d 7R
* H £ Web Application 1 i74% 7 FF B b i 5 Session List > ¥ iy
RBAC #%4# ¥ «wsg = i Session Client » F]pt ¢ A% 304538 87 §

o Ehe A W ARER 410 411 -

61



) S EE @ - Mozilla Firefox

BEO HEE WHRO \BHE TEE IED HEA®@® T -
6' - G 0y - [ s 721 27eaeadnin 0377 -Gl o0z O

RASTAE H

R E R H eaa T R E R E A

E: EEE IO

Bl 4.10 A 3efEd » T oo > 203.72.1.27 @R E

) FATISER ™ - Mozilla Firefox

BEO HEE WHRO \BHE TEE IED HEA®@® T -
6' S O I O s i [ [

RASTAE H

R E R H eaa T B E R E A

E: EEE IO

B 4.11 Ae4EdE ~ F o+ 203.72.1.59 #RE

62



% TDemol  tk= % 15 F4RE 412 2z FHF =7 g7

73 )
2 -

AR T B a=rli ARSLEEA - N1 iﬁrh% # (Admin_Users) -
t$ 5 (Logout)~»] dt ¥ * $» i+ (O_List) & = f& 4 "L 2L 4" Admin_Users |

B MM S F A G o FARE 4130

¥ ISF Page - Mozills Firefox

BEE KEEG WBWRO BRE sHEE IBED HEA®m 7

6 - € 0 o By - | [E 203721 27Rsgehdmin 020er 7 - [[Gle|Goeze S0

Object List JSP Page

|Admin_Users ZA
[Logout HELLO Word!
[0_List

[PageAdmin_02/pa_index jsp
4013442F87909180195192E43E4623B0

D EEEAw (&

B 4.12 Demol & = & » & w

63



¥ ISP Page - Mozilla Firefox

BED REE RO FAQ ZEE IARD HE® -
6 C X o By - | [ nepe03 721 29 hdmin 020ex 7 < | |[Gle[Gooze O

| »

Object List Admin_Users

[Admin_Users ID |
ILogout Password |
|O_List Name |
Email |

Aidd User =

Users_Del |Admm vl
Dl User |

| ID |Password| Name | Email

|r\,-|.-..-.i.-. |r\Fu.|lnrﬂ e |S‘_l,‘StEI’TI |.-F... [ Py r\'Fu:ni;I
4 3

hitp:#/203.72.1 27/Page Admin_02ps_AdminAdmin_Usersjspid=4013443F8700018 | () REEESRA W (& |l

?]413#;&1?%“%‘ i o

d Object List iz 7 1=+ 12 {8 5= > Demol t& = F BTk
d T e H SRR A

http://203.72.1.59:8080/EX01/pa_Radmin/EXO0L1.jsp ; gﬁé@&ﬁi;ujﬁ% »F 2

WA EHFRRETREMTE T ARE NG > FLREEB 411 T2
BB pE A w 51§ Session Client &2 RBAC #:4# ¢ . B~ 18 Session
XML & & 3122 % - (»i¢ * i & ¥ 2 \Web Application 1 ¥ ¢ £ 0 Session

List £ » & A RIS & * ¥ 3 F 3 FRAREA G LU A

64



#- TDemol & = % J{s3cd "Demo2, & » > %R B 4.14
¢ Object List T 1=+ # 125 F| 5 7 i =4 RI# 4 & (Radmin_EXO01) - g
# {5 #-¢€ 3% ~ http://203.72.1.59:8080/EX01/pa_Radmin/EXO01.jsp i

By SR B 415 o ReRRlE o b2 B SRR 416 -

¥ I5F Page - Mozilla Firefox

WRE KEED BHRA0O ERE TEE IBEOC HEA® T -

6 = C X NL*D - I|htlp:.".'EI:IS.TZ.l.ZTHPa.geAdnﬁn_DZ"Der i7" |'|G|:n:|gle ya)
Object List JSP Page

|Admin_Users A

|Logout HELLO Word!

|O List /PageAdmin_02/pa_index.jsp

[Radmin_EX01 CA970B3B15E4BCDDC5CCBC36E1298271
ET D EEEnrw (3w

B 4.14 Demo2 & * & » & w

65



¥ ISP Page - Mozilla Firefox

WEE REED BHO BEx@ FEE IO HE@ 5

g

6 - € X o Wy - | [ [ na03721 27Regehdmin 02Der (7 - | |[Gle[Cooze O

Object List Radmin_EXO01

|Admin Users Hello Remote Control Radmin_EX01
ILogout
|O_List

ERadmin EX01

hittp:#203 .72.1 59:3080/EE01/pa_Fadmin/EX01 jap?ad=Ca970B3B15E4BCDDCEC -

D Emsitw (@

B 4.15 BHPE N o

¥ Mozills Firefox

BWEE KHEE BRO FRe ZEE IBO HRA@m -

- € 0 o By - | [ 03721 598080ER0 s Rad 1y - | G+ Goozt
] TP Page

. [F]http:#7203.72.~~CC8C36E1298271 3 | -

Radmin_EXO01

Hello Remaote Control Radmin_EX01

D Emsitw (@

Bl 4.16 2R 0 H2 T oo

66



%18 wE A

j\lﬂmt&# HE AT B A A KA ’(1)?%'**'%1’&_:,\2143)\

>4 RBAC #:4¢ wP @ F e d & frfgrdl > 112 (2)1 * «a»
PR REHIER Y F T LG R T S BINA I E T AR R

T%*?*'ﬁ%g L2 5 4 o

% ~d RBAC#:14E7 « FaBTFE nfe
BB IRA TNE E AR Gedpfe * s‘z iR L A FEIRE S 180 d RBAC
BAEY o TR d fofp Uk o 2P ¢ F gzt @

¢ ~ BB P2 22 2 Session List o

1. ®lA2:% 1 d RBAC #4E% B ET * chd & T
d BIRE e RBAC 348 # :GB"%«F}T%?”—%?’}{— b4 > 5
FIE SR FHART I b d LI o R AR F

R ARGERAT ek 2MERE LG AR L 4120

67



% 412 @l#z;% @ Get RBAC _Role

Function Get RBAC_Role[](User_ID, User_Password) as String {
If RBAC(User_ID, User_Password) = False then

Print “User_ID or User_Password is Error.”

Exit Function

End if
Return RBAC(User_ID).getRole

2. ®lAE: 1 d RBAC #fg P BB ¥ % s 4 T3
§ PIRES RBAC #4g? w3 @@k % X7 % 42 > Bt *

WS AT ARR o R gBFR T A LA B R
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—Ff 4 4 7B iE (g ¥ —%—z-a i A G AR A 413

% 4.13 g4z : Get RBAC_Object

Function Get RBAC_Object[](User_ID, User_Password) as String {
If RBAC(User_ID, User_Password) = False then

Print “User_ID or User_Password is Error.”

Exit Function

End if
Return RBAC(User_ID).getObject
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% 4.14 ®|#%3;% : Set_Session_List

Function Set_Session_List(){
Dim Role[] <- Get RBAC_Role(User_ID, User_Password)

Dim Object[] <- Get. RBAC_Object(User_ID, User_Password)
If Role.Count or Object.Count = 0 then
Print “User Role or Object can’t get.”
End Function
End if
Session <- RBAC(User_ID, User_Password).getUserProFile
Session <- Role.Count
Session <- Role[]
Session <- Object.Count

Session <- Object[]
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<%

If RBAC(User_ID, User_Password) = False then
Print “User_ID or User_Password is Error.”
Goto ErrorPage()

Else
Goto Set_Session_L.ist()
Goto NextPage()

End if
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4. 4.16 ®47;% : Check SessionList

Function Check_SessionL.ist() as Boolean {
If Session(ID)="""or Session(ID) Is Nothing then
Return False
Else
Return True

End if
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Function Check_SessionClient() as Boolean {
If Client.Software(Session_Client)=""or
Client.Software(Session_Client) Is Nothing
Return False

Else
Return True

End if
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# 4.18 ®4%;% © Get_Session_XML

Functuin Get_Session_ XML (Session_Client){
Dim XML = RBAC(Session_Client).getXML
Session <- XML.Role.Count
Session <- XML.Role[]

Session <- XML.Object.Count
Session <- XML.Object[]
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<%
If Check _SessionL.ist = False then
If Check_SessionClient = False then
Goto Login()
Else
Goto Get_Session_XML(Session_Client)
Reload.Page()
End if
End if
If Page.Title '= Session then
Goto ErrorPage()
End if

%>

i F R PRARPEIE (TSN Y > A RN Rl 2 BT R

AR5~ R 4.18

75




omwwan | B oo e || s |

e
‘

|| R

B 4.18 @ L] ¥ra 4 T E IR AR

76




AA =} 5L >
1 % N5 ‘é/’m;
AEBERET R AN AN ARV UEET R S

PEIRE AV

(1) F1* Cookie R3EF T3> ev Fadhd > 2 ehF > 2RT

(2) 41 Memcached £ Other Agent 77 3% - fid s 5+
Br

A2 PR e I - AR PR

\
E<
LSS
N

F.

\\:’

R AR AN TR GG Mok RABF R B

[}

pide

I
i
K=

3 b

-

i SRR U RN SRR SR
BnigiT o PIR A BGEES L6 REATR# ¢ Ehg 8 -

(3) i@ * ASP.net #rit ¥ — ¥ ~ FiF L 6] 0 i34k g0k
el - BB BARHE - B2 fﬁ&bﬁéﬁ ]

R B HE B EN I BEBEREDRET BT AN A AEE

&

BT B B R - @ % ASP.net o K IR A O F @
FRd 2 3E ASP.net B #3E 3 R ETEF 3 5 8 A KRk
TBRRL 0 R AR B g o

LWL FI L bt A h T AT BB D - B onanfRA R o

77



SRR TR AN RER AR R AR T AP R
H A Ui 2 i Session P 5 AT B B E 2 S PIRE R g1
# o0 R Session 1T 5 R fragPe R ¥ FHEIUT 2 3 F EAT
e Dl - FFR R PREFE g R H P

d 54 484015 4 RBAC #2487 v > B~ 00 XML G st enié K gL

BREACEATL R Y PRER GRS RO K
FUREM S g PR T BT RS A EFRAF
‘fﬁfﬁ’%%?f%’ hE_P rERE e gk N/ 2N HE L

PN 4T Session o0 TE R T R AR T AR
L A

ARG E AR E 2R F £ 20 RBAC #1474 4 o
Session List > v & 15 A i * &2 4 T OR* AR AU R ER
#U//f PIRLE L oxie L o~ 15 P> Session List &z H v
A Wi e miEd R 22 BT % on Session List #& 8

WHEFLFRRY 0 SR RBAC #4 ¥ «w#E 3 ¢ Session Client £

pr & d Qb kR F * e Session Client & 2 % % > g 17 &g saen

Session Client = 5 3 41 % £ 0 Session List> 3 % it d % = =48 & #&

B~ P B AN L MR TR od T

=)
&

“w
o

78



RPp PTG R AT AV AT IER A
VR ER AT G 2ERAT ARHR o F A AT F
A g d R HTTP g efs » v RIREAF a5 SSL % 21
i‘g’@ﬁig?] » T EPRFE ~ ¥ &~ Sodics @ 7 Session XML R 5d SSL
% 2 B o 120 Session XML «hi3u Bif - W52 PR E & IR
B2 B T REEE P F]pt Session XML eni@ i v d PPRE L T
s @ IP ¢ L2 7R o F 4L 5 »enSession Client &
oo @ J i eiFen|P oo IopLf2 SSL @ﬁi;]is i i P18 7 Session
XML 7R 7 2444 XML = 2 ) s ABE(TER ¢4 0 8- el
HFE 2R 5

AT TH e 4] (2415 38 RBAC B 4] T UG b
PiE(Rpi)EFFamdd il > TRBARRP R EORET TS
B e P RPN B AHBE N RT B AN L FORET
MEBEFHRF o BERFIBATA PRd el Y 250 5 -
BT ARG 40 BRI § R TERT P R (RT) 0 FEH
Session XML # i 3| % — e T o™ #2358 A 2 @ % H &2 e 7 g™ f25¢
71 IFFEE® e Session List #-¢ 7 200 & > N H - BT R

fest§ ocF

*’“‘%

¥5 405> #3160 £ H v R F R AR ATE & oo

\-\

pL
FOREHF AT R T 0 F $ Session XML & {7 & if 1 Bt

79



o

Bt AR T ot AR B F TR TT @ L BRE e 2
Session XML » i 3 F & * #2355 2= % Session List fFig = Zf *F e R

RS

80



\\\?{Ir

@;I;Jg

S &% 0T LDAP R Bl & 1FT Loand 2 2 K b
e PR F R0 2 g kL 0 2004 £ o

248" XACML 2% % AA# 2 RBAC (2§ &y o &

“F1 ¥ el E g L% 0 2004 E

% m @ > Web Application % 384 >

http://www.microsoft.com/taiwan/msdn/columns/jhu_ming_jhong/A-

ASP.NET_Architecture.htm
A% F T RBAC 3 A#ZEHRET 3o 4] LA B F
WEFTTHLHm=~ 0 2002 & o

» I~ i B 2z ¢ Web-Based Single Sign-On JR7% % H# 2

(=

A :
% B
R

w
_‘3‘3}

e

WER G AL % 0 2002 & o

EAFFIERE CEF L TR L% 0 2002 & ¢
AR T 2Ee 3 A% RBAC sz 77 - MiRG ¥ L
bl R AFFTREEFF T T Hm T 0 2000 £ o

PF ST T RBAC T3 A B R PR TR
UE TS AL %Y 0 2003 E o

HWEF T mdd 2 Az e PN 27 0 AT R

FAERE A%k 2003 & .
81



10.

11.

12.

13.

14,

15.

16.

17.

18.

19. ¥

sRak i o [ e & RBAC a4l 33 - Ml ¥z
Shl 0 REAEFNFREF ] ALk 0 2000 & o

5% %R o T Web Services 2 ¥ |0 T2 R PG 2003 £ P oEL S, 5
A » 2003 & -

EEE A mEp > Tl AR U E 0 Y A

<o fLE T F w5 2003 & o

o+

o
Rty
sk

sk 2 o 41* XML Security 2 RBAC 3+ £ ¥ 47§ kit o
AT EREE Lm0 2003 £ o

FEE MR R TRBEe G AAE S AR
A TR IULE R P AP T IR AP S Y 47 2003 £ o

EATA T RE L S L% > 2006 & -
AB TR AEF AR RBACH FRE > R A BT

WEF T L% > 2000 £ o
MEd T2t B kd Z EgEmAHDEFH R
AR p REAF TR REF T TALH T 0 2003 £ o
FER TR meRrdE- Fr LAREY DRI ETREESE L
AL 5 2005 & o

$1%.0% o7 2 RBAC % 4{#”‘ 3 XML-Based § + & pPRI: » v 2 [k

82



20.

21,

22,

23.

24,

25.

26.

217,

28.

;Fi/:‘gp;i E%’Eﬁigﬁv ’ 2002 -& °
B T ARG S AL REREFTRIFRRAFL 0 FH
U142y AL dk e > 2006 & o

Chandramouli R., Ferraiolo D., Gavrila S., Kuhn R., Sandhu R.,
"Proposed NIST standard for role-based access control”, ACM
Transactions on Information and Systems Security, Vol. 4, No. 3, pp.
224-274, August 2001.

Dave Happell, Java Web Services, O'Reilly, USA, 2002.

Denning D. J., Graham G. S., "Protection-Principles and Practice",
Proc. AFIPS, \Vol. 40, pp. 40-48, 1972.

Ferraiolo D., Kuhn R., "Role-Based Access Control", Proceedings of
the 15th NIST-NCSC National Computer Security Conference, pp.
554-563, October 1992.

Ferraiolo D., Kuhn R., Sandhu R. S., "The NIST Model for
Role-Based Access Control: Towards a Unified Standard", In
Proceedings of the 5th ACM Workshop on Role-Based Access
Control, pp. 47-63, 2000.

G. Edward Amoroso, "Fundamentals of computer security
technlolgy”, Prentice-Hall International, Inc., 1994,

Handy, "Trust and Virtual Organization: How Do You Manage People
Whom You DO Not See", Harvard Business Review, Vol. 73, No. 2,
pp. 40-50, 1995.

Kristol D., "Http Cookie: Standards, Privacy, and Politics", ACM
Transactions on Internet Technology, Vol. 1, No. 2, pp. 151-198,

83



29,

30.

31.

32,

33.

34,

35.

2001.

Memcached, http://www.danga.com/memcached

MSDN > T 1 iEps Bl R P o
http://msdn2.microsoft.com/zh-tw/library/ms178581(VS.80).aspx
PERSISTENT CLIENT STATE HTTP COOKIES,
http://wp.netscape.com/newsref/std/cookie_spec.html

Sandhu R. S., "Lattice-Based Access Control Models", IEEE
Computer, Vol. 26, pp. 9-19, 1993.

Sandhu R. S., Coyne E. J., Feinstein H. L., Youman C. E.,
"Role-Base Access Control Models", IEEE Computer, pp. 38-47,
February 1996.

Sandhu R. S., Samarati P., "Access Control: Principles and Practice",
IEEE Communications Magazine, pp. 40-48, 1994.

Wa3C, http://www.w3c.org

84



	目錄
	表目錄
	圖目錄
	第一章、緒論
	第一節 研究動機
	第二節 研究目的
	第三節 研究範圍
	第四節 論文架構

	第二章、文獻探討
	第一節 存取控制相關研究
	壹、存取控制的定義
	貳、存取控制方法
	參、存取控制策略

	第二節 Web Services
	壹、Web Application
	貳、網頁應用程式執行工作階段(Session)
	參、Cookie
	肆、XML(Extensible Markup Language)
	伍、Memcached


	第三章、架構流程
	第一節 系統架構
	第二節 RBAC授權中心/機制
	第三節 跨網域處理機制
	第四節 其它跨網域機制比較

	第四章、實作設計
	第一節 資料庫格式
	第二節 預存程序
	第三節 前端後台介面
	第四節 實際建置
	第五節 演算流程

	第五章、結論
	參考文獻



