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安全、有效率且自由路徑的雙向匿名網路架構運用於隨意型
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摘        要 

    近年來，許多應用於隨意型無線網路的匿名安全網路架構漸漸受

到人們的重視。然而，我們發現許多的網路架構研究卻只使用了 PKI

或是 Onion 的加密技術，以期待能達到更完善的匿名性與安全性，但

在我們研究的過程中卻發現，許多的研究並不能達到完全的匿名效果

或是更加安全的網路架構，因此我們提出了一個安全、有效率並且採

自由路徑方式設計了一個雙向匿名的網路安全架構以應用於無線網

路。 

 

關鍵字：匿名的路由網路架構，bilinear pairing 運算技術，隨意型無

線網路。 

 

vi 



A Secure Efficient and path-free mutual anonymous routing 

protocol for Ad Hoc network 

 
Student: Chi-Feng Wang                  Advisor: Dr. Chou Jue-Sam 

                                              
 
 

Department of Information Management 
The M.I.M Program 

 Nan-Hua University 
 

ABSTRACT 
 

 
There are many researchers work on anonymous secure routing in 

mobile ad-hoc networks. However, most of them using onion encryption 

which makes the system very complicated in concept. Moreover, they 

usually need the requirement that the source and destination nodes 

pre-share a session key. This makes the system very inefficient in key 

management. Therefore, in this paper, we propose a mutual anonymous 

ad hoc routing protocol based on bilinear pairing which not only can 

provide anonymity property for both of the sender and the receiver, but is 

very simple in concept. After our analysis, we can conclude that our 

scheme can resist against various attacks. 

 

Keyword: Anonymous routing protocol, bilinear pairing, ID-based 

routing protocol, Onion.  
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1. Introduction 

 
Recently, wireless ad-hoc networks have got a great deal of attentions for 

they needn’t (or require less) any fixed infrastructure in an open environment. 

In such a network, when a node wants to communicate with the other party, it 

must inject it’s identify into the packets to identify himself; thereby, an 

attacker can obtain the identity of a source or destination node. This makes 

the transactions traceable between the two communicating parties. Hence, for 

the purpose of making the transactions untraceable, anonymity becomes an 

important issue in mobile ad-hoc networks. It expects that the identities of the 

two communicating parties can be hidden from all possible adversaries. 

 

There are many researchers work in this area [1-15, 26]. In 2004, Zhu et 

al. [1] proposed a scheme to provide anonymous property for the 

source/destination nodes, and the security of discovered routes against various 

attacks. However, their scheme requires each communicating pair of nodes 

must pre-share a session key. This induces the key management problem. In 

addition, the secrecy shared between the source and destination, KT is 

unchanged. This makes their scheme lack of backward and forward secrecy. 

Also in 2004, Boukerche et al. [2] proposed a scheme which can allow 

trustworthy intermediate nodes to participate in the path construction without 

jeopardizing the anonymity of the communicating nodes. They define the 

trust level of a node to be based on its past behavior. However, they do not 

define the details about a node’s trust level. This would cause the serious 
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problem of inconsistent trust level view in the system. For example, a node is 

viewed as level A but may be viewed as level B for another node. In addition, 

when the path discovery message delivered from source to destination, all 

intermediary nodes would produce the temporary session keys. This makes 

the system suffer from key management problem, too. Besides, the 

destination node knows all intermediate nodes’ identities which make the 

communication. In 2006, Yanchao Zhang et al. [7] proposed the MASK 

protocol to achieve the anonymous property needed in an ad hoc network. 

However, in 2006, Li et al. [13] points out that their scheme lacks the 

anonymous property since the identity of the destination node is encompassed 

in the RREP packet. Also, in 2006, Seys et al.[9] proposed the ARM protocol, 

but their protocol not only needs pre-share session keys but also needs 

pre-share pseudonym name tables. 

 

In 2007, Lu et al. [3] proposed a scheme to provide route anonymity from 

the source to the destination and integrate the authenticated key exchange into 

the routing algorithm. However, their scheme also incurs key management 

problem. Moreover, each node’s identity (Ni) can be record by ancestor and 

successor node when it broadcasts a packet. This makes the message delivery 

traceable. Also, in 2007, Han, J et al. [26] consider that anonymity property 

comprises three issues: (1) initiator anonymity, (2) responder anonymity, and 

(3) mutual anonymity (providing both the initiator and responder anonymity). 

They, [26] mention that anonymous protocols in most wireless scenarios were 

extremely difficult in practice to guarantee the reliability of message delivery 

via path-based approaches, since a path in a wireless environment is highly 
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dynamic. In addition, the paths should be periodically updated for security 

concerns. Hence, they propose a scalable secret-sharing-based mutual 

anonymity protocol, termed PUZZLE, which enables both the anonymity of 

query issuance and file delivery for MOPNETs. Their scheme critical that 

most of the existing protocols are path-based which is bad explained above. 

However, their scheme still employs the path-based method in the reply 

phase. 

 

In this paper, we propose a mutual anonymous and path-free protocol 

which is secure and efficient for implementation in an ad hoc network. Our 

design based on bilinear pairing using the broadcasting feature of mobile 

network to achieve mutual anonymity of the two communicating parties. In 

our scheme, each node has a private key issued by a trusted authority in the 

key predistribution phase and uses two pseudonym tables when 

communicating with other members. The analysis shows that our scheme can 

achieve all of the security requirements, e.g., route anonymity, resistance of 

man in the middle attack, the backward and forward secrecy, and so on. 

 

The structure of this article is as follows. The introduction is presented in 

Section 1 and the preliminaries are shown in Section 2. In section 3, we show 

the proposed scheme. Its security analysis is done in Section 4. In Section 5, 

we compare its performance including computational cost and bandwidth 

consumption, and several security attributes with other protocols. In Section 6, 

we describe how to modify our scheme to achieve the security requirement of 

preventing KCI attack. Finally, a conclusion is given in Section 7. 
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2. Preliminaries 

 
2.1. ID-based bilinear pairing 

In 1984, Shamir [22] proposed an ID-based encryption and signature 

scheme. In the scheme, each user can use his identity as his public key to 

make the key distribution easier than the conventional ones. In 1993 and 1994, 

some related works on elliptic curve were proposed which are the foundations 

of bilinear pairing [17, 18]. After that, in 2001, an ID-based bilinear pairings 

defined on elliptic curves were proved and applied to cryptography [19]. 

Since then, many protocols have been designed based on the Weil pairing [19, 

20, 21, 23, 24, 25]. Now, we briefly introduce bilinear pairings as follows. 

 

Let P be a generator of G1 that is a cyclic group whose order is a prime q 

and G2 be a cyclic multiplicative group of the same order. We assume that 

solving the discrete logarithm problem (DLP) in both G1 and G2 is difficult 

in polynomial time. Let e: G1×G1→G2 be a bilinear pairing satisfying the 

following conditions. 

.1),(such that   and  exists  there:degenerate-Non (3)
., allfor  ),( compute  toalgorithmefficient an  is There :ityComputabil (2)

.,, and ,any for  ,),(),( :Bilinear (1)
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1

1

≠∈∈
∈

∈∈=

QPeGQGP
GQPQPe

GRQPZbaQPebQaPe q
ab

    

 Then, we make a description of BDHP (Bilinear Deffie-Hellman 

problem) as follows: Using  to compute , for any 

 and . 

)(P,aP,bP,cP abcQPe ),(

qZca,b ∈, 1GP,Q∈
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Generally speaking, it is hard to solve the BDHP in polynomial time. 

The security level of bilinear pairings is equal to the discrete logarithm 

problem but with more efficiency. 

 

2.2. Diffie-Hellman Problems 

With the group G1 described in section 2.1, the following hard 

cryptographic problems have been defined which are applied to our proposed 

scheme. 

(1). Discrete Logarithm (DL) Problem: Given P, Q Є G1, find an integer 

n such that P=nQ whenever such integer exists. 

(2). Computational Diffie-Hellman (CDH) Problem: Given a triple (P, aP, 

bP) Є G1 for a, b Є Zq*, find the element abP. 

(3). Decision Diffie-Hellman (DDH) problem: Given a quadruple (P, aP, 

bP, cP) Є G1 for a, b, c Є Zq*, decide whether c=ab mod q or not. 

(4). Gap Diffie-Hellman (GDH) Problem: A class of problems where the 

CDH problem is hard but DDH problem is easy. 

(5). Bilinear Diffie-Hellman (BDH) Problem: Given a quadruple (P, aP, 

bP, cP) Є G1 for some a, b, c Є Zq*, compute ẽ(P,P)abc. 

Groups in which the CDH problem is hard but DDH problem is easy are 

called GAP Diffie-Hellman (GDH) groups. 

 

2.3. Characteristics of Wireless System 

The major challenges in designing protocol for ad hoc networks are the 

lack of a fixed infrastructure and the highly dynamic nature since nodes can 

join and leave the network at any time. Ad hoc networks generally have the 
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following characteristics: 

(1). Dynamic network topology: 

The topology of the network may change frequently, since the nodes are 

mobile. 

(2). Limited bandwidth:  

The bandwidth of wireless systems is lower than traditional network 

systems. This may limit the number and size of messages sent during 

protocol execution. 

(3). Energy constrained nodes:  

Nodes in ad hoc networks usually use batteries as their power source. 

(4). Limited security:  

The wireless network usually has limited security support. 
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3. Proposed scheme 

 
For traditional schemes in securing ad hoc routing are too complex in 

concept. And the key distribution is a main problem in the system. In this 

paper, we propose a novel scheme based on bilinear pairing to resolve these 

problems. We first make the assumptions of our protocol in Section 3.1. Then, 

show our protocol in Section 3.2. 

 

3.1.  Assumptions 

In our protocol, we make the following assumptions. 

(1) Links between wireless nodes are symmetric. That is, if node A is in 

the transmission range of node B, then node B is in the transmission 

range of node A as well. 

 

(2) Each wireless node has a unique identifier which can make the node 

uniquely recognizable in the network. 

 

(3) Adversaries have unbounded eavesdropping capability but only with 

bounded computing and node intrusion capabilities. 

 

3.2. Our proposed protocol 

After introducing our system’s assumptions, we now present our protocol. 

It consists of four phases: (1) Setup phase, (2) Request phase, (3) Reply phase, 

and (4) Data transfer phase. In the following, we will first list the definitions 
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of used notations in table 1, and then describe the four phases. 

 
Table 1. definitions of used notations in our protocol 

TA the trusted authority 

PT a pseudonym table 

s the private key of TA 

SP the public key of trusted party (=sP) and P is a generator 

Qi the public key of node i 

Si the private key (=sQi) of node i, computed by TA 

Sq an unique number used in the Request/Reply phase 

r’  a random number chosen by the source node 

r” a random number chosen by the source node 

rk a random number chosen by system administrator in time interval k 

T the timestamp of a node 

G1 an additive cyclic group of prime order q 

G2 a multiplicative cyclic group of prime order q 

H (.) a collision resistant hash function, mapping a point in G2 to a bit string 

e a bilinear pairing map, e: G1 × G1→ G2

EnSK(M) a message M encrypted with key SK  

Nij a point in G2 computed as e(Si , Qj ) = e(Qi , Sj ), for j = 1 to N and i ≠ j 

 
(1) Setup phase 

In our protocol, there exists a trusted third party. TA. He produces a 

private key s and a generator P. Then, he calculates his public key as SP. 

When node i wants to join the network, TA will distribute a public/private key 

pair, Qi/Si for him and a random number table which contain many random 

number by used in each time to him. Node i can then use his private key and 

random number table to calculate the pseudonym shared with other nodes and 

build up two pseudonym tables. He computes the pseudonym shared with 

node j as H(rkNij)= H(rke(Si, Qj)), (for j=1 to N and i≠j under the assumption 
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that there are N nodes in the network). Each two pseudonym tables has two 

fields, Node ID and Pseudonym. One is for sending and the other for 

receiving. We name the one for sending as sending Pseudonym table and the 

other for receiving as receiving Pseudonym table as shown in figure l. 

 

 

 

In addition, each node also calculate e(P, Sj) employ the generator P and 

private key of themselves and builds up the private table in advance. The 

private table has two fields, Node ID and the value calculated by bilinear pair 

which contains SP and public key of each node. It is shown in figure 2. 

 

……

……
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(2) Request phase 

Whenever node i wants to send confidential data to node j in the time 

internal k, he would perform the following steps. 

Step1. Chooses two random numbers r’, r” and searches the sending PT 

using j as index to find H(rkNij). 

Step2. Generates a unique Sq1 for this route, computes r’Qi, 

,  and pre-computes session key 

shared with node j as SK=H(e(r’Si, r”Qj)). 

"r)H(N ⊕ij jijk )),(( QSPeH)NH(r ⊕

Step3. Makes a Request packet, [Sq1, )),(( jijk QSPeH)NH(r ⊕ , "r)H(Nij ⊕ , 

r’Qi, T], and broadcasts this packet to all other nodes within its 

wireless transmission range. 

Step4. When all nodes receiving the packet, each node, say node B, 

would check to see if the packet has already been received using 

the unique Sq1. If it has been, he rejects. Otherwise, node B 

stores the value of r’Qi which is to be used as an indicator for 

deciding whether to drop the packet in the reply phase and 

computes , getting H(r)),(()),(()( SPeHQSPeHNrH ⊕⊕ jjijk kNij)’. 

Then he uses H(rkNij)’ as index to search his receiving 

pseudonym table. If he can find such an item, then he is the 

destination node. He then knows node i wants to communicate 

with him by extracting the corresponding Node ID in his 

receiving pseudonym table. (Here, we assume that the field value 

in the corresponding Node ID of his receiving pseudonym table 

is i). Then, node B broadcasts the packet to all other nodes within 
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its wireless transmission range. 

Step5. Go to Step4. 

 
(3) Reply phase 

In this phase, whenever destination node j responds to source node i, he 
will perform the following steps.  

Step1. Generates a unique Sq2 for reply phase, computes )"()( r)H(NNH ijij ⊕⊕ , 

getting r” and computes the session key shared with node i 

as . ))',"(( QrSreH ij

ji

ji

Step2. Broadcasts the packet = [Sq2, ,  , T+1], to all other nodes 

within its wireless transmission range. 

iQr ' jQr"

Step3. When all nodes receiving the packet, each node, say node B, would 

check to see if the packet has already been received using the unique 

Sq2. If it has been, he rejects. Otherwise, he checks  to see if this 

is the value stored in the request phase. If so, either he is the source 

node or the intermediate node. If he is the source node, he can use the 

session key  to communicate with node j. If he is the 

intermediate node, he broadcasts the message to all other nodes 

within its wireless transmission range. Else, he is not both of the two 

cases, he rejects. 

iQr '

))",'(( QrSreH

 
(4) Data transfer phase 

After completing the request and reply phases, the two communicating 

parties has established a common session. For node i, he computes SK 

 and for node j, he computes )))",'((( QrSreH= ))',"(( ij QrSreHSK = . Then they 
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use SK to communicate with each other. Source node i sends the confidential 

M to the destination node j by broadcasting the data packet, [  , r’QSKM ][ i, T’], 

to all other nodes within its wireless transmission range. After receiving the 

data packet, only node j can decrypt the message [M]SK. Since node j is the 

only node who can compute the session key SK(= H(e(r”Sj, r’Qi))). 

 
Node i

Figure 3. Our Protocol

Node B Node j

],',")()),,(()(,1)[1( TiQrrijNHjQSPeHijNkrHsq ⊕⊕

],',")()),,(()(,1)[2( TiQrrijNHjQSPeHijNkrHsq ⊕⊕

]1,",',)[3( 2 +TjQriQrsq

]1,",',)[4( 2 +TjQriQrsq

]',',))[(5( TiQrSKM ]',',))[(6( TiQrSKM
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4. Security analysis 

 
In this section, we analyze our protocol on the route anonymity property 

and the route security properties including: (1) against man in the middle 

attack, (2) backward and forward secrecy, and (3) untracebility. We describe 

them as follows. 

 

4.1 Route anonymity 

Only the destination node j can know where the packet comes from 

computing )),(()()),(( QSPeHNrHSPeH jijkj ⊕⊕ , obtaining H(rkNij). Although an 

attacker can acquire the value of H(rkNij), he can’t find who is the destination 

node and who is the source node by searching his receiving PT. Since there 

doesn’t exist a table entry consisting such a value. Therefore, our protocol 

possesses the anonymity property of the route for both of the source and the 

destination nodes. 

 

4.2 Route security 

(1) Against man in the middle attack (MIMA) 

Man in the middle attack means that there is an adversary E sniffing 

transmitted information on a communication line between the sender and 

receiver. He wants to impersonate the source node to destination node without 

being detected and vice versa. In our protocol, after the setup phase, each 

node has his two sorted PTs. Although E can obtain H(rkNij), E can’t know 

who the two communicating parties are. Not to mention, he can compute their 
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session key. Moreover, due to the session key computation of a 

communicating pair is either  or , an attacker, 

without knowing S

)",'(( QrSreH ji ij

ji ij

)',"(( QrSreH

i and Sj, can not impersonate i to communicate with j and 

vice versa. Therefore, the MIMA fails in our protocol. 

 

(2) The backward and forward secrecy 

Backward secrecy means that when the current session key of two nodes 

is compromised, their session keys used before are still secure. Similarly, the 

forward secrecy is defined in the other direction. In our protocol, the session 

key between a pair of nodes is computed by  or . 

Other than S

)",'(( QrSreH )',"(( QrSreH

i, Sj, Qi and Qj, the session key computation also depends on the 

two random numbers, r’ and r” which can assure the independence of each 

session key. Hence, our protocol possesses the forward and backward secrecy. 

 

(3) Untraceable 

On our scheme, we use H(rk,Nij) as an index to search the receiving PT. 

 is a random number. An attacker can not know which pair 

of nodes to communicate with each other. Although he has 

)),(()( jijk QSPeHNrH ⊕

││R
1  probability 

(there have R nodes between source and destination node in the ad hoc 

network) to guess out which node the source wants to communicate with and 

computes )),(())),(()(( QSPeHQSPeHNrH jjijk ⊕⊕ , obtaining , he can not knows 

who is the source node. 

)( NrH ijk
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5. Performance and Security comparisons 

 
In this section, we compare the performance of our protocol in the aspect 

of: (1) computational cost and bandwidth consumption, and (2) security 

attributes, with some other studies in Section 5.1 and Section 5.2, respectively. 

The definitions of used notations are listed in table 2. The computational cost 

comparisons and bandwidth consumption comparisons are shown in table 3 

and table 4, corresponding. Then, the comparisons of security attributes and 

necessity of pre-sharing secret keys are given in table 5. For clarity, in our 

comparisons, we assume that there are n intermediate nodes between the 

source node and the destination node. 

 
Table 2. Notations used in the comparisons 

S searching the PT 
♁ an exclusive or operation 
Bp a bilinear pairing operation 
Exp a modular exponential operation for computing temporary public key 

Asym an operation using of asymmetric approach to en/decrypt messages 
Sym an operation using of symmetric approach to en/decrypt messages 
H an one-way hash function operation 
n the number of all intermediate nodes 

cmp the number of comparisons 
crte the number of creating table entries 
mul a point multiplication in G1
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5.1 Comparisons of computational cost and bandwidth consumption 
(1) Computational Cost Comparisons 

Table 3. Computational cost comparisons 
Protocol

s Our protocol ASR [1] SDAR [2] SARPAKE [3] MASK [7] ARM [9] 

Request 

♁: n+4 
S: n+1 
mul: 1 

Asym:(n+2),  
Exp:2,  
H:2, 

Asym:5n+4, 
Sym: 2, 
H: 2n+2, 
crte: n+2 

Asym: (n+2), 
Exp: 1, H: 2, 
cmp: 1 

crte: n+2 ASym:2(n+1)
, Sym: (n+4),
Exp: 1 

Reply 

mul : 1 
S: n+1 

Asym:(n+1), 
Sym:3n+5, 
cmp:(n+2), 

Sym: 5n-4, 
H: 8n-9, 

Asym: (2n+3), 
Exp: 3, H: 2, 
cmp: 1 

Sym: n+2 
crte: n+2 

Asym: (n+1),
Sym: (n+6), 
cmp: (n+1) 

Total 

♁: n+4 
S: 2n+2 
mul: 2 

Asym:2n+3,  
Sym:3n+5, 
cmp:(n+2), 
Exp:2, 
H:2, 

Asym:5n+4, 
Sym: 5n-2, 
H: 10n-7, 
crte: n+2 

Asym: 3n+5, 
Exp: 4, H: 4, 
cmp: 2 

Sym: n+2 
crte: 2n+4 

ASym:3n+3, 
Sym: 2n+10, 
Exp: 1 
cmp: (n+1) 

 

In our protocol, each bilinear pair operation can be pre-computed before 

the protocol run. Hence, we omit these bilinear pair operations in 

computational cost comparisons. When a source node wants to transmit a 

request packet to a destination node, he needs 2♁ + 1mul (r’Qi), the other n 

intermediate nodes (we assume that there are n intermediate nodes) each need 

(1 +1S)♁  operations and the destination node needs (2 +1S)♁  operations. 

Totally, it needs (n+4)♁(n+ 1)S, and 1mul. In reply phase, the computation 

cast of destination node needs 1mul (r”Qj) operation. The source node needs 

1S operation and the n neighbor nodes each need 1S operation. They only 

forward, drop or accept the packet. Totally, it sums up to (n+1)S+1mul. In [1], 

to transmit a RREQ packet, the source and destination node both need 1H + 

1Asym + 1Exp, the other n intermediate nodes each needs 1Asym. In RREP 
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phase, it totally needs (n+2) cmp, (n+1) Asym for computing {TD}PKi, (n+1) 

Sym for computing TD(seq, Ks) and 2(n+2) Sym for computing Ks(seq, END). 

To sum up, in this phase, it requires (n+2) cmp, (n+1) Asym and 3n+5 Sym. 

In the RREQ phase of [2], the source node needs 2Asym+1Sym+1H 

operations. Each intermediate node needs 3Asym+1H. The destination node 

needs (2n+2)Asym+1Sym+(n+1)H. To sum up, in this phase, it requires 

(5n+4) Asym, 2 Sym, (2n+2) H, (n+2) crte. In RREP phase, source node 

needs 2nSyn+3nH. Each intermediate node needs 3n-5Sym+5n-9H and the 

destination node needs (2n+2)Sym+(2n+2)H. To sum up, in this phase, it 

requires (5n-4) Sym, (8n-9) H. In the RREQ phase of [3], the source node 

needs 1Asym+1H+1Exp operations. Each intermediate node needs 1Asym. 

The destination node needs 1Asym+1H+1cmp. In the RREP phase, the 

destination node needs 1Asym+1H+2Exp. Each intermediate node needs 

2Asym and the source node needs 2Asym+1H+1Exp+1cmp. In the RREQ 

phase of [7], the source node, all intermediate nodes and the destination node 

totally need (n+2) crte operations. In the RREP phase, the source node, all 

intermediate nodes and the destination node totally needs (n+2) Sym and (n+2) 

crte operations. In [9], the source node needs 1Asym+2Sym+1Exp (1Exp for 

computing its public key), intermediate nodes need n(Sym+Asym) and 

destination node needs 2Sym+(n+1)Asym. It totally needs 

2(n+1)ASym+(n+4)Sym+1Exp in RREQ phase. In RREP phase, the source 

node needs 2Sym+1cmp, intermediate nodes need n (Sym+cmp) and 

destination node needs (n+1) Asym+4Sym, so that all need (n+1)Asym 

+(n+6)Sym +(n+1)cmp. 
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From the table (1), we can see that our scheme is the most effective 

protocol. 

 
(2) Bandwidth Consumption Comparisons 

Bandwidth consumption is an important issue in ad hoc network, for 

example, a low bandwidth consumption protocol can make the system’s 

power consumption lower and the transmission speed quicker. In the 

following, we only compare the maximal bits transferred between each pair of 

intermediate nodes in the path and assume that the symmetric encryptions 

used by protocols [1, 2, 3, 7, 9] is AES-192 and the public key used is 

RSA-1024. M presents the message the scheme encrypts. 

 

For the computation in RSA and Elgamal cryptographic system is 

typically 1024 bits long. Elliptic curves (ECC) has an computational 

advantage than RSA and Elgamal, it uses only a 160 bit key to provide the 

same level of security. The bits length of the parameters transferred in our 

scheme, ,)),(( jijk QSPeH)NH(r ⊕ "r)H(Nij ⊕ , r’Qi, T, is 160*4 in request phase. And the 

bits of transferred parameters, ,  , T+1, are 160*3 bits in reply 

phase. 

iQr ' jQr"

 

In [1], the scheme needs 192*2 (KT(M), KS(M)) + 1024 (PKO) + 128 

(random number) bits in Route Request phase. And 1024 (PKi) + 192 (TD(M)) 

bits in Route Response message with PKi and TD. In [2], the size of message 

transmitted is 160*(n + 1) + 192 + 1024 bits in path discovery phase and 192 
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bits in path reverse phase. In [3], it costs 1024 bits in path discovery phase 

and 1024*2 bits in reverse phase. In [7], it costs 128*2 bits in anonymous 

route discovery phase and 192 + 128 bits in route reply phase. In [9], it costs 

128*2 + 160*2 + 192 + 1024 bits in discovery phase and 192*2 bits in reply 

phase. We show our comparisons in table 4. 

 
Table 4.  Comparisons of bandwidth consumption of our protocol with others 

Protocols Our 
protocol ASR [1] SDAR [2] SARPAKE 

[3] MASK [7] ARM [9] 

Request 4*160 192*2 + 1024 
+ 128 

160*(n + 1) + 
192 + 1024 1024 128*2 

128*2 + 
160*2 + 192 

+ 1024 

Reply 3*160 192 192*(n + 1) 1024*2 192 + 128 192*2 

Total 1120 1536 352*n + 1568 3072 576 2176 

 

5.2 Security attributes Comparisons 

 
Table 5. Comparisons of security and necessity of pre-sharing secret keys 

Protocols Our 
protocol

ASR  
[1] 

SDAR 
[2] 

SARPAKE 
[3] 

MASK  
[7] 

ARM 
[9] 

MIMA attack resistance yes yes yes yes yes yes 

Anonymity yes yes yes yes no yes 

backward and forward secrecy yes no yes yes yes yes 

Needn’t pre-share secret keys yes no no no no no 

untraceable yes no no no no no  

 

In this section, we explore the security attributes of the other protocols [1, 

2, 3, 7, 9], are path-based methods and hence easier to be traced if there exists 

a system monitor. Besides, they all need preshare secret keys. Moreover, in 
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[1], doesn’t possess forward and backward secrecy since they assume a 

secrecy shared between the source and destination node but doesn’t update it 

in each session. In [7] put the identity of destination node in RREQ message, 

intermediate node would know who destination node is. This violates the 

anonymity property [13]. Azzedline Boukerche et al.’s scheme [2] would have 

risk to be traced, since every intermediate node would produce a symmetric 

key and forward with RREQ message to destination node, then destination 

node would employ the symmetric key to encryption the RREP message layer 

by layer. This scheme would have the risk for adversary to trace the source 

node. Rongxing Lu et al.’s research [3] also have the same risk, since they 

employ the public key of ancestor node to encryption the message in path 

reverse phase that would account the adversary to trace RREP message and 

find source node. Yanchao Zhang et al.’s research [7] assumes each pair of 

nodes has the session key to encryption the reply message and that would also 

have risk to be traced to find the source node. After the comparisons as shown 

in table 5. We can conclude that our protocol not only can satisfy the security 

requirements but also is more efficient in bandwidth consumption than other 

schemes. 

 

 From table 4 and table 5, we can see that our scheme outperforms all 

of the proposed schemes in route anonymity and security except for [7]. It 

seems that our scheme is less efficient than [7]. However, [7] needs to 

pre-share secret keys among all nodes in the network in advance and can’t 

achieve the anonymous property as pointed by [13]. 
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6. Discussion 

 
In this session, we describe how our scheme can achieve the requirement 

of preventing KCI attack. KCI attack means that when the private key of a 

node has been compromised, the adversary can impersonate the other node to 

communicate with the compromised node. We can enhance our protocol and 

describe the needed changes in the corresponding phase as follows. The 

enhanced protocol is also depicted in figure 4. 

 

],',")()),,'(()(,)[1( 1 TQrrNHQSreHNrHSq iijjiijk ⊕⊕

],',")()),,'(()(,)[2( 1 TQrrNHQSreHNrHSq iijjiijk ⊕⊕

]1,",',)[3( 2 +TQrQrSq ji

]1,",',)[4( 2 +TQrQrSq ji

]',',))[(5( TQrM iSK ]',',))[(6( TQrM iSK

 
 

(a) Request phase 

Whenever node i wants to send confidential data to node j, he performs 

the following steps. 

Step1. Chooses two random numbers r’, r” and searches the sending PT 

using j as index to find H(rkNij). 
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Step2. Generates a unique Sq1 for this route, computes r’Qi, ")( rNH ij ⊕  

and . )),'(()( jiijk QSreHNrH ⊕

Step3. Makes a Request packet, [Sq1, H(rk )),'(() jiij QSreHN ⊕ , , 

, T], and broadcasts this packet to all other nodes within its 

wireless transmission range. 

")( rNH ij ⊕

i

i

Bijiijk

Qr '

Step4. When all nodes receiving the packet, each node, say node B, 

would check to see if the packet has already been received using 

the unique Sq1. If it has been, he rejects. Otherwise, node B 

stores the value of and computes: Qr '

),'(()),'(()( SQreHQSreHNrH ⊕⊕ , getting H(rkNij)’. Then he 

uses H(rkNij)’ as index to search his receiving pseudonym table. 

If he can find such an item, then he is the destination node. He 

knows node i wants to communicate with him by extracting out 

the corresponding Node ID in the receiving pseudonym table. 

Here, we assume that the field value in the corresponding Node 

ID of his receiving pseudonym table is i. Otherwise, node B 

broadcasts the packet to all other nodes within its wireless 

transmission range. 

Step5. Goes to Step4. 
 

(b) Reply phase 

In this phase, whenever destination node j receives the request packet 

and responds to source node i, he will perform the following steps.  
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Step1. Computes , obtaining 

. Then, uses  as the searching key to search his 

receiving PT. Here, we assume the corresponding field value of 

node ID is i. 

)),'(()()),'(( jiijkji QSreHNrHSQreH ⊕⊕

)( ijk NrH )( ijk NrH

Step2. Generates a unique Sq2, computes )")(()( rNHNH ijij ⊕⊕ , getting r” 

and computes the session key shared with node i as . ))',"(( QrSreH ij

ji

Step3. Broadcasts the packet = [Sq2, ,  , T+1], to all other 

nodes within its wireless transmission range. 

iQr ' jQr"

Step4. When all nodes receiving the packet, each node, say node B, 

would check to see if the packet has already been received using 

the unique Sq2. If so, he rejects. Otherwise, he checks  to 

see if this is the exact value stored in the request phase. If it is, 

then either he is the source node or the intermediate node. If he is 

the source node, then he can use the session key  

to communicate with j; otherwise, if he is the intermediate node, 

he broadcasts the message to all other nodes within its wireless 

transmission range. Else, he is not both the two cases, he rejects. 

iQr '

))",'(( QrSreH

Step5. Goes to Step4. 

 

(c) Data transfer phase 

After completing the request and reply phases, the two communicating 

parties, node i and j, has established a common session key SK 
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)))",'((( ji QrSreH= . Then they use SK to encrypt the exchanged message M. The 

transmitted data packet would consist of EnSK(M), r’Qi and T’. That is, source 

node i sends the confidential M to the destination node j by broadcasting the 

data packet, [  , r’QSKM ][ i, T’], to all other nodes within its wireless 

transmission range. After receiving the data packet, only node j can decrypt 

the message [M]SK. Since he is the only node who can compute the session 

key SK(= H(e(r”Sj, r’Qi))). 

 

As an illustration of perverting KCI attack, we assume that an adversary 

E acquires the secret key Si (= sQi) of node i and wants to impersonate node j 

to communicate with node i. Although, he can compute H(rkNij)(= H(rke(Si, 

Qj))) and get r” from ")( rNH ij ⊕ . He can’t calculate the session key by 

computing SK=  for he doesn’t know the random number r’ 

(committed in ) chosen by node i due to ECDLP. In 

addition, E does not know the private key S

)",'(( ji QrSreH

)),'(()( jiijk QSreHNrH ⊕

j of node j, from the above 

mentioned, we can see that E can’t impersonate node j to communicate with 

node i. Similarly, it can be easily seen that the other direction holds as well. 

Therefore, our enhanced protocol can prevent KCI attack. 
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7. Conclusions 

 
Traditional protocols mainly use the path-based onion-like approaches to 

ensure the route anonymity in a mobile ad-hoc network. However, this is 

extremely difficult in practice to guarantee the reliability of message delivery 

since path can be traced by a malicious network monitor. Hence, in this paper 

we proposed a mutual anonymous protocol based on broadcasting feature and 

bilinear pairings to achieve mutual anonymity. In the protocol, each node 

employs the pseudonym tables to find out who will be the destined node. Up 

to now, our protocol is the first scheme which not only can provide anonymity 

property but is very efficient since the bilinear pairings of our proposed 

scheme can be pre-computed in the setup phase and thus outperforms the 

other protocols. 
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