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摘        要 

 
在現今網路快速發展的世界裡，資訊大量的公開交換取得，造成有

心人士可以輕易的竊取、偽造他人訊息，因此為保障重要資訊交換的

安全性，人們常採取許多的安全措施，其中常見的有加密及模糊傳輸

這兩種技術。首先以金鑰協商技術來說，溝通兩方在傳輸重要訊息前

先行協議建立一把共享的秘密金鑰，在 2005 年時 Zhou 他們提出一

個應用憑證以達到遠端使用者身份相互認證及會議金鑰協議。不過他

的架構存在著安全上的弱點，也就是無法阻擋攻擊者的偽裝攻擊。其

次，在 n 個訊息中挑選 k 個的模糊傳輸的技術來說，接收端只能從 n 

個訊息中獲得到 k 個，而傳送端無法得知接收端所挑選的 k 個訊

息，在 2006 年時 Kim 他們發展出一個使用RSA加密方式的安全驗證

非交換作用的糊模傳輸，不過我們發現他們的架構存在著安全上的弱

點，無法抵擋攻擊者的偽裝攻擊。 

因此，在本篇論文我們將個別的分析 Zhou 和 Kim 的架構，指出

其安全上的弱點，並提出偽裝攻擊的演算法。我們將提出一個基於橢

圓雙曲線的 n 選 k 模糊傳輸，以達到使用者相互身份驗證及有效率

溝通的安全性需求，同時在安全性和溝通效率上與現存的其它方法提

出比較。 

 

關鍵字：金鑰協議、身份認證、模糊傳輸、偽裝攻擊
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ABSTRACT 

 
The key agreement and oblivious transfer (OT) is an important 

primitive for designing secure protocols. At first, in the method of key 
agreement, two parties can establish a common secret session key over an 
insecure. In 2005, Zhou et al. proposed an end-to-end security protocol 
with certificate-based authentication to mutually authentication and session 
key agreement. But their scheme is suffers from the impersonation attack, it 
cannot achieve the claimed security. Secondly, in the oblivious transfer 
protocol, the sender has n encrypted messages to be sending to the receiver 
while the receiver only intends to get k messages among the n transmitted 
messages, the sender cannot figure out which messages the receiver 
selected. In 2006, Kim et al. proposed secure verifiable non-interactive 
oblivious transfer protocol using RSA. However, we found that their 
protocol suffers from impersonation attack. 
 We will take cryptanalysis of Zhou et al. scheme and Kim et al. 
scheme and propose impersonation attack for Zhou et al. scheme and Kim 
et al. scheme. We present an efficient mutual authentication k-out-of-n 
oblivious transfer protocol based on bilinear pairing, which offers the 
security requirements of mutual authentication and is communicationally 
efficient while compared with all of the existing schemes. 
 
Keywords: key agreement, user authentication, oblivious transfer,    

impersonation attack 
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Chapter 1 Introduction 

 
Diffie–Hellman key agreement protocol [2] is a famous scheme that 

two parties can establish a common secret session key over an insecure 

network. However, it does not authenticate the other party, thus suffers 

from the main-in-the-middle attack. In 1997, Pack [4] first discussed the 

certificate based protocols for wireless mobile communicates systems. In 

2004, based on [4], Chang et al. [3] propose a certificate-based 

authentication combined with a session key agreement protocol. In their 

scheme, the session key agreement protocol is based on the Diffie-Hellman 

key exchange protocol. In 2005, Zhou et al. [1] pointed out that Chang et 

al.’s scheme is vulnerable to the impersonation attack, and proposed an 

improved scheme to prevent this security flaw. However, after our analysis, 

we find that Zhou’s protocol is still insecure against the impersonation 

attack as well. We will show that by presenting a simple but powerful 

attack against their protocol. 

Secondly, Oblivious transfer (OT) is an important primitive for 

designing secure protocols and has been widely used as a building block 

for secure communications. It is a two-party protocol between a sender and 

a receiver. The requirement is that the sender cannot figure out which part 

of the encrypted messages transmitted are known to the receiver while the 

receiver can learn only the messages he had selected in advance. In 1981, 

Rabin [9] first proposed the concept of oblivious transfer, in which the 

sender sends an encrypted message to the receiver and the receiver can 

decrypt the message with probability 1/2. In 1985, Even et al. [9] presented 
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a generalized 1-out-of-2 oblivious transfer protocol ( ) in which the 

sender sends two encrypted messages and the receiver can decrypt only one 

message that he had chosen in advance. In 1987, Crepeau [31] also proved 

the equivalence of scheme and Rabin’s OT scheme. In 1986, Brassard 

et al. [5] further extended 1-out-of-2 OT to 1-out-of-n OT ( ) for the  

1
2OT

1
2OT

1OTn

case of n messages.  

The more general case is k-out-of-n OT ( ) in which the sender 

possesses n messages and the receiver can only obtains k messages of them, 

where k < n an   scheme can be straightly constructed by executing k 

times of scheme. However, such construction needs 2k rounds 

communication cost under the case that  is a two-round protocol. 

Many  schemes [6, 7, 10, 12, 21, 22, 23, 24, 33] were proposed to 

have a better performance in round efficiency. Among these schemes, Chu 

et al.’s [6] has the best round efficiency. It needs only 2 rounds with 

1024*(n+k+1) bits sent from the sender to the receiver and 1024k bits from 

the receiver to the sender. In 2007, Camenish et al. [7] presented a 

simulatable adaptive  with stronger security, which allows the 

receiver to choose the k messages one by one adaptively. In 2008, Chang et 

al. [27] presented a  based on blind signature and Chinese remainder 

theorem. Although Chang et al. claims that their scheme can achieve 

reducing bandwidth consumption, but its communication time is longer that 

k
nOT

k
nOT

1OTn

1
2OT

k
nOT

k
nOT

k
nOT

their scheme requires three rounds. 
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The other studies [7, 11, 14, 17, 18, 25] in OT are diverse. In 2000, 

Naor-Pinkas [25] presented distributed  protocol. The sender distributes 

her messages among n servers, and the receiver task is to make contact 

with k servers in order to get one of these messages. However, in 2007, 

Ghodosi [7] pointed out that Naor-Pinkas scheme [25] is vulnerable to 

the collaborating-server attack. In 2006, Peng [17] et al. presented an  

protocol to be employed in the optimization of bid validity verification. In 

2006, Parakh [18] also presented an OT scheme using elliptic curve, in 

order to increase the efficiency of performance. Although Parakh claims 

that their scheme can achieve oblivious transfer between two parties, we 

find that their protocol has a mistake. Since in the protocol, they assume 

that sender A has two points on an elliptic curve with two secret scalar 

multipliers respectly and the receiver B can retrieve one of these two 

secrets. However it is impossible for B to deduce such a scalar from a point 

on an elliptic curve due to the ECDLP. Hence, their assumption is incorrect. 

In 2007, Halevi et al. [14] presented a smooth projective hashing and 

two-message oblivious transfer. Their constructions do not need the 

requirement that the underlying RSA-composite is a product of safe primes. 

1
2OT

1OTn

1OTn

These recent studies are not the focus of this paper. 

However, all of the above mentioned OT protocols [6, 10, 12, 18, 20, 21, 

22, 23, 24] lack mutual authentication. It must be assumed that the two 

communicating parties communicate through a secure channel. For 

preventing attacks in an open environment such as internet, in 2006, Kim et 

al. [15] adopted additional functions into the  protocol so that the 1OT2
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receiver can authenticate the sender and prevent sender’s repudiation. 

However, we found that their protocol suffers from the impersonation 

attack. We will analyze Kim et al.’s scheme later. 

We present an efficient mutual authentication  protocol based on 

bilinear pairing, which offers the security requirements of mutual 

authentication and is computationally efficient while compared with all of 

the existing schemes. Moreover, the proposed scheme can resist various 

attacks. The structure of this thesis is organized as follows. Chapter 2 is 

preliminaries. Chapter 3 is review of Zhou et al. scheme and Kim et al. 

scheme. After that, we show our protocol in Chapter 4. Then the security 

analysis and bandwidth consumption comparisons are made in Chapter 5. 

Finally, a conclusion is given in Chapter 6. 

k
nOT
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Chapter 2 Preliminaries 

 

2.1 Bilinear pairings 

In 1984, Shamir [19] proposed an ID-based encryption and signature 

scheme, in which each user uses his identity as his public key. This makes 

the key distribution easier than the conventional ones. In 1993, Menezes et 

al. [28] proposed the concept of elliptic curve attempting to attain the same 

securing level with less computational cost. In 2001, Boneh and Franklin 

[26] first proposed a practical ID-based cryptosystem using bilinear paring 

on elliptic curve. Since then, bilinear pairings, such as Weil pairing and 

Tate pairing, defined on elliptic curves applied to cryptosystem gradually. 

Many protocols have been designed based on the Weil pairing [8, 16]. Now, 

we briefly introduce Weil paring which will be applied in our study as 

follows. 

 Let P be a generator of group G1 over a elliptic curve with order q and 

G2 be a multiplicative group of the same order. It is assumed that solving 

the discrete logarithm problem (DLP) in both G1 and G2 is difficult. Let e: 

G1×G1→G2 be the Weil pairing which has following properties [28]. 

(1) Identity: For all P∈G1, e(P,P)=1. 

(2) Alternation: For all P1, P2∈G1, e(P1,P2)= e(P2,P1). 

(3) Bilinearity: For all P1, P2, P3∈G1, e(P1+ P2, P3)= e(P1,P3) e(P2,P3). 

(4) Nondegeneracy: IF P1∈G1, then e(P1,O)=1. If e(P1,P2)=1 for all P2∈

G1, then P1=O. 
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In the following, some assumptions related to our study are listed below.  

(1) Computational Diffie-Hellman problem (CDHP): The CDHP is to 

compute abP when given P, aP and bP, where a, b∈ *
qZ . 

(2) Discrete logarithm problem (DLP): The DLP is to compute a when 

given aP, where  a∈ *
qZ . 

(3) Bilinear computational Diffie-Hellman problem (BCDHP): The 

BCDHP is to compute e(P,P)abc when given P, aP, bP and cP, where a, 

b and c∈ *
qZ . 

 

2.2 The security requirements of the oblivious transfer 

 In an  scheme, the sender sends n encrypted messages to the 

receiver while the receiver only can to get k messages which he had 

selected in advance among the n transmitted messages. It should satisfy the 

following security requirements. 

k
nOT

(1) The receiver’s privacy: after performing the protocol, the sender cannot 

figure out which messages the receiver selected. 

(2) The sender’s privacy: the receiver cannot get any knowledge about 

other messages that he did not choose. 
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Chapter 3 Review Related Paper 

 

3.1 Review of Zhou et al.’s protocol 

 In this section, we briefly review Zhou et al.’s scheme [1], then analyze 

the security features of their scheme. 

3.1.1 Zhou et al.’s protocol 

 In a typical mobile communication system (e.g., GSM), 

communication between two mobile stations (MS) is usually established 

with the aid of two base stations (BS). It is usually that both the subscriber 

account information and the personal certificates of the mobile users are 

stored in the Subscriber Identity Module (SIM) card. Several parameters in 

Chang et al.’s protocol [3] which are also used in Zhou’s protocol [1] are 

discussed as follows:  

Let g be a generator of the multiplicative group , where p is a prime, 

and both g and p are made public. The private key of MS is  and 

the public key is . Similarly, the private key and public key 

of BS are  and , respectively. For simplicity, we will 

omit the operator “ mod p” henceforth. The certificates of both MS and BS 

are represented in the following. 

*
pZ

 ZX *
pM ∈

pgY M-X
M  mod=

 ZX *
pB∈ pgY B-X

B  mod=

]),),,([,,,(
]),),,(I[,,,(

CABBBBBBB

CAMMMMMMM

SdataYIDhdataYIDCert
SdataYDhdataYIDCert

=
=

 

where h(IDi, Ri, datai)SCA means the hash value is signed by a CA’s private 

key, SCA. Both the private key XM and the certificate CertM of user M are 
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stored in the SIM card. They wished their protocol [3] to be a perfect 

protocol. However, in 2005, Zhou et al. [1] pointed out that their protocol is 

insecure. Besides, they also proposed an improvement. In the following, we 

only show Chang et al.’s protocol in figure 1 and omit the details.  

 

M
RXR

B
RXR

MB

MBB

BMMM
XR

B
XR

sk  gY  gYsk
IDIDskf

IDIDskfCertg
Certg

MBBBMM

MM

BB

===

→
→

→

++

+

+

)()(
]),[,( MSBS 3.

]),[,( ,  , BSMS 2.
 ,  MSBS 1.

：

：

：
 

 

 

 

        Figure 1: Chang’s Protocol. 
 

As for Zhou’s protocol, we describe it as follows and illustrate it in 

figure 2. 

(1) BS randomly selects a number RB, then computes BRg , and sends BRg , 

CertB to MS.  

(2) MS randomly selects a number RM, computes MRg  and 

skM= MB , where the public key of BS, YB, can be obtained from 

CertB. Finally, MS sends the message 

< ]),  > to BS. 

M -XRR
B gY )( 

,,[,(2, ,  , BMM RR
BMMM

R ggIDIDskfCertg

(3) BS computes skB= BM , and uses thus session key to check the 

validity of ]), . Finally, BS sends the message 

]),  to MS. BS and MS can confirm each other's 

identity and session key after executing their protocol. 

B

M

-XRR  gY )( 

,[,(2, ,
BM RR

BMM ggIDIDskf

 ,,[,(3, MB RR
MBB ggIDIDskf
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M
-XRR

B
-XRR

B

RR
MBB

RR
BMMM

R

B
R

skgYg Ysk
ggIDIDskf

ggIDIDskfCertg
Certg

MBMBMB

M

MB

BMM

B

===

→

→

→

)( ) (
]), ,,[,(3, MSBS 3.

]) , ,,[,(2, ,  , BSMS 2.
 ,  MSBS 1.

：

：

：

Figure 2: Zhou’s Protocol.  

3.1.2 Cryptanalysis of Zhou et al.’s protocol 

Although, Zhou et al. claimed that their scheme can resist against the 

impersonation attack. However, we still can find its mistake as illustrated in 

figure 3. 

 

B
R Certg B  1,=

E(BS) MS

1 0,(1) == BR
B g R

MB

MMBM

R-X

R
B

-XRR
BM

 g

YgY sk

)(        

(2) )( 

=

==1]) , ,,[,(2, ,  , MM R
BMMM

R gIDIDskfCertg

BM

BMB

M

-XR

-XRR
B

 g

 gYsk

)(         

)(  (3)

=

= ])1, ,,[,(3, MR
MBB gIDIDsk f

B
R Certg B  1,=

E(BS) MS

1 0,(1) == BR
B g R

MB

MMBM

R-X

R
B

-XRR
BM

 g

YgY sk

)(        

(2) )( 

=

==1]) , ,,[,(2, ,  , MM R
BMMM

R gIDIDskfCertg

BM

BMB

M

-XR

-XRR
B

 g

 gYsk

)(         

)(  (3)

=

= ])1, ,,[,(3, MR
MBB gIDIDsk f

  Figure 3: Impersonation attack against Zhou’s protocol. 

 

In our attack, we assume that an adversary E wants to impersonate BS 

to MS. We show our impersonation attack against the Zhou et al.’s protocol 

as follows. 

(1) The adversary E selects RB=0 and computes BRg =1, then he send 1, 

and CertB to MS.  
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 (2) M S  r a n d o ml y  s e l e c t s  a  n u mb e r  R M ,  c o m p u t e s  MRg a n d 

skM= MB =  MR
BY = MB R-X g )( , where the public key of BS, YB, can be 

o b t a i n e d  f r o m  C e r t B ,  t h e n  c o m p u t e s  t h e  h a s h  v a l u e , 

1]) , .  F i n a l l y ,  M S  s e n d s  t h e  m e s s a g e 

M -XRR
B gY )(  

,,[,(2, MRgBMM IDIDskf

2

   <  > to BS. 1]) ,,,[,(2, ,  , MM R
BMMM

R gIDIDskfCertg

(3) Because RB=0, the adversary E computes skB= BM = BM -XRg ) ( . 

Then E can check to see if the received hash code 

,1])  is valid using the computed session key skB. If 

it is valid, E sends the message ])1, , to MS. It is 

obvious that E can cheat MS successfully. 

B

M

-XRR  gY )(  

,[,(2, ,
MR

BMM gIDIDskf

,[,(3, MR
MBB gIDIDskf

Conversely, an adversary E can also successfully impersonate MS to 

BS in the same way. We omit the details. 

 

3.2 Review of Kim et al.s’ protocol 

3.2.1 Kim et al.’s  protocol 1OT

In 2006, Kim et al. proposed a secure verifiable non-interactive 

oblivious transfer protocols using RSA. Their method hopes to enable the 

receiver to authenticate the sender and prevent the sender from denying 

what he/she had sent. Their protocol contains two phases: (1) 

pre-processing phase and (2) obliviously transferring phase. We describe 

their scheme as follows and illustrate it in figure 1. 

(1) Pre-processing phase 

In this phase, the system, Alice and Bob perform the following four 
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steps: 

(a) A large prime p, a generator g of *
pZ , and a parameter *

pZC∈ are 

stored in the public directory. 

(b) Bob selects a secret random number x and then publishes his OT 

public key as ⎟
⎠

⎞  ⎜
⎝

⎛
10 , ββ ⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
= x

xx
x g

g
c

g
cg ,or   , . 

(c) Alice checks whether β0 ·β1 = C holds. If it  holds, Alice accepts 

the validity of Bob’s OT public key (β0, β1). 

(d) Bob has his RSA private key dB and public key (nB, eB); Alice has 

her RSA private key dA and public key (nA, eA). 

(2) Obliviously transferring phase:  

when Alice wants to obliviously transfer messages to Bob, they run 

their non-interactive oblivious transformation (NIOT) protocol as 

follows: 

(a) Alice encrypts messages m0 and m1 by using Elgamal encryption 

scheme, producing ( ) ( ) ( )10111000 , and,,,, 1100 XXX  βmg X βmgX A
kkkk ≡≡≡ , 

where k0 and k1 are random integers from *
pZ . Then, Alice signs on 

the message MA which he wants to send to Bob with her RSA private 

key and encrypts the result with Bob’s RSA public key, obtaining CA. 

That is, . mod  Finally, Alice sends XA, MA and 

CA to Bob. 

) mod( B
e

A
d

AA nnMC BA=

(b) After receiving XA, MA and CA, Bob decrypts CA by computing 

A  to obtain AMn
B

d
A n nC AB  mod)mod( ′ . Then, he compares the equality 

of MA and AM ′ . If they are the same, Bob authenticates Alice’s 
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identify; otherwise, Bob drops the receiving message.  

(c) Finally, Bob can obtain the plaintext m0 or m1 that he has set in the 

pre-processing phase. Since he knows the secret random number x, 

by using the decryption of Elgamal, if he sets (β0, β1) as ( x
x

g
cg  , ), 

he can obtain m0. Else, if he sets (β0, β1) as ( x
x g

g
c  , ), he can 

obtain m1 

Alice Bob 

(1) pre-processing phase: 
RSA public key: (nA, eA) 
RSA private key: dA 

 

 
OT public key: 

 ,or    ,, 10 ⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
=⎟

⎠
⎞⎜

⎝
⎛ x

xx
x g

g
c

g
cgββ  

OT private key: x 
RSA public key: ( nB, eB) 
RSA private key: dB 

(2) obliviously transferring phase:  
1. computes Elgamel encryptions for message m0 and m1 

. , where

), ,( and ), ,(

), ,(

10

1011

00

11

00

*
qR

A
kk

kk

Zkk

XXXβmgX

βmgX

∈

==

=

 

2. computes , BAAA
ed  n nMC BA mod)mod(=

  where MA is a message from Alice to Bob. 
 
                          XA, MA, CA 

 

1}. {0,  where,)/(   

plaintext computes 3.
stops.  if 2.

. mod) mod( computes 1.

∈=

≠′
=′

bgβmm

MM
nnCM

xkk
bbb

AA

A
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 Figure 4: Kim et al.s’ protocol 
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3.2.2 Cryptanalysis of Kim’s NIOT scheme 

 Although, Kim et al. claimed that, in their scheme, Bob can 

authenticate Alice and prevent Alice’s denial of what she had sent by 

checking whether  holds. However, XA has never 

been signed by Alice. Hence, it exposes a serious vulnerability that any 

adversary E can impersonate Alice to communicate with Bob. We describe 

this impersonation attack as follows： 

A
e

B
d

AA nnCM AB  mod) mod(=

(1) When E intercepts XA , CA and MA sent from Alice to Bob, he can 

compute another couple ))(,( 10 AXXX ′=′′  in the same manner specified 

in Section 3.(2).(a). Then he sends AX ′  and CA , MA to Bob.  

(2) After receiving AX ′ , CA and MA from E , Bob will verify the received 

message as being authentic if A . Thus, 

adversary E can easily impersonate Alice to communicate with Bob. 

e
B

d
AA nnCM AB  mod) mod(=

Moreover, since that (nA, eA) and (nB, eB) are Alice’s and Bob’s public 

keys, respectively. If nA > nB, then the message cannot be recovered by Bob. 

This is known as the reblocking problem [29]. 
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Chapter 4 Proposed scheme 

 
 In this section, we describe our mutual authentication scheme using 

bilinear pairing. Although the performance of implementing bilinear 

pairings are generally more expensive than other cryptographic operations 

such as elliptic curve and modulo exponentiation [23], it can make key 

distribution easier. Moreover, if the protocol is well designed, it can resist 

KCI attack which means that, to some extent, it is more robust in security 

than the other kind of cryptographic protocols. 

k
nOT

In our scheme, we assume that there exists a key generation center 

(KGC). It initially selects q, G1, G2, and e as defined in Section 2.1. It also 

chooses P as the generator of G1 and defines two one-way hash functions 

H1:{0;1}*→G1 and H2:{0,1}*→{0,1}l. Moreover, it selects  as 

secure master key and computes its corresponding public key Ppub=sP, then 

it publishes the system public parameters, {G1,G2, e, q, P, Ppub, H, H1 }. 

After that, an user U, can register his/her identity IDU to KGC. KGC will 

compute a public/private key pair QU/SU for U, where 

. When a sender (owning QS/SS) possessing n 

messages, , wants to obliviously transfer messages 

messages to the receiver (owning QR/SR), they will execute 

the following protocol, where are the choice indices selected 

by the receiver in advance. The protocol is also depicted in Figure 5. 

*
q Zs∈

UUUU sQ S IDHQ == and)(1

nmmm  ,...and, 21

nmmm  ,...and, 21

kσσσ  ,...and, 21

(1) The receiver randomly chooses two integers, a and *
qZb  ∈ , and 
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compute V=abQR and Rjj SbHV )(σ= , where j=1,2,…,k. Then, he 

generates a signature by computing RhS SVHh == and )( . Finally, he 

sends SV  to the sender. VVID kR  and  ... ,  ,  , 1

(2) On receiving S  from the receiver, the sender 

computes )(VH

VVVID KR  and  ... ,  ,  , 1

h =  and verifies the receiver’s signature by checking 

whether the equation ) ,(  )( Rpub hQPeP,Se = holds. If it holds, he believes 

that the receiver is the intended party. Then, he randomly chooses an 

integer *
qZc  ∈  , and computes )), , where 

j=1,…,k, i=1,…,n. He then sends n  to the receiver. 

)((( , c
Siijj SViHeHmccVU ⊕==

k ccUU  and ... ,,, ... , 11

(3) On receiving the message n , the receiver can obtain 

the intended k plaintexts by computing )), , for j=1 

to k. 

j ccUU  and... ,,, ... , 11

(( a
sjσσ QUeHcm

jj
⊕=

 

 

)/(Receiver  RR SQ

R

Rjj

R

*
q

hS, SVHh

kjSbHV

abQV

Zba

==

==

=

∈

)(

,...,1  ,)(
computes

  ,  choosesrandomly 

σ

)),(( a
sjσσ QUeHcm

jj
⊕=nk ccUU  ,...,, ,..., (2) 11

SVVVID  , ,...,  ,  ,(1)

ni
SViHeHmc

cVU

Zc

hQPeSPe
VHh

c
Sii

jj

*
q

Rpub

,...,1
)),)(((

computes

  choosesrandomly 

) ,(),(
)(

computes

=
⊕=

=

∈

=
=

)/(Sender SS SQ

 

kR 1

Figure 5: The proposed k-out-of-n OT scheme 
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Chapter 5 Security analysis and bandwidth 

comparisons 

 

5.1  Security analysis 

In this section, we will analyze our protocol to show that it satisfies the 

security requirements of an OT scheme by using the following claims. 

Claim1. Correctness: if the receiver properly executes the protocol, he can 

obtain the exact k messages. 

Proof: it can be easily seen that the receiver will obtain the exact k 

messages he selected by computing 

 

. 

)),)((()),(( a
sRjσ

a
sjσ QbcsQHeHcQUeHc

jj
σ⊕=⊕

jjj σ
c

Sjσ
c

sRjσ mSVHeHcsQabQHeHc =⊕=⊕= )),)((()),)((( σσ

Claim2. The proposed scheme satisfies the receiver’s privacy. 

Proof: In our scheme, the receiver chooses a randomized factor b each 

time to protect his choice indices jσ  by the form of Rjj SbHV )(σ= , 

where jσ is the choice indices, j=1,2,…,k, and is the 

receiver’s private key. Nobody except the receiver can obtain , 

the clear message of his choice , since he does not know the 

secrecy  and random number b. Even the attacker can know 

the secrecy , without the knowledge of b and , he can not 

compute 

RS

jσ
m

jσ

RS

RS jσ

)( jbH σ  to obtain Vj which is necessary for the sender to 
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compute Uj and then for the receiver to decrypt . 
jσ

c

Claim3. The proposed scheme satisfies the sender’s privacy.  

Proof: Since the messages mi are masked by XOR operation 

with , and the sender just sends  to 

the receiver, the receiver can get only k messages, 

. For the other unselected encrypted 

messages for 

)),)((( c
SSViHeH kUUU  ,...and , 21

kσσσ mmm  ,...and,
21

)),)((( c
Sii SViHeHmc ⊕= kσσσi ,.. , 21∉ , for decryption 

the receiver would get the plaintext only in case that he could 

compute the value of . However, we know 

that  . Although 

the receiver can compute , he cannot compute 

 due to lack of knowledge c. 

)),)((( c
SSViHeH

=c
SSViHe ) ,)(( c

SR
c

SR QabSiHesQabQiHe ),)((),)(( =

),)(( SR QabSiHe

c
SR QabSiHe ),)((

Claim4. The proposed scheme can achieve mutual authentication. 

Proof: Obviously, the sender can verify the identity of the receiver by 

authenticating it’s signature which we have described in (2) of 

Section4. Now, we will show that how the receiver can 

authenticate the sender. As the ciphertext 

 is calculated by using the sender’s 

private key , the receiver can compute the planintext only 

via using sender’s public key . This means that only the true 

sender can compute proper , for i=1 to n; thus, the receiver can 

authenticate the sender. 

)),)((( c
Sii SViHeHmc ⊕=

SS
jσ

m

SQ

ic
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Claim5. The proposed scheme can resist replay attack. 

Proof: Assume that an adversary eavesdrops on the receiver’s OT 

request and replays it later. When he receives the sender’s 

response (U1,…,Uk, c1,…,cn), he can not decrypt any one of the n 

encrypted messages nici   to1 , =  by computing 

since he hasn’t the knowledge a. It is 

computationally infeasible for him to extract a from  due 

to the ECDLP assumption. 

))),((( a
Sjii QUeHcm ⊕=

RabQV =

Claim6. The proposed scheme can resist KCI attack. 

Proof: KCI attack means that when the secret key of a member has been 

compromised, an adversary can impersonate the other member to 

communicate with him. To illustrate our assertion, in the 

following, we consider two cases, (a) and (b), of KCI attacks. 

(a) Suppose that the sender’s private key )( SS sQS =  has been 

compromised by an adversary E and E tries to impersonate the 

receiver R to communicate with him. It can be easily seen that 

E will fail in such attack. For E dose not have the receiver’s 

private key, E can not successfully forge S to be 

verified as valid by the sender, where S

VV j ′′′  and  ,

′is a signature of the 

receiver. Therefore, E can not succeed in such attack.   

(b) Suppose that R’s private key )RsQ(RS =  had been 

compromised by an adversary E and E tries to impersonate the 

sender S to communicate with him. We argue that E will fail. 
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It is because E can not compute the valid ciphertext ic since he 

knows none of the knowledge of the sender’s private key SS .  

Form the above analysis of (a) and (b), we prove the claim. 

Claim7. The proposed scheme can resist man-in the –middle attack 

(MIMA).  

Proof: MIMA is an attack that an adversary E slinkingly intercepts the 

communication line between the two communicating parties and 

uses some means to make them believe that they are talking to the 

intended party. Figure 6 illustrates the scenario of such MIMA. 

We argue that the adversary E cannot succeed in this scenario. 

First, E can not generate message (2) since he can not forge a 

valid signature  to be verified by the sender without the 

knowledge of Receiver’s private key. Secondly, although E can 

replace with

S ′

V RQbaV ′′=′ , withjU jj VcU ′=′ . However, he can’t 

compute . For he does not know 

. Without the knowledge of  E cannot correctly decrypt or 

forge any valid 

=′ ′c
SSViHe ) ,)(( c

SR QSbaiHe ′′′ ),)((

RS RS ic

ncc ′′,...,1 which each is computed by 

 

= = , where 

)),)((( c
Sii SViHeHmc ⊕′=′

)),)((( c
SRi SabQiHeHm ⊕′ )),)((( c

SRi QabSiHeHm ⊕′ im′ is 

E’s forged message. Therefore, we can conclude that our scheme 

       can resist against MIMA attack. 
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)/(Receiver  RR SQ

nj ccUU  ... ,, ... ,(3) 11

SVVVID jR  , ... ,  ,  ,(1) 1

)/(Sender SS SQ )/( EE SQE 

SVVVID jR  , ...,  ,  ,(2) 1′

nj ccUU ′′ ′ ′  ... ,, ... ,(4) 11

Figure 6: The scenario of man-in-the-middle attack   

 

5.2   Bandwidth consumption comparisons 

 Bandwidth consumption is an important consideration in a busy 

network in which the time is not so critical, for example, the end-of-day 

financial settlement for the commercial transactions in a day. Due 

to scheme is more general and practical for real applications than the 

other OT schemes, in this paper, we focus our comparisons on the 

bandwidth consumption of our  with the other existing  schemes. 

To our best knowledge, Chu et al. [6] is the most efficient  scheme at 

present. Hence, we will compare the bandwidth consumption of our 

scheme with Chu et al.’s. In addition, we also compare our scheme with 

some other famous  schemes such as, [23] and [24], and recent  

studies [10, 22]. 

k
nOT

k
nOT k

nOT

k
nOT

k
nOT k

nOT

 For the computation in RSA/Elgamal cryptographic system is typically 

1024 bits long. Elliptic curves (ECC) has an computational advantage than 

RSA/Elgamal, it uses only a 160 bit key to provide the same level of 

security. Suppose our scheme |IDR| is equals to 160 bits, the receiver sends 
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SVVVID kR  and , ... ,  ,  , 1  to the sender, the size of message transmitted is 

160*(k+2) bits from the receiver to the sender. And the sender sends 

 to the receiver, the size of message transmitted is 160*(n+k) 

bits from the sender to the receiver. However, the scheme of Chu et al. [6] 

use of Elgamal cryptographic encryption system. It therefore has 1024k bits 

transmitted from the receiver to the sender, and 1024*(n+k+1) bits 

transmitted from the sender to the receiver. Green et al. [10] use proof of 

knowledge (Pok) in his scheme. The size of message transmitted is 

160*(2k+n)+2*|Pok| bits from the sender to the receiver and k*|Pok| bits 

from receiver to sender, where |Pok| is the bit length of a message element 

transmitted by a proof a knowledge scheme. Moreover, Green et al. [10] 

also presented an  scheme that the receiver can extract decryption 

keys by adopting blind ID-based encryption [30]. However, us found that it 

can not achieve mutual authentication for it uses the indices (

nk ccUU  ,...,, ,..., 11

k
nOT

iσ ) to take 

place of the identities. Hence, we don’t compare with their  scheme. 

Zhang et al.’s scheme [22] uses of modular exponentiation operations. Its 

communication cost is 1024k bits transmitted from the receiver to the 

sender, and 1024*(n+k) bits from the sender to the receiver. Mu et al.’s [23] 

protocol uses of signature scheme, it therefore needs 1024*2n bits 

transmitted from the receiver to the sender, and 1024n bits from the sender 

to the receiver. Naor et al. [24] proposed an  scheme builds upon of 

their scheme [32], it needs  scheme by performing it wk log n times, 

where w is a times that mask with XOR a pseudo-random function, in order 

k
nOT

k
nOT

1OT2
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for the probability of receiver no more than k values be smaller than δ, we 

need w to be such that δ
N

k w <)(
4

, i.e )/(log/ log 4 nkδw > , it therefore get 

that when this process works. Chu et al. [6] point out that Naor et 

al.’s scheme needs the sender sending O(n + wk log n) messages to the 

receiver, and receiver sending O(wk log n) messages to the sender. For 

Naor et al.’s scheme uses of modular exponentiation operators, it therefore 

has 1024*(wk log n) bits transmitted from the receiver to the sender, and 

1024*(n + wk log n) bits transmitted from the sender to the receiver. In 

2008, Chang et al. [27] presented a  based on blind signature and 

Chinese remainder theorem, but its communication time is longer that their 

scheme requires three rounds. Its communication cost is 1024k bits  

41/Nk ≤

k
nOT

 

Table 1: Comparisons of transmitted data for k-out-of-n oblivious transfer 

schemes.  

 rounds size of message: R→S 
(bits) 

size of message: S→R 
(bits) 

Ours  2 160*(k+2) bits 160*(n+k) bits 

Chu et al. [6] 2 1024k bits 1024*(n+k+1) bits 

Green et al. [10] 3 k*|Pok| bits 160(2k+n) 
+2*|Pok| bits 

Zhang et al. [22] 3 1024k bits 1024*(n+k) bits 

Mu et al. [23] 2 1024*2n bits 1024n bits 

Naor et al. [24] wk log n 1024*(wk log n) bits 1024*(n + wk log n) bits 

Chang et al. [27] 3 1024k bits 1024*(n+k) bits 

|Pok|: the size of a message transmitted in a proof of knowledge scheme. 
w: times of mask with XOR a pseudo-random function. 
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transmitted from the receiver to the sender, and 1024*(n+k) bits transmitted 

from the sender to the receiver. After the comparisons made above as 

shown in Table 1, we can conclude that our bilinear pairing  protocol 

not only can satisfy the security requirements of mutual authentication but 

also is more efficient in bandwidth consumption while compared with all 

the existing  schemes. We compare of security analysis with related 

scheme as shown in Table 2. 

k
nOT

k
nOT

 

Table 2: Comparisons of security analysis 

 Against MIMA Against KCI  Mutual 
authentication 

Ours  yes yes yes 

Chu et al. [6] no no no 

Green et al. [10] yes no no 

Zhang et al. [22] no no no 

Mu et al. [23] no no no 

Naor et al. [24] no no no 

Chang et al. [27] no no no 
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Chapter 6 Conclusion 

 
At first, in the method of key agreement, we have shown that the Zhou 

et al.’s scheme suffers from the impersonation attacks. An adversary can 

utilize the simple method to impersonate one party to the other. Secondly, 

in the oblivious transfer protocol, traditional OT protocols lack of the 

consideration of mutual authentication for the communicating parties. It is 

assumed that they communicate through a secure channel. If this 

assumption does not hold, traditional OT schemes will suffer from the 

impersonation attack. Hence, we propose a new  protocol based on 

bilinear pairing to provide mutual authentication. After analysis, we can 

conclude that our scheme not only is the first scheme which has the mutual 

authentication and can resist various malicious attacks, but also efficient in 

bandwidth consumption. These properties are important to be applied in a 

scheme used in a busy financial network. 

k
nOT
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