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Fho T A REAT FEFY P o

FREY 27 TORE(RFE L, 1996)
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1. 31EFEA 3 F0EY KFERY EFLIHFY F4 7 TFF
vt BE PR AEFIR DL SR RER LT S E R R R
2. FEEY RS D FIREMRY PFOR IR EHEA S FE AP
BehliFm e A2V ERP 7 UEIE o HAFY ok o
3. FLAFEYHRB BB YHEBGR FRNEE F A L EE A

EHE RS R KT P e

Ko FIREY s TR
Lo U FRE Y TR gl iR
2. WPV HNRLABEYAREAEL > A EHETFREY R -
3. ERFIEE I SNEVEANE L SAM KR AL LML TR
A CE L FRERTE S OER > N R RE TG o

2.1.3 Experiential Learning Cycle

Kolb (1984) % & 7 Dewey=4r & ¢ * 1 & (philosophical pragmatism)-~Lewin
Ak € s I E B Plaget iR A B IS 0 K& I H S % § ¥ 12 3% (Experiential
Learning Theory, ELT) » 322 % =25 ¥ 5 - A B Sk E 7 £)ig ok aif
A2 A - FEF O 2 g% o B A1 Bk (experiential 0 EF 1R TR
WRBARTPELEIRLTE YIRS > MR BT P AWK OE LY 2% -

Kolb#-'5 2% & % » % 2 8 5 % (Concrete Experience) ~ 4 2 B % (Reflective
Observation)~ & # #7#. 4 (Abstract Conceptualization)£? § "2 18 * TR A >t 375 %
(Active Experimentation)= B F# Bx e ia 3k @ fL2 5 5% § ¥ 4 & (Experiential
Learning Cycle) » 4= []2.1 °
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/ Concrete Experience —\

Active Reflective
Experimentation Observation

Abstract
Conceptualization

Figure 2.1 Experiential Learning Cycle (Kolb, 1984)
2.2 e-Learning

221elearnin S T EELFE

\?‘ﬂé

3R BAGHe PEY Y KV RS ERCEY 1 B e
B R FY FV RAZEFERE SN 8 FRIERE AR A 0F § F B (Hwang,
1998; Sun & Chou, 1996) ; ¢t ¢t » BALA X chKE N 7§ A SFH - g7 5
(6 BT 233 - &~ 3 2 K & (Rosenberg Marc, 2001; Urdan & Weggen,
2000) > ~ tg#H 2 H f % 4 (Reusability)¥? ¥ 4 % {4 (Shareability) °

BBV VT ERG T TP HEE Y AR R )EFIRIERY
(Henderson, 2003) - Moore % % —‘F’T Pl-fc B Y 285 =g Y 45 308
VORFEY FEREEAES F TR L HAREAER R KF HT
Frrrehd F A H gigi@;}é%,—» N R Hrkanie &‘* o ’{T'F;%iﬁjag ' 3 ge i o
(Moore et al., 1996) - Rosenberg f|:3 5 B i & §¥ f it 8 Y %‘%’E‘ R R GE

BN RPELNEY g A B 7 TR 37 3B~ 40 ~ 2 4 % FE ap

7 & 7 3 (Rosenberg, 2001) o o " R P fF 23 4 BLe U 3R B £ 5 B E R )
VoR1v N pErRRErEY e pd AR HFE > 22 PFA L

FIFS -2 F A1 HEDRAMT KB RELILAAS o
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Gk BEFY P ERTIEAR T LR FHRET S EHR
r Y N REFRE c BWEEFY > REFYEH 4G oakF o 1Y
FIEY A A FF THEPFE ¥ (Any Time) 0 A% ¥ (Any Where)y 5 ¥

o MR L EY IR o
2.2.2elearnin T AZHM L7 RV EE

LoELEL(E H g S EY P 4 p g8y e FE F 5 4 (features) o
4o 3 # |4 (interactivity) ~ E 7 % (authenticity) ~ p i ¥ #](learner-control) ~ if FI
(convenience) ~ p 2 3 » (self-containment) ~ i »* i * (ease of use) ~ &} & ¥
(online support) ~ #FH 42 p % £ > 4 (course security) ~ § = * 3T ¥ (cost
effectiveness) ~ ¥ ¢ & ¥ (collaborative learning) ~ # -1t ;8 & 2L 1 NV 8 § 5§ 35
(formal and informal environments) ~ §54f 3 (multiple expertise) ~ 4@ _+ :*#(online
evaluation) ~ 4% + 3% (online search) ~ % ™ * (global accessibility) ~ 5= i 3 #
(cross-cultural interaction) ~ § # #& #f (non-discriminatory) % 4¥ {4 (Khan, 2005)

EREF T OAAEEN > B FT T TR A Y o

FEF LN EEEY G A R %‘i‘—‘F‘T Bonk % 4 (2004)% & <
)}%J& C BB TERCEY FY Lot gL 8 ¢ (Bonk et al., 2004)

L ik LGB 4 o M Y LI E BRI R Y
G 2

2. TR AL G ARG AT RDFL
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5. R} RECEEARE T F K R e F Y B EY F 5P e
B R e

Pul

6. L} e FH A dodcEFRES o
T7EN R Y FRE A ——F 0 L FLF 2R TR (task

oriented) > @ 231 % ¥ (discussion oriented) ; » ¥ it # F|AT 4 F - £ Y

BP0 AL i‘iﬁigf&g G B anEd o ou Flpak LR MG e
AL
0. FERELE 2t TP G A A ALR -

J0.HMEN AP K48 E AR T hod FH2 @R B uo - T

2 2

P AR E 2 E TR R gt M P Bug 2] 53RN 6 R E 2 R PIRET

2.2.3 e-Learning £7 Knowledge Management

AR o TR ILALS POEER C RB PR T H @ R 8 e F Y RS AT
FERG GwmnE Y E A Fag L
Xp i ;ﬁ @ 3K 3+ <0 (Henderson, 2003) - # > 5§ § & 5t p
EELRBEFED FLEL > LASFE

e1;5 8 o (Morrison, 2003)

FIEEY T 5 33 T 2= A4 H(Antal, 1997 ; Principe et al., 1998) :
(D#FZFHRPHEFEN BB LPREPN F 5 QR LBERKE oz N Fh
Fend Q)R LKFRMG B A Ew g2 4], =~ 3 FREHK-F

Goorrlent B AT > B 4 HE(H 1, 2, 5, 8 )T 2 5 A e
Roe g mF Y LRI E € 0 HOTEEZ - > fj*?{*&?f? W WE B AR

P ihk g gl s o SrEh g IR ehdp B3R o R K R R O R g 8

2z

¥ enfRag o &
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# % ¥ (Huerta, 2003 ©

BHY L - R EHIORE BB A KIS R LR &
WL T AP R R A BARKE RN R EEEA R D
T Bt > BE A HEH NG h TR Ay T 5,

mALREDRATEP e FP > Fan TEY BRI REFRL, 5100 1Y
PRy AR L FEET S RPN SR R YRS R

b"ifrv"’—k%%ﬁﬂj«éﬁé,j,_l‘jj‘rﬁ\,?w | AL afg‘?—'ﬂr”lf&)“'fﬂ\/&‘f‘fr‘ﬁ?’*‘

FET M) =

h
-

B AE CFREAFT PR RECEY 2 PR THERAGE -
2.3 Knowledge Management
231

S A F s B ey G A R A5t S G ek e

Fli AP AR BT P A » 7 A R o e A5 2 g0 o (Demarest,

1997)

e} § Lo 4 K # F AT R A o Machlup(1983)# 73T 3 3573
RO TR R L LA T B S R L A e
Fd FE- @8 FTm A2 h(Nonaka, 1994) - Bergeron » 4 1 » ot £ 5 7 &
B T2 f% (comprehension) ~ 3% # (awareness) ~ 7 f% (understanding) @ A% B “

(organized) ~ & = (synthesized) - &ﬁfp\ (summarized) s F 3t o (Bergeron, 2003)

AR R A A H W TR 27 R o FF Wiig 3 4 #Swat and iy
: (Wiig et al., 1997)

I gl 3 R4 SRl -
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e
g
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. s
~ .4‘(3.\;
3 fjﬂ
g

Jrek
p—

AR Y AL G RE B S 4R Polanyi(1966)4, 1 T A i Ardmif endeas
BAZ R A P AT A | 0 F 5 v G ¢t B s (Tacit Knowledge) @ & T F
VAR REIY SRR 2 A s 1R g Soi(Explicit Knowledge) | R

TP BAEE o BB R R A il o

TTRRE P AR HRREEERDIR > T L ST BN

4| (Quinn, 1996

® Declarative Knowledge: 7 5 Know-what » 7 j2E f g - o4 & g 4p
thivih ) dof LN Ao oA F PR o B

® Procedural Knowledge: 7= % Know-how » T 7 (2% 2 endd (7425 H &7 3 & e
o e AR 0 K R

® Causal Knowledge: 7 % Know-why> T 71 2% 4 4 chsh 7]
B K BERE  KERE O RKE 22 RE

® Relational Knowledge: 7& 5 Know-with » 3 2% 2 &2 H & 5] & FF i} (% chio

Wodo BARBEPFFTER Y 2L KERAE > KERE > KE S 22H %o

SH
—\\

2.3.2 Knowledge Creation Process

Nonaka et al. (1994) & » Fridig i & p iﬁﬂfjﬁ{fféﬁ;ﬁ“ E AR 0 3 B
WA B b E A e R e 0 B B A 7R g sk (Tact
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Experiences) ~ #% ~ iF %4 ~ B E 2 2|¥rorle s o v A F e @ P T Bl
B en® RE TR EW A aaB o FRt R iy ;% B M iR
BB R (S LB i AR) RS L RS S B & e Ao 1 )
REAC (AR PR cniiAR) & 3 SRIP D T G ok * hlm R Araseh o e pRiR
TR AR L PR 0 R e R RS BT R R
WA - e ST IR S Ak SLEAY B A B JRIR P B (4o B 2.2)°Nonaka

Hele B A il A e S B 0 4 4T (Nonaka, 1994)

(1) = I i+ (Socialization)

"\
‘EL.
5
=

BADZEDFZZATEINEME R W FF FEFI

BRI S °@i*ﬁm%¥mﬁp®*@ﬁﬂ’ﬁﬁ?{’”f

&\
e
;3;

[
|
St
%

g & k> A R PSSR MG L Bk Aed R 5 XS
£ERE
(2) *F3r it (Externalization)

MG SR S LR e R B OR A i e i~ &iE

e § AP e %vé?]—zﬁﬁb"ﬁﬂ—%;éﬁzdéw e |

HA s A e A N
% o
(3) & i*(Combination)

hin B ouEaY £ 450 gd £k
RN Wt R ICALE SRR e 1 B E I AR E S F s ST RN =

—\

‘B AR T 1B RE enBE o Rh

B g FHREORT o
(4) p ¥R (Internalization)

B aoas e d 3 ¥re9iR28(Trial and Error)§ &% > = )I‘ EEF Y A0
AR (Scott, 1998) o Gl4e i F T~ R H SN g v B gRAG BN IR
Maraig e A M I o A BRI S A N ki AR Y 0 S #9 (Action)

tipEER b d o
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Tacit Tacit

Knowledge = Knowledge

_ 5| Socialization | Externalization | £ o
52 Z5
<2 g5
2 ‘-""1.". Gl
53 \"ﬂ-h._,.,-"‘ z
=3 3
2= B £8
= g . . . . 2 g
g | Internalization | Combination |g =

Explicit Explicit

Knowledge Knowledge
Figure 2.2 Knowledge Creation Process (Nonaka, 1994)
233 g e H T &

el g g B d ke A > ik Macintosh et al.(1999):#% & » 1975 # Chaparral
Steel 7 Lk * Mol o EBLOE WOV RGRAR Y » rdd g L afF § B 4w aE
1983 & > USAA % E % — & R enhimi B % S5(KBS)» = # 3 ¥ 7Avi L H
5% i Lo ps(Wiig, 1997) -

R LG R B s HARE R R Ay R R o
a T%—%"g\l‘é‘fﬁ%?ﬁljﬁg CEORE s v 2 B TR P ehamElAe A 5 S B
BoREE o FE s B s pld e A 3 (Demarest, 1997) ; Petrash(1996)#-+rk
W E & 5 - i g e (Right Knowledge) Aif & «hpF B (Right Time)s i§ %
14 (Right People)i¢ H ! & it 274 (Best Decision) ; Wiig(1997)4p ! » Fo3s ¢
BA G p 3T PRaE R 2 gt B o A (Knowledge Asset) > = e &
Horxo E SRR E L T Beckman(1997)3u 5 ¢ Arah g B2 R S 13t ehg
FOEDF H DR A B ERS 5T R AIRTI S R RHAE PR AR
‘v B 5 Watson(2003) 3% 5 » e f A F 3 et e i T A R TP~ B

T % E >~ RT - A2 2% 5 (acquisition, storage, retrieval, application, generation,
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and review) o

T AT eIl L - kAT A R B AR 0 B T N et
AL B A SRR R B R e s e e
B GBS BB FTIOBE o Aot B B A E\",“,“‘% ¥ FlAvmend 2 oq i o i e

234 dpty ek

ok d LR o5 R e s R e e

(Coombs and Hull, 1998) » = ﬁ n - e A A (AL

gﬁ&
T
©
§\

F2) > Ris L 35-3:&7}.@_:‘/‘3\' B R £ B 12 ok BT () 7]?]3_1 PhIRAC EiEAR) 0 =
LMY T G ooni ¥ chp gaeas (Carayannis, 1998) 5 {8 (4 e in P17
Sl o SR s fkﬁz"ﬁ AR el 1t S B R i 0 T A B

M aeak e i il (Coombs and Hull, 1998) o %3t 40 ™

¥

(1) &1 s m i

ERARC R AT R

v

YN

e TR R e o Ad B A o TR G5
(Tacit Experiences) ~ £ ~ F %4 ~ 82 H[¥rorie = o v A F ficho @ 2 Ha
BB Bk Rl (PR R A i BB o FIR RN B E TR T LN
e BY sl B AE 1 (2 7}13“ it AR) RS R BeipfE A = B Y £ ik e
YL (B AR S RN eniEAr) 0 & S EMP AEY T G oonit o enle st s
Fed BT & Fo ol Pt N FeRnrREE o KL%
S R G R Rl S USRS R RIS, REECR Eie SIS SRRS S P

PRA% 0T & (David, 1996) » Bt § ILT B ¥ chifag & 45 1 B Al sk A

=

EH L B2 RBEASGA LR B (cross-pollinating) e SV E P FH F 4L
L1

SN

R R A AR A0S B RADBIGRIL ) LR REF Y



# 4] (Demarest, 1997) % o

(2) AL AmEh g I

MmOl LR A G Arpend I T £ Bk b e e R

i}

S B Y ok s fj-‘i—{éurfa BB A g M o L Bk e 1
H 4o g ek AT R o VWY R L R S ”ﬁ ey B 1‘.9_"%‘« Sae
E,&lziﬁ;g]‘%Kff"l"”\:)r{,%_'g??mfrd&?lm KF’Bj\/Mi»ﬁFﬁg;‘r »I &\%.:I
T~ S ATER i L E R e konid 4 BRI B S

B2l { X % S(Drew, 1999)% o
235 Aty AR

Demarest(1997)3% 5 o g L4 T 717 B FE7 !
(1) 2= #(Construction) — 5 o AF Fe e Fr(p1E ~ 57 ~ @it ~ £IR)A 4 Jog o
(2) E §8 1 (Embodiment) — #-*E M4 Sl L S RAR 3 3 2 s d g E
L R o
(3) #Hr(Dissemination)— -5 8 it chxris @IE P AR ¢ F & E4ad o
(4) & * (Use)—srgieaud * o
(5) ¢ ¥ (Management) — @ IR (£ F ¢ [ § GBS HE (Tehf 1)Q

PRI EE BRI  BoR ¥ R

W@ad(wW)mﬁﬂ:%%ﬁﬂﬁgﬁﬁﬁ’géfTﬂﬁﬁi

(1) % % (develop)+:i#* : (buy it, learning programs, machine learning on databases)

(2) & % (distribute) 73 : (to the points of action, KBS’s, manuals, network
connections

(3) % & (combine)*: : (find synergies, reuse existing knowledge)
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4)

(1

2) ~

3)

4)

¥ % (consolidate) 3 : (prevent it from disappearing, KBS’s, tutoring programs,

knowledge transfer programs)

Watson(2003) i #-f3ss o SZ g s fFip 5 T Flw  chifdk

B {8 rriii(acquire knowledge  © 4B Y~ £33 ~ #3fearn, create, or identift
¥ ¥ ” )
E3ar N
7 7 (analyze knowledge  : 4r3® % ~ 33F ~ 3™ assess, validate, or value
& Jag N
%13 Fo@s(preserve knowledge : drie gk ~ & it - & iforganize, represent, or
F E ) )

maintain ATk ;

2 * frii(use knowledge - 4ot ~ 84 - & % (apply, transfer, or share A

=\
o

7o ARG RGO E Y T e B E]a; i & FoitaE f(Construction) ~ Az 5 5B

Extraction) ~ 538 £ £ (Integration)¥? 73t 4 % (Sharing) & v ~ 4 Fh 5Tk » 40T
i g g A

B 2.3 -

’/ Knowledge Extraction

Knowledge Integration Knowledge Construction

\\> Knowledge Sharing /

Figure 2.3 i ¢ 1L K7k

3. KM-based e-L earning M odel
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3.1 KM-based e-Learning Model

i% gz w0 (section 2.1.3)if Kolb 2 §%F V2% B Y 5 - A EEHRE L
Rl enife ; S%E Y FERMNHEV F (DL Wk° s oo Qg
v kL€ 2

—\\

$ 0 (3) e #-RY g e % — 4L 1 (Generalizing) » (4) T & * - 4k

2

AEY Bw fFER A STk o & 4o id27 § (Otto von Bismarck)#r3 ¢ TA
gk F Y AR BEEAP-# A chig % oy Fools say they learn by experience,
I prefer to profit by others’ experience.) (Liddell Hart, 1991) - 5 % eni & p ez
e R F BBt R B Y # § (section 2.1.1)3 1 F Y enR KR F I
d Sk BEFLFIF Aoy ) B hiE% > 2 RN B RILE W%

7

#l F’a'j:&m;«:%} ‘&f’““d %i g E‘-‘};"E = ;\: E‘,fg T‘bl A E"»ﬁfg‘_,

7T QF%N’& s A
i R P E B RS FSI ISR S HRE Y PREY 03
A M OB E IR R 0 URARREHR AT Y EREY DL L

¥ - 3§ o ?ﬁx? FRHABAE A EHOHY  A F A RR IR
e R T TR A es&EREArE- R o el @R Y i
FRFEARAET NG R K LR RS AR TGRS
WREPF 2 d 4 %Mzﬂﬁ*ﬂ AR Y A BRI R Y H 18 4 FE
gd i —g;:m/%g, » S R E EE (T o Bl o AAvitg MehigkR e 0 g

B SERE Y RS 0 N R A R TR RS X

e A7y 12 Kolb 2 5% 5 4 753 (Experiential Learning Cycle) (Kolb, 1984)
»AH O BE 235 @ATREF L Ao R 0 £ 0 - KM-Based e-Learning
Model (4r®] 3.1 - & & 7T &3tz

7 o
= “~
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Externalization Internalization

Knowledge
Extraction

Concrete
Experiences

/ Active
| Experimentation
1

Reflective
Observation

Knowledge
Integration

Expertenceﬂ
Sharing /

Preserve / Retrieval

ﬁ Knowledge a

Sharing Abstract

Conceptualizations

Combination Socialization

Figure 3.1 KM-Based e-Learning Model

3.2 KM-based e-Learning Model - .i72% z5 /7

4rf@] 3.1 > Model ¢ =+ = i ,}%‘Iﬁhw‘gg\. » Hoe 4 L2y 235 %L‘”’"‘i'ﬁl‘ﬁff’\
T E R B ¢ e 4 (Knowledge Construction)£2 5 4% 5 3% & + & 3840

SHEY BR— NEREY AR - SBERE S S omaiEaR > T
Pt %ﬁ,,@f\-” 53;*#%3 B

%ﬂﬁ&’ﬁuﬁaxﬁéﬁu’uaﬂﬁﬁ%ﬁéi;mrwﬁggﬁﬁﬁ

2
A=Y
p
,_?
kil
s
t“_t

=

-k
=
ck'v

SL3E {7 %75 (Preserve) 2 # & (Retrieval) o +- £ 7 & 5 §

PRV ) R AL LR R AR F B A e A
BT i A FERE Y EROEA P TR DG L) Ak
(Memorize) ¥ ¥ & (Recall) o F]pt » 2 L i@ d WiEHk > 7 £ 7 0 (2.3.4)F 47

BB E R S A L L RS Y gk 0 BT AT R 1 g
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BER RSRBERY K2 B om A %TaﬁW¢i$%ﬁ:&a§?
(e-Learning) £ 5% 4 % (Experiences Sharing) » 7= i {7 (5 5 Ja T FF - 8214 % %
FBRA G BT EEREFYER LD S 0 RS R E D
TR @ f%q*"}%‘ﬂ?’\#' '\"’%%E’ LR RBASEER BHE T%’*‘F}f—iifﬁéﬁ?
AL o VO RPRBATRELT S AFTA ARSATE D F G KA EE
(Administrator) ~ #3142 f# (Knowledge Engineering) ~ 47 3 & 7(Domain Experts)

2

Fhd o PR RFTMGIEEIE

B 317 ; 1Jimdﬁfk’%ﬁfr;§~d PegmEY BAERY 22
g S A s T 5 vk Rt (Externalization) s = 7 R EP{R TR 0 B S
@ & (Integration) = 3 ¥ - ANl @il x o W E e s
(Combination) ; + F £ éh{gsk? » d = Rlehsrid s § &7 e-Learning ¥ B~ {7 & {2
W R EERADFTERE RSB A PR TR
(Internalization) ; + * BT ¥ - FEE AT FHWERY > § 2 5 B A EM
Fogdo W 5 £ e it (Socialization) o F] @t 0 i A245 & Nonaka #% ! 2. Knowledge
Creation Process (Nonaka, 1994) w B[ %k » EGE M A & ot g L2

Moo

4. Design of a KM -Based e-L earning Platform

4.1 e-Learning Platform: Overview

BogY FRE S E RALHECE Y mAS FAT SBE Y E o
BE o ApEEY Y FR B Y RE G P (Any Time) ~ %3 (Any Where) ~
= if P~1¥(Easy to Access) & 4F {2 > MM B KEZ F - FFUH] > T - B
PAhsBANEY 2R > TEBFREFRRAHLI MR B RKHN F i
TR AT BT B A 3 HE A TR WA B8 e

Hape B RE o g AEY RE S RAEY o



WHCR B Y PR B A SV A 2 B BRIEHE B A
ELEV AR REKERE - PRy T ooy > 5
—"Z&i #7FPp 2 FREDNEFY T 2R3 Khan(2005)4p 20 - B R L i F
¥k %uF 2 % Instructional Design(ID) ~ Multimedia Component ~ Internet Tool -~
Computers and Storage Devices ~ Connections and Service Providers -
Authoring/Management Program  Enterprise Resource Planning (ERP) Software,
and Standards - Server and Related Applications % = ¢ ; pt “} Britain and Liber
(1999) —‘*‘ #% & Virtual Learning Environment & £ 3 Notice-board ~ Course
Outline ~ E-mail Tutor ~ Conferences ~ Class list student Home page - Assignments
Quizzes ~ Grade book ~ Meta data ~ Synchronous collaboration tools ~ File upload ~

Multimedia Resources Repository ~ Calendar ~ Search Tools ~ Book marking ~

Navigation Model % # it o
A2 RS 4 #2

PN E Y Y Ae 2R > A3 kY 4E (domain)g A R E R H
Fivs FROFIELABFES AR AP ET R AP hUER

CELERE S AR P

AT G- %%W’*%‘T#Féf’ﬁﬁé?\%ﬁﬁ%ﬁ’
FEEMBE PEA N F AR BRSOl R EARR

IJJ‘

T A B Y e HERE - EATCREESA ) PREIF LS

e}
ey

F 7% # (high incidence disabilities) 52 & (Cawley et al., 2003) o iz %" 5 4] cgs B R 7
FAIXRBEAFZA LT D TV RS HE RIS ERT R %
By e EARREL LW R R IAARYFILITEE P 2R

PEAEY fbF LA A BY B T ERE S R F YRR i
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Kitk 8 %450 srif FERABRRSY 2 > 7 S 253 7 By koo d
EY8FE: B LlRmE L Ry s f B FR-ARS
RS (Kirk et al., 2003) o F]t > HFZ 2 RE ~ B RE L & (TR 2
Rz AR REE 2 F Y ek Ealh S i

43 T # 47

¥ #73% 1! 59 KM-Based e-Learning Model # » £ ¥ i*q‘ Tk sie s
Fi inbmeFyEe IRy e V80 2V H 711

R Esk o EYEAY > KILEREMM T
RS EE FIFEF R FB G 22 B
%ﬁ%ﬁﬁ?%’Hﬁﬁﬁ?ﬁ%%ﬁﬁ?gﬁoﬁ&ﬁﬁﬁz,ip;%g

2

TR AT - 7;3 LA k=8 Y T L (KM-Based e-Learning

KL&W§”JQ%’%i%EES?%¢@%ﬁW7?%%%’u
iﬁ Foo kyp AT AT ARG BT ;f%?%‘/)éﬁ?iﬁ(Leamer’ z
FARFAEFRE)EE JExper 0 FARREE REBIER - FY F5d T
B S TR BAFEEEY > Y REFEREARADFFERE
F2EVERY T I ARBAE L T YRR
¥oohldee £F NIRE Y R LGS Tpbahff et o

SPGB Ao T B L R OB BEFA L L 1T
BLAREF BT B 2 ‘ﬂ%w%iﬁ$ﬁﬁﬁwé’#ﬁﬁ B R RS 7 AR F
Mg P enio@iie B S R 2 LAT MR R RERFHHEY 'ﬁ w8y
WA TR IR R iR A K o P Jﬁla c 2 3EM R AT

AN

=k
i

T E 4.1
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——————— > FLEREER
————— > L

Figure 4.1 e-Learning Platform Interactions

BRRR T FET ST B 1 0 £ RE T (428 TR 2 dE R B

FARPETIORFSTRERY FHEEEY T S22 A0 F o7 Bl 42
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BHRFRECOFE \\ e Discussion //
o EHBERABAMEeE N o BFRHESL s
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o M/ EHMBMBYHEA o WME
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Development of an Access Control Model, System Architecture and Approachesfor Resource

0. Abstract

Secure information sharing is one of key factors for success of virtual enterprise (VE). The

Sharingin Virtual Enterprise

study identifies the characteristics of a VE and analyzes the requirements of a VE access control. A

Virtual Enterprise Access Control (VEAC) Model is proposed to handle resource management and
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sharing across each participating enterprise, which consists of a Project-based Access Control
(PBAC) sub-model to manage public resources and a Role-based Access Control (RBAC)
sub-model to manage private resources. The architecture of a VEAC Model-based system is
developed and consists of three core mechanisms including the Virtual Enterprise Access Control
Center (VEACC), Security Gatekeeper (SG) and Global Certificate Authority Center (GCAC).
Based on the system architecture, the study proposes certificate authentication, user authority and
access control approaches to identify user’s identity on-line, update and search user authority lists,
and access private and public resources. The results of this study will facilitate more secure
resource sharing, and overcome cooperation barrier from trust among participating enterprises in
VE.

Keywords: Virtual enterprise, Information sharing, RBAC, Access control, Certificate authority.

1. Introduction

Virtual enterprise (VE) is a network of independent, geographically dispersed administrative
business domains that cooperate by sharing business processes and resources across enterprises to
provide a value-added service to customers. VE is treated as one of the most promising business
strategies for enterprises to meet global competition [1, 2]. VEs integrate the processes, activities
and resources from different enterprises through enterprise alliances to rapidly respond to customer
expectations. In practice, a VE is implemented with a distributed and collaborative business
process, in which individuals from different enterprises cooperate on business-related activities or
processes through remote coordination, communication and control [3, 4].

Real-time information sharing and resource management within a manufacturing-based
company or across companies are essential in the era of internet. For instance, a new automobile
model is developed by a virtual enterprise that involves approximately 20,000 designers and
engineers from hundreds of divisions and departments, some of which are in different enterprises in
different countries. A virtual enterprise can be comprised of several sub-VEs. In the above example,
one of sub-VEs in the VE to perform product design involves four sub-projects: Engine Design,
Cool System Design, Transmission Case Design and Framework Design. The engineers of Engine
Design sub-project design an engine for the new automobile model collaboratively. Information
related to the engine design must be shared real-time to related engineers in the sub-project or other
projects. Owing to the decentralized and dynamic characteristics in virtual enterprise environments,
the success of a virtual enterprise heavily relies on full information transparency and correct
resource sharing, including information, application systems and knowledge throughout the business
cycle [4]. Even though the resource sharing leads to security and authority management problems,
the issues of information delay and promote information transparency are still required to solve
among business partners. The levels of resource sharing depend on characteristics of the VE, such as
cooperative relationships with partners, depth of trust, functional tasks and contractual agreements.

Access control and sharing for resource is most complicated in a virtual enterprise involving
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cross-organizational activities. There must be security and audit measures to ensure that resource is

legally used for the purpose intended by virtual enterprise.

The earliest access control models for resource sharing include ACLs (Access Control Lists)
and ACMs (Access Control Matrix). These schemes are simple and intuitive, but are only useful for
small organizations [5]. Most current access control policies, such as Mandatory Access Control
(MAC), Discretionary Access Control (DAC), Role-based Access Control (RBAC) [6-9],
Task-based Access Control (TBAC) and Task-role-based Access Control (T-RBAC) [10-12],
consider merely the authorization management within a single organization. Some researchers have
studied distributed role-based access control to delegate administration to individual departments in
an enterprise [13]. TMACO04 (Team-Based Access Control 2004) was built on the RBAC, which
allows users to join team roles in an organization [14]. Park et al. proposed a composite role-based
access control approach that separates organizational and system level role structures to support
scalable and reusable RBAC models [13, 15]. Cohen presented the family of CBAC
(Coalition-based Access Control) models and policies to share specific data and functionality with
coalition partners [16].

Although role-based methods have been successfully used in resource management within an
enterprise, there are still many issues on management of resource sharing across organization
boundaries to support collaborative and cooperative business activities. Access control for virtual
enterprising is complicated because (1) members of the VE may change frequently; (2) VEs have
members with complicated relationships; (3) VEs may be integrated or distributed, and (4) VEs are
Internet-based and heterogeneous [17-23]. The goal of this study is to provide a solution for
information sharing across enterprises to facilitate cross-enterprise collaboration and concurrency,
and thus enable the above-mentioned difficulties to ease.

This study proposes a Virtual Enterprise Access Control (VEAC) Model to solve the problem
of authorization management and security control among organizations within a VE. The proposed
model consists of a Project-based Access Control (PBAC) Model for managing public resources
within VE and an RBAC Model for managing the sharing of an individual enterprise’s private
resources with VE members. The architecture of a VEAC Model-based system is developed and
consists of three core mechanisms. Based on the system architecture, the study proposes certificate
authentication, user authority and access control approaches to update and search user authority
lists. Besides resolving the issues of resource sharing across organizations, the following properties
of the proposed access control model make flexible, adaptable, extensible and instantaneous at a
minimum administrative cost: (1) the model enables resource managing and sharing collaboratively,
(2) the model enables change of access rights dynamically, (3) the study prevents to disclose
business secret in VE, and (4) the access authorization may be extended to the partners of the VE
members.

2. Requirement analysisfor access control in VE

The characteristics of a VE are identified by analyzing its life cycle and member interactions.

(1) A VE may consist of several distributed VEs or enterprises.
(2) A VE’s participating members and business processes in a change during its life cycle.
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(3) A VE emphasizes professional division and dynamic cooperation among a highly heterogeneous
membership.

(4) A VE conducts business processes across enterprises divided into different stages, in which
each stage has its own participants, resources and aims.

(5) In a VE, various resources are shared and distributed over all participating enterprises and used
by their employees (users).

(6) A VE globally specifies members’ obligations, responsibilities and roles.

(7) A change in a member’s role in a process should not affect the obligations and responsibilities
in its other assigned roles.

(8) Regulations do not constrain the selection of members in participating enterprises’ partners.

(9) Each member may own its enterprise resource management policy and access control model.

(10) Shared VE resources include private resources owned by a participating enterprise and stored
in its own repositories, and public resources belonging to the VE and stored in a public
repository.

Based on the general requirements in access control in [10, 11, 16, 17, 20], this study
identified the following requirements for access control model design: (1) only the security
administrator is allowed to change security attributes; (2) roles may inherit authority either fully or
partially); (3) the model supports active and passive access control, as well as the principle of strict
least privilege; (4) the fine-granted authority requirements are fulfilled; (5) access authority may
vary with tasks or roles, and (6) the model can manage all users and resource objects in the
enterprise [17, 28, 29].

Besides the above requirements, based on the characteristics of VE, additional requirements

must be considered when developing a VEAC model, as follows:

(1) Since the organization structure of a VE is dynamic, access rights and resource objects can be
changed in real time.

(2) The model considers all users’ access rights, because resource administrators cannot predict
who will access which resources in a VE.

(3) As a VE is formed to achieve a certain goal in a limited time frame, each VE has different goal
and business processes. A VE is always conducted as a project. Therefore, project is an
essential unit of access control.

(4) Since each enterprise has a legacy access control system, the VEAC model is easily integrated
with various access control models or policies.

(5) The VE manages and shares resources collaboratively.

(6) To facilitate trust among enterprises, the access policy in VE is planned and managed together
by administrators of all participating enterprises.

(7) The VE can maintain the consistency of policies and manage the conflicts between VE access
policy and members’ own access policies.

Because the VE emphasizes applications of Information Technology and Network across

enterprise boundaries, the following system-related factors are considered when developing a
VEAC-based System:
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(1) System must offer a gateway to access resources on distributed heterogeneous platforms must
be offered.

(2) For high runtime efficiency, the access control system must be able to interact directly with
other applications or agents.

(3) Users’ identity must be authenticated via a third party called a Certificate Authority (CA) Center
due to the issues of authentication and non-repudiation.
(4) To support integrity and confidentiality for information exchange, a Public Key Infrastructure

(PKI) is needed.
(5) A flexible security system needs a Plug-and-Play key component to mediate between the VEAC
Model and other RBAC-based Models.

3. Virtual enterprise access control model

Each participating enterprise may already have adopted an access control model before
joining a VE. Therefore, the VEAC model must be able to integrate with other access control
models. As RBAC is the most popular access control model [19, 30], the proposed VEAC model
consists of a PBAC sub-model which can integrate into various role-based access control

sub-models. This section presents and describes the two sub-models.

3.1 Overview of the concept

A VE’s activities may use its own public resources of VE and the private shared resources of
participating enterprises. Figure 1 illustrates the conceptual framework of the VEAC model in
which the PBAC sub-model is designed to manage public VE resources, while the role-based
access control model manages the private resources of participating enterprises. The VEAC
framework primarily emphasizes on the following capabilities to resolve the problems of access
control across enterprises: (1) The access control models of participating enterprises can be
plugged-in or plugged-out at any time without affecting the performance of access control models
in other participating enterprises; (2) The model can simultaneously manage public and private
resources; (3) The basic information of models can be updated with changes in the environment to
authorize new users; (4) The user authorities can be generated according to role hierarchy and
relations; (5) The stratified management method is used to increase the security of public and

private resources.
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3.2 Role-based Access Control Modéel

This study slightly adjusted the RBAC model to seamlessly integrate it with the PBAC model.
In the adjusted Role-based access control model, elements and assignments are simply described as

follows:

® Users (U) represent a human or agent in an organization, which include direct users,
indirect users, and non-member users.

® Roles (R) represent functional jobs or responsibilities.

® Private objects (PrivateO) represent resources in an enterprise associated with private
privileges. Private Objects are usually classified into three levels including public,
proprietary, and protection. The public classification can be provided to the partners in a
VE.

® Private permissions (Private P) are approvals of a particular mode of access to one or
more private objects.

® Sessions (S) represent each session, via which users are mapping to one or more roles;

® U-R-AcU xR is a many to many user to role assignment relation.

® R-PrivateP-AcR x PrivateP is a many to many role to private permission assignment
relation.

® PrivateP-PrivateO-A < PrivateP x PrivateO is a many to many private privilege to
private object assignment relation.

3.3 Project-based access control model

This section elucidates the PBAC Model and defines all its elements, assignments among

elements and assignments among models.

3.3.1 Core concept of the PBAC model
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A “virtual enterprise” (VE) can perform several “projects’ (P), but a project can only be
performed by one VE. Different “project relations” (PR), such as subset, exclusion and reference,
exist among projects. Activities within a project can be divided into several “functional tasks” (FT),
each of which has access to certain public resources, which is their “public permission” (PublicP).
A project involves some “virtual enterpriseroles” (VER) to perform functional tasks.

A VE is composed of several real “enterprise members” (EM), each of which can participate in
more than one VE. “Non-enterprise members” (NEM) are real enterprises that do not participate
directly in the activities of VE but participate in the activities of an enterprise member which
performs directly the activities of the VE. All VE participants, including three user types, are called
“users” (U) which may play a different “rol€” (R) in a different “session”. Each role has access to
private resources, called a “private permission” (PrivateP). A superior role can inherit the privileges
of inferior roles through “role hierarchy” (RH). The enterprise member plays a VE role through a
user or role to obtain the privilege of sharing public resources in the VE and carry out practically

the obligations a given VE role, and to achieve the VE goals.
“Project access control policy” is designed to identify the resource sharing rules in a project.

Through constructing relations among projects and a project access control policy, users can share

resources among projects. The rules of sharing can be modified at any time.
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Fig. 2 Virtual enterprise access control (VEAC) model

3.3.2 Fundamental elements

This section defines all elements of the PBAC model:
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® Virtual Enterprise (VE): The VE is a dynamic Internet organization, consisting of enterprise
members, to achieve a business goal.

® Enterprise Member (EM): An EM can be a substantive enterprise organization, VE or
individual, and is a VE member, with at least one worker participating directly the VE
activities, and responsible for playing at least one virtual enterprise role.

® Non-Enterprise Member (NEM): An NEM is a substantive enterprise organization, VE or
individual, but not a VE member, and participates indirectly in VE activities. An NEM has at
least one worker participating directly in activities of enterprise members, and the activities
have direct relations with functional task of VE.

® Project (P): A Project is the basic unit of VE activity. One project can have participants which
are enterprises, departments or individuals, known as enterprise members. A project can be
further divided into several sub-projects with various project relations. A project is composed
of orderly functional tasks performed by enterprise members.

® Functional Task (FT): A FT is a set of VE activities which have a common objective to
achieve a part of VE’s responsibilities.

® Virtual Enterprise Role (VER): VERs, virtual roles created to enable professional divisions
within VE, are the divisions of duties or activities in a VE, which are assigned to enterprise
members to perform. Functional tasks can be assigned to one to more VERs.

® Object (O): Objects are the public and private resources held by VE and enterprise members.
This study focuses on information objects, which can be databases, entities, attributes, tuples,
documents, XML documents, applications, software components or knowledge.

® Public Object (Public O): Public objects are objects used by enterprise members and stored in
a VE’s common repositories. Public Objects are provided for performing functional tasks or
are created when functional tasks are completed.

® Private Object (Private O): Private objects are a subset of objects owned by a VE’s member
and stored in a private repository.

® Public Permission (Public P): Public permissions indicate permitted modes of access to public
objects.

® Private Permission (Private P): Private permissions indicate a permitted mode of access to a
private object.

® Permission: Permission= {PublicP U PrivateP} .

® Project Access Control Policy (PACP): PACP identifies which project resource are protected
and shared according to the relations among projects and the shared rules, and what activities
are forbidden in the virtual enterprise scope. Each project involves a PACP which can be
performed automatically by the VEAC system. The PACP can be dynamically created,
enforced and adjusted when the VE environment changed.

3.3.3 Project relations

A Project Relation (PR) describes the interaction, cooperation modes and priority between two
projects. Different project relations may exist between two projects and change with time according
to project management requirements. In the VEAC platform, the administrators construct a relative
project resource access strategy in project access control policy (PACP) to indicate the level of
resource sharing of each type of project relations. In the project life cycle, the project relations and

the PACP can be changed at any time to respond to demands of resource sharing.
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(1) Subset Relation (PRguset): Describes the relation between a “main-project” and its
“sub-project”. The subset relation is a binary relation. Several constraints are applied to
use of subset relation: (a) a main-project may have more than one sub-project; (b) a
sub-project may be involved in only one main-project; (c) an enterprise member may
participate in the main- and sub-projects; and (d) a public permission may be merely
assigned to different projects with subset relations. A main-project is allowed to access the

resources of its sub-projects, but an administrator may set or disable the capability.

(2) Version Relation (PRyession): Describes a project “post-version project” which is extended
from a project “pre-version project” and planned with reference to the pre-version project.
Therefore, the pre- and post-version projects have similar targets, functional tasks and
participants. The version relation between two projects may cause the correspondences

between functional tasks of the two projects. The version relation is a binary relation.

(3) Reference Relation (PReference): Describes that a project “referring project” refers to the
resources in other project “referred project”. If the reference relation exists between two
projects, the resources of referred project can be referred by users in referring project. The
following constraints are applied when using the reference relation: (1) a project may set
up more than one reference relation with other projects for resource sharing; and (2) a

project may refer to various projects simultaneously.

(4) Process Relation (PRprocess): Describes the executive sequence of two sub-projects from
time perspective. It determines the time to sharing project resources. Expression
PRorocess(event-project 1, ..., event-project m; condition 1, ...condition n; action-project k)
means that if event-project p; for 1 <i<m 1is accomplished and condition ¢; for 1< j<n
is valid, then action-project px can be triggered. When a project is decomposed into
several sub-projects, Process Relation can be used to determine the executive sequence of
all sub-projects. The process relation between two projects is a binary relation. While the
relation is built on two projects, the administrator must specify the sequences of related
functional tasks across project boundary. At the stages of executing an action-functional
task which can use the resources of the event-functional tasks in event-project. The
following constraints must be obeyed while using the process relation: (a) a process
relation exists between two projects which must have the subset relation; (b) an
event-project may trigger more than one action-project simultaneously; (c) an
event-functional task may trigger more than one action-functional task simultaneously;

and (d) an action-project may be triggered if all of its event-projects are accomplished.

(5) Exclusive Relation (PRexciusive): Identifies mutual conflict between projects, so that the

resources of the two projects cannot be referred to each other. The exclusive relation is
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default. That is, if no other relation exists between two projects, then two projects are

pre-set as Exclusive Relation. The exclusive relation is a binary relation. Supposing two

projects are exclusive, then all functional tasks in a project are exclusive with the other

project. The following constraints must be obeyed while using the process relation: (a) a

project may conflict with more than one project simultaneously; (b) a public permission

may not be assigned to two exclusive projects; and (c) an enterprise member is not

allowed to be assigned to two mutual exclusive projects.

Figure 3 shows an air force bomber project as an example. Project 1.1, “aircraft structure”

is, decomposed into four Sub-projects: Project 1.1.1 “fuselage”, Project 1.1.2 “wings”, Project

1.1.3 “tail”, and Project 1.1.4 “landing”. The schedule of Project 1 “air force bomber” in order

is: Project 1.1 “aircraft structure”, Project 1.2 “propulsion systems”, Project 1.3 “aircraft

control systems” and Project 1.4 “armament systems”. The relation between Project 1 and

Project 2 is an exclusive relation. Therefore, any resources of the two projects will be not

shared during their life cycles. Partial works of Project 1.1.2 “wings” and Project 1.1.4

“landing” must refer to design diagrams of Project 1.1.1 “fuselage” while a stage of structure

design of the Project 1.1.2 and the Project 1.1.4 “landing” is performed by workers of the two

projects.
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3.3.4 Cooperation Modes
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Fig. 3 Example of project relations
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This section presents three cooperation modes among virtual enterprise roles according to the

resource sharing requirements of collaborative operations in the VE:

Cooperation Mode (CM) describes interactive method among virtual enterprise roles
according to the dependence of their duties. The use of cooperation modes is constrained by the

following rules:

(1) A virtual enterprise role is permitted to have different cooperation modes with other VE
roles.

(2) Only one cooperation mode is permitted between two VE roles.

(3) The use of cooperation modes among virtual enterprise roles should consider the authority
conflict problems caused by the reflexive, symmetric and transitive properties, as well as
security problems caused by unlimited extension of permissions. The three above-mentioned

properties of relations are discussed in detail in Section 3.3.5.

According to the VE coordination requirements, three cooperation modes exist:

(1) Dependent Sngle-task Mode: When several virtual enterprise roles cooperate to perform a
functional task, they all have the same access privilege to all its resources.

(2) Dependent Multi-task Mode: Virtual enterprise roles perform related functional tasks
separately. Outputs of the functional tasks are referred to each other.

(3) Independent Mode: Virtual enterprise roles perform independent functional tasks
separately, disregarding their outputs. If two virtual enterprise roles work in an
independent mode, then they may not have each other’s access privileges for functional
tasks performed by them.

3.3.5 Property of relations

This section presents a Role Relation Net (RRN) to identify the interactive relations among
projects, cooperation modes, roles and hierarchical relations in enterprise members, assignment
relations between users and roles and relations between roles and VE roles. Through the RRN,
users can be authorized proper privileges in proper time according to roles played by users and

VERSs performed by roles.

Figure 4 shows an example of an RRN. The RRN includes two projects, Project P1 and P2,
performed by virtual enterprise VE1 and VE2 respectively. The members of VEI1 involve
enterprises E1, E2 and E3, while the members of VE2 involve enterprises E1, E3, and E4. Role R21
in enterprise E2 is responsible for playing VE role VER12 in VEI. Through the cooperation mode
CM12 between VER12 and VER11, Role R21 can be authorized to use part of VER11’s resources.
Through the role relation RR12 between role R21 and R22, R22 is allowed to access part of
VERI12’s resources of in VEI.
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To avoid security problems caused by privilege expansion due to element relations, and to
strengthen private and public resource security, three binary relation properties — reflexive,

symmetric, and transitive — are applied to the above-mentioned relations.

In the project formation stage, members in a VE determine whether each cooperation mode
and project relation satisfies these three properties. The enterprise itself can identify these three
properties according to its own resource sharing rules. The enterprise can also set the depth of the
transitive property and require symmetric and transitive properties to be valid only in the same

department.

Tables 1, 2 and 3 list properties in project relations, cooperation modes and role relations
respectively. Table 1 shows all possible combinations of the five project relations concerning

reflexive, symmetric and transitive properties, which are introduced as follows:

(1) Subset Relation: The subset relation does not satisfy reflexive and symmetric properties.
However, a project manager can determine whether the transitive property is satisfied.
Meanwhile, the project manager can determine the continuability of the transitive property for
resource sharing.

(2) Version Relation: The version relation does not satisfy the reflexive and symmetric properties,
while the project manager can determine the transitive property. Meanwhile, the project
manager can determine the continuability of the transitive property according to demands.

(3) Reference Relation: The reference relation does not satisfy the reflexive property because a
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project does not need to refer to itself. However the project manager can determine whether the
symmetric and transitive properties are satisfied according to demands. Meanwhile, a project
manager can determine the continuability of the transitive property according to demands. If
the symmetric property exists between projects p; and p,, project p; refers to project p,, and
vice versa. If the transitive property of reference relations exists among projects, and project p;
refers to project p, and project p, refers to project ps, then project p; can refer to project ps.

(4) Process Relation: The project manager may determine whether the reflexive, symmetric and
transitive properties are satisfied.

(5) Exclusive Relation: The exclusive relation does not satisfy the reflexive property, while the
project manager can determine whether the symmetric and transitive properties are satisfied.

Table 1. List of Project Relation Properties

Project Relation (PR) Reflexive Symmetric Transitive

(1) Subset Relation X X O(Degree) / X
(2) Version Relation X X O (Degree) / X
(3) Reference Relation X 0/X O (Degree) / X
(4) Process Relation 0/X 0/X O (Degree) / X
(5) Exclusive Relation X 0/X O (Degree) / X

Table 2 lists the three cooperation modes showing all possible combinations of their reflexive,
symmetric and transitive properties. Since these properties have the same value, only the Dependent
Single-Task Mode is explained. The Dependent Single-Task mode does not satisfy the reflexive
property, but certainly satisfies the symmetric property because VE role ver; has cooperation
relations of Dependent Single-Task Model with ver,. Conversely, ver, has cooperation relations of
Dependent Single-Task Mode with ver;. Additionally, the project manager may determine whether

transitive property and depth of transitability are satisfied.

Table 2. List of Cooperation Mode Properties

Cooperation Mode (CM) Reflexive Symmetric Transitive

(1) Dependent Single-task Mode X 0 O (Degree) / X
(2) Dependent Multi-task Mode X 0] O (Degree) / X
(3) Independent Mode X 0 O (Degree) / X

Table 3 lists role hierarchical relations, showing all possible hierarchical relations among roles,
concerning their reflexive, symmetric and transitive properties. The properties of role hierarchy
should be determined by the resource sharing strategy of an enterprise or department. Therefore, the
Role hierarchy does not satisfy the reflexive and symmetric properties, but it is permitted to have
different transitive properties among departments in the same enterprise. The depth of a role
hierarchy’s transitive property can also be determined, and the validity of transitive property may

be established only within a department.
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Table 3. List of Role Hierarchy Properties

Role Hierarchy (RH) Reflexive Symmetric Transitive

Role Relation Name X X O (Degree/Dep.) /X

The properties of listed relations primarily have three effects: (1) To enhance resource sharing
flexibility among projects and the availability of resource sharing in a VE; (2) To analyze whether
project relations violate listed rules and to discover conflicts; (3) To analyze RRN to generate a

user’s privilege according to listed contents.

3.3.6 Foundational assignments

This sub-section defines various assignment relations among elements as follows:

® Functional Task-Stage-Public Permission-Assignment (FT-S-Public-A): A triple assignment
relation among three elements: Functional Task, Stage, and Pubic Permission. Public
permissions are assigned to functional tasks in stages. The relation among them is: FT x Stage
x Public Permission.

® Project-Virtual Enterprise Role-Assignment (P-VER-A): This relation records the assignment
relation between projects and virtual enterprise roles, and describes which virtual enterprise
roles are included in a project.

® Virtual Enterprise Role-Functional Task-Assignment (VER-FT-A): This relation records the
assignment relation between virtual enterprise role and functional task, and describes which
functional tasks are performed by which virtual enterprise roles.

® Virtual Enterprise-Enterprise Member-Assignment (VE-EM-A): This relation records
assignment relations between a VE and its enterprise members.

® Virtual Enterprise-Project-Assignment (VE-P-A): This relation records the assignment
relations between a virtual enterprise and its projects, and describes which project is performed
by a virtual enterprise.

3.3.7 Assignments acr oss models

This section defines the relation assignments across models to establish the combination

relations of relevant elements among two access control models. They are:

® Enterprise Member-User-Assignment (EM-U-A): This relation records the assignment
relations between users and enterprise members.

® Non-Enterprise Member -User-Assignment (NEM-U-A): This relation records the
non-enterprise members for which a user works.

® RoleVirtual Enterprise Role-Assignment (R-VER-A): This relation records the assignment
relations between roles and virtual enterprise roles.

® User-Virtual Enterprise Role-Assignment (U-VER-A): This relation records what VE roles a
user may play.

4. Classification of user authorities
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Initially, according to the sources of user’s authorities, a user’s authorities can be classified

into two categories as shown in Fig. 5:

(1)Public authority: The authority of public resources, which is obtained from VE roles performed
by user roles. The authority of public resources can be subdivided into authority held by user and
authority held by role. Because the algorithms for generating authority held by user is included
in the algorithms for generating authority held by role, this study explores only the authority held
by role. Its sources can be subdivided into three types:

(a) Public Authority from VER: The access authority derives from virtual enterprise roles
played by user’s roles in an enterprise member. Since user’s roles can play different virtual
enterprise roles, these authority of virtual enterprise roles may derive from different
projects.

(b) Public Authority from Cooperation among VER: The access authority derives from virtual
enterprise roles that can not be played by user’s roles. These authorities are obtained
through cooperation modes among VE roles played by the user’s roles and other VE roles
leading to resource sharing.

(c) Public Authority from PRs: The access authority derives from resource sharing among

projects.

(2) Private authority: Authority of private resources existing in enterprise members and obtained
through user roles. This authority can be subdivided into five types:

(a) Private Authority from Roles: The access authority derives from user’s roles.

(b) Private Authority from RHs: The access authority derives from hierarchical relations
between the entering user’s roles played and roles not played by him. These roles inherit
partial authority of other roles with which they have hierarchical relations.

(c) Private Authority from VERs: A VE role can be collaboratively played by many roles. To
reach the common goal for performing VE roles, roles may share part of their authorities to
other collaborative roles. Therefore, the access authority derives partially from the
authorities of other roles with which the role cooperates collaboratively to perform the VE
role.

(d) Private Authority from Cooperation among VERS: This authority uses authorities owned by
other roles, exists in private resource of enterprise and is obtained through the cooperation
model of playable virtual enterprise role and other virtual enterprise roles.

(e) Private Authority from PRs: This authority uses authorities existing in private resources in

other enterprises and obtained through project relations.
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5. System architecture and approaches design

To support resource management and security control in VE, this study developed a VEAC

system based on the proposed VEAC model.
5.1 System ar chitecture

This section designs the VEAC system architecture according to resource management

requirements and characteristics in VE.

Figure 6 shows the VEAC system architecture, in which the primary mechanism includes a
Virtual Enterprise Access Control Center (VEACC) responsible for authority management security
control, and deployable in a leader enterprise. Every enterprise member joining the VE has to install
a Security Gatekeeper (SG) to protect its own resources. To authenticate the user’s identity on the
Internet, the VEACC sends the user’s login to the Global Certificate Authority Center (GCAC).
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The main mechanisms in the VEAC system architecture are introduced as follows:

Virtual Enterprise Access Control Center (VEACC): The aims of the VEACC include: (1) to
enable the administrator to construct and maintain systems; (2) to provide an interactive
interface with other mechanisms, and encryption and decryption for secure communication; (3)
to generate user authority lists according to the VEAC model; (4) to authenticate the user, and
(5) to request resource services in the VE. Based on the aims and function requirements of
virtual enterprise access control, a functional framework of the VEACC is designed as Fig. 7,
which displays the main functional modules or components and their repositories. The
functional framework of VEACC consists of the following modules:

(1) GUI wuser and administrator interface includes user requirement interface, team
administrator interface, organization administrator interface and platform administrator
interface;

(2) Model and policy integration module includes both model integration unit and policy
translation unit;

(3) Authentication and access control module includes identification and authentication unit,
policy handler unit, audit unit, session management unit, and access control and
authorization unit;

(4) Information integration mechanism is able to transform various information into a
understandable information format for users, and

(5) Resource gateway is an interactive interface to connect public resources and each member

enterprise’s security gatekeeper for accessing private resources through firewall.

These repositories in the framework are designed to store (1) resource list, (2) project and
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model specification, (3) project access control policy, (4) intra-enterprise access control policy,
(5) supplier access control policy, and (6) historical transaction data to support access control
activities, including user’s authentication and authorization, and examining disallowed

aCCCSSES.
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Fig. 7 Functional framework of VEACC

®  Security Gatekeeper (SG): Every enterprise that joins VE has to install this component to (1)
protect its own internal resources; (2) act as an interface for communicating with VEACC, and
(3) request resource services in enterprises. The functional framework of security gatekeeper
designed as Fig. 8 which consists of three main function modules: (1) virtual enterprise local
access control module comprising local user authority manager, user authority checker,
encryption and decryption component, and service requestor and receiver, (2) access control
model and policy integration module, and (3) resource gateway.

Legacy Access Control Mechanism

—_—

| Local User Authority Manager |

| User Authority Checker |

Local User
Authority
List

| Encryption/Decryption Component |

Kemajen) a01n0say

| Service Requestor and Receiver |

VE Local Access Control Module

Security Gatekeeper

Fig. 8 Functional framework of security gatekeeper
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® Global Certificate Authority Center (GCAC): Every user or enterprise must have a digital
certificate to authenticate them within the Network. The GCAC, a third party, is responsible
for certificate authentication and notifying VEACC of the results.

5.2 Certificate authentication, authority and access control approaches

In virtual enterprise access control, authenticating a user is an essential step before authorizing
the user for any protected operation. Since VE members often change, the VE user authority has to
be frequently updated to protect its resources. Therefore, the certificate, authorization and access
control management are important in a VE. This section shows the operations related to this job.
Analyzing the resource access requirement in virtual enterprise, regardless of public or private
resources, in which they include two access modes to need integration and not integration. In
addition to the access modes, peer-to-peer private resource access mode is often used, too. The

following sub-sections will illustrate the approaches in order.

5.2.1 Approach for updating user authority list

When a user enters the VEAC system, the system must generate a user authority list, and
update each SG’s local user authority list and the VEACC’s global user authority list. This

approach is shown in Fig. 9 and explained as follows:

(1) User logs onto the VEACC and enters his personal data including name, validity period,
public key information and a signed hash of the certificate data.

(2) VEACC authenticates the user’s personal basic data; if the user data are incorrect, then the
VEACC rejects the user.

(3) If the user data are correct, then the VEACC sends the user personal data to the GCAC to
authenticate the digital certificate.

(4) GCAC sends the verification results to VEACC.

(5) If the user’s digital certificate is correct, then the VEACC generates the user authorities and
adds them to the global user authority list.

(6) VEACC decomposes the user authorities according to the enterprise owning each resource,
and generates a local user authority list for each enterprise.

(7) VEACC sends a local user authority list of each enterprise to their SG.

(8) Each SG updates its local user authority list.

(9) SG informs VEACC that SG has completed the updating procedure.

(10) VEACC informs the user that he may access VE resources.
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5.2.2 Approachesfor accessing public resources

A variety of public resources in virtual enterprise is shared, some of which could need to be
integrated. VEACC provides two approaches for accessing public resources with and without
information integration, shown in Figs. 10 and 11, respectively. The information integration

mechanism (IIM) supports the information format transformation among enterprises.

® Approach for accessing public resour ces without infor mation integration

The approach for public resource access without information integration is shown in Fig. 10

and explained as follows:

(1) User/Agent in enterprise B requests access to Public Resources.

(2) VEACKC receives the request, and searches the user authority from the Global User Authority
List.

(3) If User’s requested operation is allowed, then VEACC sends a call statement to Public
Resources in a virtual enterprise platform.

(4) The Public Resources perform the service requested by User.

(5) The Public Resources directly respond with the results using an appropriate format to represent
the User information.
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® Approach for accessing public resources with information integration

The approach for public resource access with information integration is shown in Fig. 11 and

explained as follows:

(1) User/Agent in enterprise B requests access to Public Resources which need to be transformed
into another format.

(2) VEACC receives the request, and searches the user authority from the Global User Authority
List.

(3) If User’s requested operation is allowed, then VEACC sends a call statement to Public
Resources in a virtual enterprise platform.

(4) The Public Resources perform the service requested by User.

(5) The Public Resources directly respond with the results to Information Integration Mechanism
(IIM).

(6) The IIM proceeds with information integration and transformation according to the information
requirement of enterprise B.

(7) The IIM respond with the results using enterprise B’s format to represent the responded
information.
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5.2.3 Approachesfor accessing private resour ces

A variety of private resources in enterprise is shared, which could need integration or not.
VEACC provides two approaches for accessing private resources with and without information

integration, shown in Figs. 12 and 13, respectively.

® Approach for accessing private resour ces without information integration

The approach for accessing private resource without information integration is shown in Fig. 12 and

explained as follows:

(1) User/Agent in enterprise B requests access to Private Resources.

(2) VEACKC receives the request, and searches the user authority in the Global User Authority List.
If the User is allowed to access the Private Resource, then the VEACC generates a pair of
session keys.

(3.1) VEACC responds with one session key.

(3.2)Simultaneously, the VEACC sends to the SG the other session key and the User/Agent’s

request.

(4) SG verifies again the authority for the request.

(5) If the request is valid, then SG with gateway calls the requested Private Resource.

(6) The Private Resource in member enterprise A performs the service requested by User in
enterprise B.

(7) The Resource/Service directly responds with the results using an appropriate information format

and encrypting it using the session key.
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® Approach for accessing private resour ces with infor mation integration

The approach for accessing private resource with information integration is shown in Fig. 13

and explained as follows:

(1) User/Agent in enterprise B requests access to Private Resources which need information
integration and transformation.

(2) VEACC receives the request, and searches the user authority in the Global User Authority List.
If the User is allowed to access the Private Resource, then the VEACC generates a pair of
session keys.

(3-1) VEACC responds with one session key.

(3-2) Simultaneously, the VEACC sends to the SG the other session key and the User/Agent’s
request.

(4) SG verifies again the authority for the request.

(5) If the request is valid, then SG with gateway calls the requested Private Resource.

(6) The Private Resource in member enterprise A performs the service requested by User in
enterprise B.

(7) The Resource/Service directly responds with the results using a standard information format to
SG.

(8) The SG encrypts the results by using the session key and sends it to [IM.

(9) The IIM proceeds with information integration and transformation according to the information
requirement of enterprise B.

(10) The IIM responds the results of request to User in enterprise B.
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5.2.4 Approachesfor accessing peer-to-peer private resour ces without information integration

In virtual enterprise environment, in order to speed up the efficiency of information access, the
approach for accessing peer-to-peer private resources which need not to integrate is shown in Fig.

14, in which each step is introduced as follows.

(1) User logs onto the VEACC for requesting a credential and further enters his personal data
including name, validity period, public key information and a signed hash of the certificate
data.

(2) VEACC authenticates the user’s personal basic data; if the user data are incorrect, then the
VEACC rejects the user. If the user data are correct, then the VEACC sends the user personal

data to the GCAC to authenticate the digital certificate.

(3) GCAC sends the verification results to VEACC.

(4) VEACC generates a credential for the user if the digital certificate is correct.

(5) VEACC responds the credential to the user.

(6) User sends the credential and request to SG.

(7) SG checks the credential and user authority.

(8) If the credential and user authority are legal, SG calls the private resource to supply service for
the request.

(9) The private resource runs the request.

(10) The private resource responds the result to user.

In the approach, the steps (7), (8), (9) and (10) can be repeated to request other services

during a timestamp.
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Fig. 14 Approach for accessing peer-to-peer private resources without information integration

6. Discussion and Conclusions

The aims of this study may help VEs to successfully solve the challenges of resource
management and sharing among enterprises. The study has already accomplished the phase
objective to propose a VEAC model, design the architecture of a prototype system and the
functional frameworks of its core mechanisms, and develop the approaches for authentication and
authorization in VE. However, the study has some deficiencies. For example, the non-RBAC model
and integration of its access policies was not investigated. If an enterprise adopts non-RBAC
models and other access policies, it must perform additional model-transferring process to

transform them to RBAC in order to integrate them with VEAC project-based access control model.

6.1 Results and Contributions

The results and contributions of this study were as follows:

® The model may: (1) enables resources management and sharing in VE; (2) facilitate dynamic
change of access right based on the organization structure of a VE; (3) preserve the access
rights of users who are not affected under the change the organization of a VE or its members;
(4) prevents to disclose business confidential information in virtual enterprising, and (5) ban
all users working in an enterprise and its partners from accessing resources in the VE, when
the enterprise drops out from the VE.

® The system architecture and approaches enable: (1) users from anywhere can take up to date
information; (2) single authentication can entry multi-domains to access resources; (3)
authorization considers not only individual privilege but also privilege from other workers that
work together with him, and (4) the extent of resources sharing among workers depends on the
cooperation relations among them and task requirements.
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6.2 Further research

In the electronic commercial environment, resource management and sharing will become
more complicated in the future. The proposed VEAC model solves access control and VE resource
sharing problems. The implementation of the VEAC model-based access control system prototype
is a great software engineering. In the future we will make up a distributed software engineering
team to develop the system prototype using object-oriented software development methodology.

However, some problems still need to be resolved.

(1) This study did not consider that the user might share a resource with unauthorized users, for
example by copying it, after legally acquiring the resource.

(2) Algorithms based on the VEAC model should be developed to generate user authority.

(3) Methods for the access control server to call and use resources in the heterogeneous platform
were not considered.

(4) An enterprise may adopt a non-RBAC-based scheme. Therefore, integrating different access
control schemes or policies should be a focus points for future studies.

(5) Ideally, an enterprise should keep its original access control model when joining a VE.
Therefore, a ‘plug-and-play’ access control integrating mechanism with a ability should be
developed.

(6) An enterprise may participate in several competing VEs. Preventing the leaking of key
technology or data should be considered.

(7) Future studies should adopt the XACML (eXtensible Access Control Markup Language)
proposed by OASIS to develop access control policy frameworks enabling access strategies to

be integrated among enterprises.
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Abstract

A virtual enterprise (VE) consists of a network of independent, geographically dispersed
administrative business domains that collaborate with each other by sharing business processes and
resources across enterprises to provide a value-added service to customers. Therefore, the success
of a VE relies on full information transparency and appropriate resource sharing, making security
and trust among subjects significant issues. Trust evaluation to ensure information security is most
complicated in a VE involving cross-organization collaboration. This study presents a Virtual
Enterprise Access Control (VEAC) Model to enable resource sharing for collaborative operations in
the VE. A scenario for authentication and authorization in life cycle of a VE is then described to
identify the main activities for controlling access. Also developed herein is a trust evaluation
method based on the VEAC model to improve its security while safeguarding sensitive resources to
support collaborative activities. The trust evaluation method involves two trust evaluation
sub-models, one to evaluate the level of trust between two virtual enterprise roles, and another to
measure the level of trust between two projects. The two sub-models support each other to make
resource-sharing decisions, and are developed based on the concepts of direct, indirect and negative

trust factors. Finally, an example of measuring the trust between two subjects is demonstrated after
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introducing the two sub-models. The VEAC-based trust evaluation method enables the following:
(1) secure resource sharing across projects and enterprises; (2) collaborative operation among
participating workers; (3) increased information transparency, and (4) lowered information delay in
VEs.

Keywords: Virtual enterprise, Resource sharing, RBAC, Trust, Access control, Collaboration.
1. Introduction

Most enterprises adopt a virtual enterprise business model for activities related to products
and services required by customers. Virtual enterprises (VE) evoke notions of cooperation,
cohesiveness and trust among coworkers from different organizations to accomplish common goals.
Hence, VEs have to respond quickly to customer expectations by integrating processes, activities
and resources from different enterprises through enterprise alliances [1]. In practice, a VE is
implemented with a distributed and collaborative business process, in which individuals from
different enterprises cooperate on business-related activities or processes by remote coordination,
communication and control [2, 3, 4].

Effective virtual enterprising requires fully transparent and effective sharing of resources,
including information, application systems and knowledge, throughout the business cycle [1].
Information sharing, including real-time capability, enables operational improvements and reduces
the overall cost [5]. Information resources to support the practical operations in VE can be
classified into three categories: (1) information brought by participating enterprises; (2) information
generated by activities in a virtual enterprise, and (3) the information assets of a virtual enterprise.
The three categoeies of information should be securely managed and shared with an appropriate
mechanism. Charles et al. explored a dynamic coalition problem by emphasizing information
sharing and security risks among groups [6]. Zha and Ding analyzed the necessity and impact of
sharing information among supply chain partners in several sharing modes [7]. However, resource
sharing introduces trust and authority management issues, and shows the significance of resource

access comtrol.

Access control and sharing determines whether a subject can access resources controlled by
another subject, and protects the confidentiality, integrity and availability of resources [8]. The
subject, which is a member of the VE, can be an employee, role, agent or software application.
Access control for VEs is difficult to accomplish because: (1) members of the VE frequently change;
(2) VEs have many members with often complex inter-relationships; (3) VEs may be integrated or
distributed, and (4) VEs are Internet-based and heterogeneous [9]. Because of the decentralized and
dynamic characteristics in VE environments, access control for VE is impossible with traditional

access control approaches [10, 11].

Trust management in an organization refers to complex relationships among individuals,
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systems and organizational information management policies, and becomes particularly
cumbersome in a VE, which involves cross-organizational activities [12]. Trust evaluation in a VE
concerns safety and availability among individuals when delegating to partially trusted coworkers
performing tasks concerning the aim of the VE. Therefore, the current trust model is not well suited
to VEs due to its dynamic cooperative and collaborative properties. Trust management has been
supported in part by some recent literature. Shand et al. in [13] presented a trust and risk framework
to enable secure collaboration in ubiquitous and pervasive computer systems. Tran et al. in [14]
developed a trust-based peer-to-peer access control framework with a scoring system to assess the
access value by combining direct and indirect trusts with direct and indirect contributions.
Dimmock et al. applied the OASIS access control system, and extended role-based policy language
to make decisions based on trust and risk analysis [15]. Barrett and Konsynski proposed a method
for classifying inter-organization information sharing systems [16]. Zuo and Panda developed a
labeling scheme after analyzing the issue of trust from two perspectives, the ‘subject’ and ‘object’
[17]. Although access control across multi-enterprises has rarely been studied, a trust evaluation
method should be developed for a VE for four reasons: (1) a VE differs from a peer-to-peer
environment; (2) no model enables control of resource sharing across organization boundaries to
support collaborative and cooperative business activities; (3) no model considers the trust
evaluation among coworkers and projects [18], and (4) the resources accessed by users in the VE

cannot be predicted.

This study adopts the VEAC model to improve resource sharing and information transparency
among enterprise members, and the VEAC-based trust evaluation method to increase the security,
flexibility and scalability of resource sharing. One difficulty in measuring the trust of a subject
among virtual enterprises is the lack of a method to examine the degree to which a subject should
be trusted [17]. This study first introduces a Virtual Enterprise Access Control (VEAC) model for
collaborative operation among each participating enterprise [19]. Second, a scenario for
authentication and authorization in virtual enterprise is presented to find the main authentication
and authorization activities, and to indicate the interactive relationships among core access control
mechanisms. Finally, a trust evaluation method based on the proposed VEAC model is developed
by analyzing security problems, role rights, qualifications & responsibilities, project relations,
cooperative relations and role hierarchical relations, which are the core components of VEAC. The
VEAC-based trust method allows: (1) resource sharing across projects and enterprise boundaries; (2)
secure collaborative operation among participating coworkers; (3) increased information

transparency, and (4) reduced information delays in a VE.

2. Virtual enterprise access control model

Although Wang et al. presented a Virtual Enterprise Access Control (VEAC) Model in [19],
that study did not describe it in detail. Therefore, this section introduces the VEAC Model and its
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basic components as depicted in Fig. 1. The model is derived from the resource management
requirements and the characteristics of a VE, and includes two sub-models, a project-based access
control (PBAC) model for managing public resources stored in a VE, and a role-based access

control (RBAC) model for handling private resources held on individual enterprise members.

(Insert Fig. 1 Virtual Enterprise Access Control (VEAC) Mode!)

2.1 Role-based Access Control Modéel

RBAC involves three fundamental components, the base model, role hierarchy and constraints.
The bottom of Fig. 1 shows the RBAC Model [20-23]. Elements and relationships in RBAC are
described simply as follows:

® User (U), also called Subject, denotes a human, web service, application or agent in an
enterprise.

® Role (R) denotes a set of functional jobs or responsibilities, and is expressed as a set of
permissions.

® Private Object (PrivateO) is a sub-class of Object class, and denotes resources in an enterprise
associated with private permissions.

® Private Permission (PrivateP) is the approval of a particular mode of access to one or more
private objects.

® Session (S) represents each session, through which users map to one or more roles.

The RBAC model assigns each user to play roles associated with private permissions given to
perform operations on a private object. A user only plays a role at a session where he can activate a
subset of Roles assigned to it. The following three relations among Roles denote the privilege
assignment of role: Role Hierarchy, Satic Separation of Duty (SSD), and Dynamic Separation of
Duty (DSD). The RBAC model utilizes two relationships to represent the aggregation relationships
between two elements: EM-R-A between the Enterprise Member and Role elements, representing
the Role elements in each Enterprise element, and EM-U-A between the Enterprise Member and

User elements, representing the User elements belonging to the Enterprise Member element.
2.2 Project-based access control model
The PBAC model is shown in the upper layer of Fig. 1. The core concept of model

development, elements and relations in the PBAC model are introduced and defined in the

following sub-sections.

2.2.1 Fundamental e ements
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This sub-section introduces the fundamental elements of the PBAC model in the Set theorem:
Virtual Enterprise (VE) = {ve: ve is a dynamic Internet organization which consists of
enterprise members (EM) performing a project to achieve one common business goal.}
Enterprise Member (EM) = {em: em can be a substantive enterprise organization, VE or
individual, and is a VE member, with at least one worker participating directly in the VE
activities. }

Non-Enterprise Member (NEM) = {nem: nem can be a substantive enterprise organization, VE
or individual, but not a VE member. A nem has at least one worker participating directly in
activities of enterprise members, and the activities have direct relations with functional tasks
of VE.}

Project (P) = {p: p is the set of functional tasks, projects and sub-projects, which is performed
by a VE.}

Functional Task (FT) = {ft: ft is a set of VE activities, which has a common objective and is
performed by several virtual enterprise roles (VER).} A functional task involves five
attributes:

(1) FT-state records the state of the functional task being performed;
(2) FT-stage records current timestamp of a functional task for appropriate resource sharing
according to its states;
(3) Allowed-reference is a Boolean data type to decide whether the functional task can be
referred by relative functional task in a post-version project;
(4) Allowed-sub-project decides whether the functional task can be referred by its sub-projects;
and
(5) Allowed-main-project decides whether the functional task can be referred by its
super-project.
Virtual Enterprise Role (VER) = {ver: ver is a virtual role created to enable professional
division within VE, which is assigned to perform more than one functional task (FT).}
Object (O) = {0: 0 is an information resource including public and private resources which can
be database, entity, attribute, tuple, document, XML document, application, software
component or knowledge.}
Public Object (PublicO) = {public-o: public-0 is a subset of objects, which is owned by a VE
and stored in a VE’s common repository. }
Operation = {op: op is a set of access authorities, such as “write”, “read” and “execute”.}
Public Permission (PublicP) = {public-p: public-p is a permitted mode of access to a public
object.}
Permission = {x: xe PublicP U PrivateP.}
Project Access Control Policy (PACP): PACP identifies which project resources are protected

and shared according to the relations among projects and the sharing rules, and what activities
are forbidden in the virtual enterprise scope.

2.2.2 Foundational assignments

The various assignment relations among elements are defined as follows:

® FT-SPublicP-A: a triple assignment among three elements: Functional Task, Stage, and Pubic

Permission. It is represented by Respunicpa={(ft, St, public-p): fte FT, st e Stage, and
public-pe PublicP,} means that public permission public-p is assigned to functional task ft in
stage S.

® P-VER-A: a one-to-many binary assignment is represented by Ryver-a={(P, Ver): pe P, ver e VER,
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and p “involves” ver}.

VER-FT-A: a many-to-many binary assignment is represented by Rer--a={(Ver, ft): ver e VER,
fte FT, and ver “performs” ft}.

VE-EM-A: a many-to-many binary assignment is represented by Reemna={(Ve, em): vee VE,
eme EM, and em “is a members of”’ ve}.

VE-P-A: a one-to-many binary assignment is represented by Repa={(Ve, p): vee VE, peP, and
ve “performs” p}.

EM-NEM-A: a many-to-many binary assignment is represented by Remnema={(€m, nem):
em e EM, nem € NEM, and nem “supports” em “to perform some tasks of the”
VE-EM-A virtual_enterprise(em)}.

Functional Task Workflow (FTWf): a many-to-many binary assignment is represented by
Rerwe={(ft;, ft)): ft;, ft;eFT, pi, pjeP, fticp, fticp, i#], fti is a event-functional task of the
action-functional task ftj} means ft; is authorized to use the public permissions of ft; while ft; is
accomplished.

Correspondence: a one-to-one binary relation on FT is represented by Reorrespondence={(fti, ftj): fti,
ft,e FT, pi, pieP, fticp, ftycp;, i #], fti “is the pre-version of*“ ft; while ft; is the post-version of”
fti}.

EM-U-A: a one-to-many binary assignment is represented by Remu-a={(€m, uU): eme EM, ue U,
and em “have an employee” u}.

NEM-U-A: a one-to-many binary assignment is represented by Riemu-a={(nem, u): neme NEM,
ue U, and nem “have a employee” u}.

R-VER-A: a many-to-many binary assignment is represented by Rr.ver.a={(r, Ver): re R ver e VER,
and r “is assigned to play” ver}.

U-VER-A: a many-to-many binary assignment is represented by Ryver-a={(U, ver): ueU,
ver e VER and u “is assigned to play” ver}.

2.2.3 Project relations

A Project Relation (R,) describes the interactions, cooperation modes and priority between two

projects, and determines the level of resource sharing among them. Different project relations may

exist between two projects, and project relations may change with time based on project

management and sharing requirements. To introduce the project relations, given a set Project (P)

and X, ye P, a binary relation Project Relation (Ry) on P is a subset of P x P. The project relation is

split into five sub-relations:

Subset Relation (Rps) describes a project “main-project”, which is decomposed into several
projects “sub-projects” to be executed by different virtual enterprises. A main-project is
permitted to access the resources of its sub-project, but an administrator may set or disable this
capability. The subset relation is denoted by Rys={(X, ¥): X, ye P, XY, and X “is a subset of”

Y5

Version Relation (Ry) describes a project y called the “post-version project”, which is
extended from a project X called “pre-version project”, and which is planned with reference to
the pre-version project. Hence, the pre- and post-version projects have similar targets,
functional tasks and participants. The version relation may result in correspondences between
functional tasks of the two projects. The relation is represented by Ry={(X, y): X, ye P, XY,
and X “is the pre-version of” y}.

Reference Relation (Ry) describes a project X, called the “referring project”, referring to the
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resources in another project Y, called the “referred project”. If the reference relation exists
between two projects, then users in the referring project can refer to the resources of the
referred project. The functional task involved in the referred project is allowed to be referred
as long as the value of its attribute “allowed-reference” is “true”. The relation is given by
Ror={(X, ¥): X, ye P, X2y, X “refers to resources in”’ Y, and (= I XRpey) A (= TYRpeX)}.

® Process Relation (Ryp) indicates the execution sequence of two sub-projects, and determines
the time for sharing project resources. When a project is split into several sub-projects, the
process relation can be adopted to indicate the executive sequence of all sub-projects. While
the relation is constructed on two projects, the administrator must specify the sequences of
related functional tasks across project boundaries. The relation is represented by Ryp={(X, y): X,
Y, ze P, Xx# Y= Z, (3 XRps2) A (IYRps2), and X “must be achieved, then start” y}.

® Exclusive Relation (Rye) denotes that two projects are mutual conflicting, indicating that the
resources of the two projects cannot be referred to by each other. The relation is represented by
Roe={(X, ¥): X, ye P, x# Yy, X “conflicts with” y, and (— I XRxrY) A (= FYRxX)}.

2.2.4 Cooperation modes between two VERS

This sub-section presents three cooperation modes among virtual enterprise roles according to

the resource sharing requirements for collaborative operations in the VE.

Cooperation Mode (R:) describes interactions among VERs based on the dependent level of

their duties. Given a set Virtual Enterprise Role (VER), X and ye VER, a binary relation
Cooperation Relation (XRyy) on VER is a subset of VER x VER, which is differentiated into three

cooperation relations. For convenience in the following discussion, two items are first defined in
terms of authority inheritance. According to the cooperative mode, a virtual enterprise role may
inherit strongly or weakly the privileges from the other virtual enterprise role. The strong
inheritance indicates that the privileges of a VER can be completely inherited by the other VERSs,
while the weak inheritance means that the privileges can only be partially inherited, i.e. only some

privileges of a VER are inhereited.

® Dependent Sngle-task Mode (XReqasy) : The dependent single-task mode is a binary relation
and represented by Regs={(X, ¥): X, ye VER, x=Yy, 3 (X, ft1), (Y, ft1)e VER-FT-A—
FT-PublicP-A public_permission({VER-FT-A functional _task(x): (x, ft)e VER-FT-A}) are
inherited strongly by virtual enterprise role y, and
FT-PublicP-A _public_permission({VER-FT-A_functional_task(y): (y, ft)e VER-FT-A}) are
inherited strongly by virtual enterprise role X, and (— I XReamyY) A (= FYRamX) A (—
IAXRY) A (— FYR:X)} means that VER X and y cooperate to perform a functional task ft;, and
they have the same access privilege to all its resources.

® Dependent Multi-task Mode (XRuqmy): The dependent multi-task mode is a binary relation and
represented by Rean={(X, ¥): X, Yye VER, XY, V (X, fty), (y, fty) e VER-FT-A—
FT-PublicP-A public_permission({VER-FT-A functional task(x): (X, ft\) e VER-FT-A}) are
inherited weakly by virtual enterprise role y, and

141



FT-PublicP-A_public_permission({VER-FT-A_functional_task(y): (y, fty)e VER-FT-A}) are
inherited weakly by virtual enterprise role X, and (— 3 XRegsy) A (— I YRedsX) A
(= AXRGY) A (= FYR:X)} means that VER X and Yy perform related functional tasks

separately and outputs of the functional tasks are referred to each other.

® Independent Mode (XRgY): The independent mode is a binary relation and represented by
Ri={(X, ¥): X, ye VER x=#y, FT-PublicP-A_public_permission({VER-FT-A_functional _task(x):
(X, fty) € VER-FT-A}) are not inherited by virtual enterprise role y, and
FT-PublicP-A_public_permission({VER-FT-A_functional_task(y): (y, fty) e VER-FT-A}) are
not inherited by virtual enterprise role X, and
(= IXReasy) A (— FYReasX) A (— I XReamy) A (— I YReamX) } means that VER X and y perform
independent functional tasks separately, disregarding their outputs. If two virtual enterprise
roles work in an independent mode, they may not have each other’s access privileges for
functional tasks performed by them.

2.2.5 Properties of relations

To avoid security problems caused by privilege expansion resulting from element relations,
and to strengthen private and public resource security, three binary relation properties — reflexive,
symmetric, and transitive — are applied to the above relations. In a project formation stage,
enterprise members in a VE determine whether each cooperation mode and project relation
complies with these three properties. Each enterprise member can then identify these three
properties based on its own resource sharing rules. The enterprise can also set the depth of the
transitive property, and require symmetric and transitive properties to be valid only in the same

department.
2.3 Role Relation Net (RRN)

Figure 2 shows a Role Relation Net (RRN), which is an applied example of the VEAC model.
An RRN comprises the basic elements and relations defined in Section 2, which identify the
interactive relations among projects, cooperation modes, roles and hierarchical relations in
enterprise members, assignment relations between users and roles, and relations between roles and
VE roles. In the RRN, through project relations to facilitate the resource sharing across projects,
cooperation modes among VERs to enhance the information transparency of a VE, and roles and
hierarchical relations to simplify assignment of privileges, users can be assigned proper privileges
within a timeframe based on roles played by users and VERSs used by roles. Section 4.3 illustrates

the proposed trust evaluation method uisng the RRN as an example.

(Insert Fig. 2 Part of a Role Relation Net (RRN))
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3. Scenario for authentication and authorization in virtual enterprise

The IT environments of large, distributed VEs generally consist of various platforms and

applications. Subjects can access various resources deployed on different platforms. Two

fundamental access control functions, authentication and authorization, and other related access

control activities are shown as Fig. 3 and introduced below:

Constructing the VEAC model: when a VE is organized, all enterprise members in the VE
need to plan the VE objectives, processes, schedules and resources collaboratively.
Administrators in this stage must construct the VEAC model, including the design of all
elements and the assignments among elements, to enable resource sharing and reuse.
Consequently, a VEAC specification is produced from the constructed VEAC model.

Identifying the project access control policy: when a VE is formed, a project access control
policy (PACP) should be identified based on the regulations of the VE for resource usage and
sharing.

Determining the resource threshold: the owner of each resource can set or change the resource
threshold according to the secure requirement of dynamic business environment. Each
resource involves both the VER and project thresholds, which are recorded in the resource list.

Generating user authorization: when a user logs into the virtual enterprise access control
system, the user authorization list is generated from private and public authorization
algorithms which analyzes the PACP, VEAC specification and resource list. The trust
evaluation method is then applied to assess the trust values for the VER and project. Based on
these trust values, the system then prunes the user authorization list of trust values that are
lower than the threshold of a resource. Finally, the pruned user authorization list is split into
local user authorization lists, which are deployed on each enterprise member’s access control
mechanism.

Controlling access: when a user successfully logs in, and the user authorization list is
generated and deployed, the user can request access to the private resources stored in all
enterprise members and the public resources stored in the virtual enterprise based on the user
authorization list.

(Insert Fig. 3 Access control framework in a virtual enterprise)

4. Trust evaluation method

This section refines and redefines the concept of direct and indirect trusts presented in some

other studies, and proposes the concept of a negative trust to improve the level of trust, thus

enhancing the match among the requirements of practical virtual enterprise environments. The

direct and indirect trust values are defined as the positive interrelated coefficient, which intensifies
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the level of trust between two VERs, while the negative trust value is defined as the negative
interrelated coefficient, which enables the sub-models to decrease the level of trust between two
VERs. This section develops a trust evaluation method from the subject interaction perspective,
which is based on the VEAC Model, and which expands the concept of direct and indirect trusts.
The trust evaluation method is used to measure the level of belief or disbelief among two subjects
(virtual enterprise role and project) for resolving the trust issues resulting from unclear assignment
among elements and secure resource sharing across enterprise and project boundaries. This section
describes various trust functions based on: (1) cooperation modes between two VERs or project
relations between two projects; (2) dependence on responsibilities between two subjects; (3) the
intersectional ratio of resources used in performing two functional tasks, and (4) the intersectional
ratio of enterprise members participating in two projects. Figure 4 illustrates depicts the structure
and significant features of the trust method containing two sub-models. The details are introduced
as follows:

(1) Trust evaluation sub-model for VER is adopted to assess the trust level from one VER to another.
The trust evaluation sub-model for a VER comprises a direct trust function, indirect trust
functions at different depths and a negative trust function, as follows: (a) the direct trust
function is calculated from the intersection ratio of the functional task assignments based on the
cooperative mode between two VERs; (b) the indirect trust functions are determined from the
direct trust function from one VER to another via the others (third-VERs), and (c¢) the negative
trust function is obtained by considering the mutual relationships among the trustee, trusted and

their third-VERs, based on the modes of cooperation among them.

(2) Trust evaluation sub-model for projects is employed to determine the trust level from the
perspective of a particular project to another. Its value is obtained from various project relations
and the resource assignment. The trust evaluation sub-model for a project also uses direct,
indirect and negative trust functions to determine the trust value between two projects. The
direct trust function of a project is calculated by combining the version, subset, reference and
process direct trust values with an exclusive direct trust value. The concepts of development of
the indirect and negative trust function for project resemble the indirect and negative trust
functions of the trust sub-model of a VER.

(Insert Fig. 4 Structure of the trust evaluation method)

4.1 Trust evaluation sub-model for virtual enterpriserole
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This sub-section describes the trust evaluation sub-model for a virtual enterprise role,
including a direct trust function, indirect trust functions at different depth, a negative trust function

and a trust function.
4.1.1 Trust evaluation functionsfor virtual enterpriserole

The part of a Role Relation Net (RRN) displayed in Fig.5 includes several VERs and
cooperative modes linking VERs, denoting the direct and indirect trusts for a VER. As
demonstrated in Fig. 5, the solid line between two VERSs is the direct trust, and the dashed line
between two VERS represents the indirect trust. The rules of cooperation between VERs allow only
one direct trust between two VERs. However, the indirect trust value can exceed 1 when the

transitive depth of the cooperation mode exceeds 1. The three trust classes are defined as follows:

(Insert Fig. 5 Part of Role Relation Net (RRN) denoting the direct and indirect trusts for VER)

® Direct Trust from ver; to verj, DTye(Veri, ver;), is defined as the level of trustworthiness of ver;
for ver;, 1.e., the level to which the trusted subject (ver)) is believed by the trustee subject (ver;).
The two subjects (virtual enterprise roles) are regarded as nodes, and the cooperative mode
linking a trusted subject with a trustee subject is treated as an edge with a trust degree. The risk
of accessing an unauthorized resource via different cooperative modes between the trusted and
trustee VERs might depend on the level of dependence upon the responsibilities assigned to
the two VERs and their cooperation mode. Function 1 shows the direct trust function.
Therefore, one of the three cooperative modes can be adopted to lead the trust value in the
range [0, 1].

I if R =Ry

_||FT, AFT, | o
DT, (ver,.ver, )= Ming| FT, L FT 1y 1 Re = R M

0 if R, =R;
Where
DTyer(Ver,verj): direct trust of ver; for ver;;
veri: trustee VER;
ver;: trusted VER;
Re: cooperative mode including Regs, Ream and Rg;
Reas: dependent single-task cooperative mode;
Ream: dependent multi-task cooperative mode;
R:i: independent cooperative mode;

FTi and FT,: the functional tasks performed by virtual enterprise role ver; and verj,
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respectively;
|FTi| and |FTj|: numbers of functional tasks assigned to ver; and verj, respectivey, and
|FT; /7FTj|: number of functional tasks assigned simultaneously to both ver; and ver;.

Indirect Trust from ver; to ver;, | Tyer(Veri, ver), is expressed as the level of trustworthiness of
ver; for ver; via third-virtual enterprise roles (third-VERSs) that interact with ver;, ver; or both,
such as ver,, ver); and ver|, in Fig 5. The indirect trust can be considered as a path composed of
edges connecting ver; with ver; via different third-VERs. Hence, the indirect trust can involve
zero or more paths from a trustee subject to a trusted subject, where the number of the paths is
determined from the number of the third-VERs that can cooperate directly with least one of the
two subjects. The indirect trust function is derived from the direct trust function by considering
all edges of a path from the trustee subject to the trusted subject. When the transitive property
of the cooperation mode is available and its depth equals 2, the indirect trust function at depth
2 is defined as Function 2, which utilizes the product of two direct trust functions. The total
number of multiple indirect trusts at depth 2 is then averaged to keep I Tye in the range [0, 1].

ky
Z[DTver (Veri ,verl | ) x DTver (verl | > VET | )]
IT,,, (ver;,ver;) =" / @)
2

ver,

Where
IT,,, (ver;,ver;): indirect trust of ver; for ver; at depth 2;

DT,er(Veri,ver)): direct trust of ver; for ver;;

verl;: third-virtual enterprise role (third-VER) that cooperates with ver; and ver;
simultaneously, and

ko: number of third-VERs that cooperate with ver; and ver; simultaneously, i.e., the
number of paths from ver; to ver; via verl) while depth equals 2, 1 <| < k..

The indirect trust functions at depth 3 and beyond can be obtained from Function 2. The
indirect trust function at depth 3 is represented in Function 3.

k3
Z[DTver (ver;,verl, ) x DT, (verl,,verl,,) x DT, (verl,,, ver, )]
IT . (ver,,ver) = - N C)
3

Where
IT,,, (ver;,ver,): indirect trust of ver; for ver; at depth 3;

verljq: third virtual enterprise roles which directly cooperate with ver; and verl,;
verlio: third virtual enterprise roles which directly cooperate with ver; and verl;;, and
ks: number of paths from ver; to ver; at depth 3.

Finally, the indirect trust function is denoted in Function 4, which must be limited by

Equation 5 in which the weighted factors for indirect trust at various depths are determined by

the administrator, and the sum of the all weighted factors must equal 1.
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max-depth

IT,, (ver,ver)) = > o, xIT,, 4)
w=2
max-depth
Zaw =1 (5)
w=2
Where

[ Tver(Veri,ver;): total indirect trust value of ver; for ver;;
aw: trust weighted factor for indirect trust value at depth w, 2 =w=max-depth; and

max-depth: maximal depth of available transitive property.

® Negative Trust from ver; to verj, NTye(Ver;, ver;), is defined as the level of untrustworthiness of
ver; for ver;, and is adopted to decrease the level of trust between ver; and ver;. Figure 6 shows
the part of Role Relation Net (RRN) denoting the negative trust for the VER. The negative
trust function defined in Function 6 rises when the trusted and trustee subjects cooperate with
third-VERs using different cooperation modes. All third-VERs may be categorized into three
groups. The numbers of the three third-VERs are represented by variables Kk, n and p, which
are defined in Function 6. Consequently, the negative trust is in the range [0, 1].

(Insert Fig. 6 Part of Role Relation Net (RRN) representing the negative trust for VER)

Z DT, (ver;,ver,,)
NT,,, (ver;,ver;) = ! (k+n-p) (6)

Where
NTyer(Veri,verj): negative trust of ver; for ver;;
k: number of third-VERs cooperating with ver; and verjsimultaneously, i.e., the number

of indirect trust values from ver; to ver;;
n: number of third-VERs that cooperate with verj with either cooperation modes Regs or

Rcam and without ver;
p: number of third-VERs that cooperate with ver; via the cooperation mode Rg and

without ver; and
verm: third-VERSs that cooperate with ver; with either cooperation modes Regs or Regm and

without ver;.

In contrast to variable p in Function 6, variables K and n enable the negative trust value to raise

the trust level for the VER.

The trust function for VER as displayed in Function 7 is obtained by combining direct trust
(DTyer), indirect trust (IDTyer) and negative trust (NTye), in which Eq. 8 should suffice irrespective
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of how the weighted factors (Cp1, Cj1 and Cyz) are set. The three weighted factors are determined by
project administrators based on the influences of the direct, indirect and negative trusts on the trust
evaluation sub-model for VER. Intuitively, if a trust value contributes more in terms of data value,
it should be weighted more in the trust value calculation. Each resource in a virtual enterprise
involves both a virtual enterprise role threshold and a project threshold (refer to Section 2) which
can be frequently adjusted by the resource owner to adapt to the requirement of the virtual
enterprise environment for resources sharing. When these three coefficients are altered, Function 7
can provide an adequate secure information sharing method. The trust value for VER (Tyg) is in the
range [-1, 2] under the limitations of Eq. 8. The secure threshold of each resource is high when Ty

approaches 2, and is low when Tye approaches -1.

T, (ver; , Ver; )=C,, DT, (ver, , Ver )+C, 1T, (ver, , Ver )—CNT, (ver, , Ver; ) (7
Cb1, Cipand Cni= [o, 1] (8)
Where

Cpa: trust weighted factor for the direct trust;
C1: trust weighted factor for the indirect trust, and

Cni: trust weighted factor for the negative trust.
4.1.2 Example of assessing trust value for VER

Figure 7 shows the VERs and relations as an example of the trust evaluation sub-model for the
VER. The example includes nine VERs ver;, ver,, ..., Very, and specifically indicates some direct

trusts, which can be used to assess the indirect and negative trusts, and thus obtain the trust value
for the VER of ver; for ver; (Tye(Vver, ver,)).

(Insert Fig. 7 Example of assessing trust value for VER)

From Fig. 7, the following is obtained
DTyer(ver;, verp)=0.56

Using Functions 2 and 3 yields

IT,,, (ver,,ver,) = W =04
IT,,, (Ver,,ver,) = 0.3x O"is x0.28 _ 0378

Assume that @ =0.75and « ;= 0.25. Using Function 4 yields
IT, (ver,,ver,) =0.75x0.4+0.25x0.0378 = 0.30945

ver
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From Fig. 7 and these relations among the VERs, we can infer that k=3 (including vers, vers
and vers), =2 (including ver; and verg) and p=1 (including very).

Substituting Kk, nand p into Function 6 yields
02+1 0.3

3+2-1

NTye(very, very)=

Based on the secure threshold of resource, set Cp;=0.7, C;;=0.3 and Cy1=0.5.

Function 7 yields
Tyer(Very, very)=0.7x0.56 +0.3x0.30945-0.5x 0.3 = 0.334835

The above mathematical manipulations yield Tye(Vver;, ver;)=0.334835. Considering the
resource sharing among VERS in a project, ver; is authorized to access the resource owned by ver,,

while the resource threshold is equal to or below the calculated trust value for the VER.

4.2 Trust evaluation sub-model for project

The project relations defined in Section 2.2.3 can specifically indicate the operation mode of
interaction among projects, enabling project resources to be shared or reused during the project
lifecycle. Consequently, security for project resources is vital to project success. This sub-section
describes a trust evaluation sub-model, resolving the difficulty of indefinite assignments across

project boundaries.

4.2.1 Trust evaluation functionsfor Project

This sub-section initially defines terms concerning the trust evaluation sub-model for projects,
and then presents some functions for assessing the level of trust of each project relation from one
project to the others. As with the VER trust evaluation sub-model, three trust values are considered,

defined as follows:

(1) Direct Trust from Project p; to p;, DPT(pi, ), is defined as the level of trustworthiness of p; for
pi (See Fig.8) and is calculated from the project relations between p; and p;. The DPT is a
positive correlation coefficient increasing the trust intensity with its increased value. The solid
line between two projects in Fig. 8 denotes the direct trust for a project. Since various project
relations enable different levels of resource sharing, the DPT is written as Function 9, which
comprises five direct trust values for version, subset, process, reference and exclusive project
relations, where the direct trust for exclusive project relation acts as a key gate for determining
whether the DPT is 0 or greater than 0. Hence, Function 9 and the five direct trust functions
defined in this sub-section clearly indicate that the direct trust function for project is in the
range [0, 1].
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(Insert Fig. 8 Part of Role Relation Net presenting the direct and indirect trusts for project)

DPT( pi , pj ) — l:(DPTvcrsion (pl 7pj) + DPTsubsct (p| L] p_]) + DPTl.ctbl~cl1cc (pl s p_]) + DPTpTOCCss (p| 7p_])%i| x DPTexclusive (p| , pJ) (9)

Where
DPT(pi,p;): direct trust of p; for p;; and
DPTversion(Pi:P;), DPTaubeset(Pi;5), DPTreference(i,01), DPTprocess(i,0;) @nd DPTexciusive(Pi,0;)
separately denote the direct trust of pj for p; at version, subset, reference, process and exclusive

relations.

The five direct trust functions with various project relations are described in order, as follows:

® Direct trust function for version project relation from project pi to P, DPTversion(Pi, Pj)s
measures the trustworthiness intensity of project pj for project p; when considering the version
project relation. The risk of accessing an unauthorized resource via the version relation might
depend on the intersection of enterprise members from the two projects. Based on the above
principle, the direct trust function for the version project relation is derived as Function 10,
which is in the range [0, 1].

‘ FT, correspondingtoFT;, ‘
Min{| FT, || FT; |}

if 3(p,R,,P;)and I(EM,, # EM )

DPTVersion i i) = (10)
(Pi-Py) if A(pR,,p;)and V(EM,, =EM )

—

0 otherwise

Where
pi: trustee project;
pj: trusted project;
DPTversion(i,;): direct trust of p; for p; at version project relation;
FTi: function tasks involved in pj;
FT;: function tasks involved in pj;
|FTi|: number of function tasks involved in pj;
|FT;|: number of function tasks involved in pj;
|FTix corresponding to FTjy|: number of functional tasks assigned to p; and linked to the
functional tasks assigned to p; via correspondence relations;
EMim: enterprise members participating in project j;
EM;n: enterprise members participating in project pj, and

PiRuvP;: version project relation between p; and p;.

® Direct trust function for subset project relation from project p; to p;, DPTsuset(Pi, ), measures
the trustworthiness of project pj for p; when considering a subset project relation. The risk of
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accessing an unauthorized resource through a subset relation might depend on the amount of
resources used by projects pj and pj. Therefore, the direct trust function for subset project
relation can be obtained as Function 11, which is in the range [0, 1].

|PublicR, ~ PublicP,|
: . ; if 3p;RP;
Min{| PublicPR [,| PublicP, |}
DPTsubset ( pi ” pJ ) = (1 1)
0 otherwise

Where
DPTauset(pi,0j): direct trust of pj for p; at subset project relation;
PublicP;: public resources assigned to projects pi;
PublicP;: public resources assigned to projects pj;
|PublicPi|: number of public resources assigned to projects pi;
|PublicPj|: number of public resources assigned to projects pj;
|PublicP; ~ PublicPj|: number of public resources assigned simultaneously to projects p;
and p;, and
PiResP;: subset project relation between p; and ;.

® Direct trust function for reference project relation from project pi to pj, DPTreference(Pis ),
measures the trust intensity of project p; for p; when addressing the reference project relation.
The risk of accessing an unauthorized resource using a reference relation is based on the
enterprise members participating in the two projects or in other projects. Consequently, the
direct trust function for the reference project relation can be determined as Function 12, which
is in the range [0, 1].

[EM, NEM ||
, if 3p;R,, p;
Min{| EM, || EM |}
DPTreference(pi H pj) = (12)
0 otherwise

Where
DPT eference(pi,10;): direct trust of pj for pj at reference project relation;
|EM;| and |EM;|: numbers of enterprise members participating in project p; and [,
respectively;
|EMi N EM;|: number of enterprise members simultaneously participating in projects p;
and p;, and

PiRxrP;: reference project relation between p; and p;.

® Direct trust function for process project relation from project pi to P, DPTprocess(Pis Pj)s
measures the trust intensity of project p; for pi when addressing the process project relation.
The risk of accessing an unauthorized resource via a process relation might depend on the
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workflow among the functional tasks involved in the two projects. Hence, the direct trust
function for the process project relation can be derived as Function 13, which is in the range [0,

1].

| Functional TaskWor kfl ow]

Min{ FT, [,| FT; [}
DPTprocess(pi > pj) = (13)
0 otherwise

if 3p;R,, P,

Where
DPTprocess(Pis;): direct trust of pj for pj at process project relation;
|Functional TaskWorkflow|: number of workflow relations among function tasks, which
indicates the priority of functional tasks involved in the two projects, and

PiRepR;: process project relation between p; and p;.

® Direct trust function for exclusive project relation from project p; to pj, DPTexusive(Pi, ), 1S
utilized as a key gate to determine the final direct trust value from projects pi to p;. The
DPTexcusve(Pi, ) 1s either 0 or 1, depending on whether an exclusive project relation is
available. Accordingly, the direct trust function for exclusive project relation can be obtained as
Function 14.

0 if PR, P;
DPTexclusive( pi ’ pj ) = (14)
1 otherwise

Where
DPTeusive(Pi,pj): direct trust of p; for p; at exclusive project relation, and

PiRuep;: exclusive project relation between p; and p;.

(2) Indirect Trust from project p; to p;, IPT(pi, pj), is defined as the level of trustworthiness of p; for
pi via third-projects linked with one or both of p; and p;. The indirect trust for project is a
positive correlation coefficient ranged between 0 and 1 to intensify the trust level between
projects pi and pj, and derived from the project relations of third-projects with or without
projects p; and ;. Figure 9 shows the part of an RRN denoting projects and project relations. The
indirect trust function of a project at depth 2, based on the project’s direct trust function, is
derived as in Function 15 when the transitive property is available.

(Insert Fig. 9 Part of role relation net to present negative trust for project)

S [DPT(p,. pl,)x DPT(pl,. p,)]
IPT,(p;, p;) ="~ K, (15)
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Where
IPT2(pi,p;): indirect trust of p; for pj at depth 2;
DPT(pi,p;): direct trust of p; for p;;
pl: third-project; and
ko: number of third-projects that associate with p; and p; simultaneously, i.e., the number of
paths from p; to pyvia pl;, 1 <l <k,

Using the concept of Function 16 and referring the indirect trust function for VER at depth
3, the indirect trust function for projects at depths beyond 3 can be obtained. Owing to page

space limits, this paper does not show the functions |PT3(p;,[0)), IPTa(pi,p;), and beyond.

Consequently, the total indirect trust function for project is represented in Function 16,
where, according to Eq. 17, each weight factor is in the range [0, 1] and the sum of the all

weight factors must equal 1.

max-depth

IPT(p,, py) = 2 B, xIPT, (16)
w=2
max-depth
2B =1 (17)
w=2
Where

IPT(pi,pj): total indirect trust of p; for pi;
& trust weighted factor for indirect trust function at depth w, 2 <w=max-depth; and

max-depth: maximal depth of available transitive property.

(3) Negative Project Trust Function from project pi to pj, NPT(pi, pj), is a negative correction
coefficient in the range 0 and 1, and is applied to reduce the project trust intensity. Function 18
shows the negative trust function for project.

> DPT(pl,.p;)
NPT(p,.p;) =" (ks n-p) (18)
Where
k: number of third-projects with project relations with projects p; and pj, simultaneously, and
the number of indirect trust values from p; to p; (such as projects pui, P2, - - -» Pik);
n: number of third-projects which have subset, version, reference or process project relations
with project pj (such as projects Pmi, P2, - - ., Pmn), and

p: number of third-projects which have an exclusive project relation with project p; (such as

projects Pni, Pr2, - -, Pnp)-

Considering DPT, IPT and NPT, this study presents the trust function for projects as shown in

Function 19, where Cp;,, C» and Cx; denote three real coefficients used as weighted factors that can
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be restricted with Equation 20. Different trust values for project are obtained by altering the three

coefficients based on the project security policy.

PT(p;,p;) =Cp, xDPT(p;,p;) + Cp, XIPT(p;,p;) - Cy, X NPT(p;,p;) (19)
Cp2, Cpp and Cna = [o, 1] (20)

4.2.2 Example of assessing trust value for project

Figure 10 shows an example of the project trust model, which considers ten projects (pi1, p2, .-,
pio) and various project relations. This example aims to assess the project trust value of p, from the
perspective of p; (PT(p1, p2)). To simplify the illustration of the example, some direct trusts for
project are assumed as displayed in Fig. 10.

(Insert Fig. 10 Example of calculating trust value for project)

From Fig. 10, Function 9 is applied to yield
DPT(p1, p2) = O+0.72: 0+0.4 «1= 0.8

Using Function 15 yields

IPTa(p1, p2) = 0.6x0+ 0.333>< 02+0x04 ~0.022

In the example, only indirect trust for project at depth 2 is available, so that the total indirect

trust equals to the indirect trust for project at depth 2.

Referring to Fig. 10 and calculating all project relations among projects, then k=3 (including
projects ps, Ps and ps), N=3 (including projects ps, P7 and pg) and p=2 (including projects py and
Pio)-

Substituting these integers into Function 18 yields
NPT(p1, p2) = 0.6+045+0.3 _ 0.3375
3+3-2

Based on the threshold of project resource security and the restriction on Equation 20, set
CD2:0.7, C12:0.3 and CNQZO.S.

Substituting these coefficients into Function 19 yields
PT(p1, p2)=0.7x0.28 +0.3x0.022-0.5x 0.3375 = 0.03385
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The above mathematical manipulation yields the project trust value of p, from the perspective
of p1, PT(p1, p2)=0.03385. Considering the resource sharing across projects, project p; is authorized
to access the resources owned by project p,, while the secure threshold for the resources is equal or
less than the project trust value.

4.3 An example of trust evaluationsfor virtual enterpriserole and project

This sub-section uses Fig. 2 as an example to introduce the application of the proposed trust
method. Table 1 lists three of all attributes of each functional task in Fig. 2.

(Insert Table 1 Attribute list of functional tasks)

Table 2 lists the project and VER thresholds of all public permission (resource).
(Insert Table 2 Threshold list of public permission)

Table 3 lists the assignments between VER and public permission.

(Insert Table 3 VER public permission assignment list)

In the example some states are set, including attributes, assignments, thresholds and trust for
project and virtual enterprise role. Finally, we can decide each subject’s authorizations based on
trust values. While DPT(p1,p2)=0.35, DPT(p2,p3)=0.2, DPT(p1,p3)=-1, Tver(Vers, very)=0.5 and
Tver(Vera, very;)=0.6, the authorizations of each virtual enterprise role are listed in Table 4.

(Insert Table 4 VER authorization list after considering sharing and trusts)
5. Discussion and Conclusions

Resource management and sharing in collaborative virtual enterprise environment will in the
future become increasingly complicated because of the need for information transparency. Based on
the results of the requirements of resource sharing in virtual enterprise, this study proposed a
VEAC-based trust evaluation method to resolve the issue of trust evaluation for sharing resources
across enterprise and project boundaries.

5.1 Reaults and Contributions

The VEAC model can significantly simplify the explicit specifications and administration of

access control in virtual enterprise by specifying the various relations among various elements,
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while the trust evaluation method provides a secure mechanism for supporting VEAC’s need for

security and flexibility. The detailed results and contributions of this study are:

(1) The proposed trust evaluation sub-model for VER and the trust evaluation sub-model for project
can measure the trust value among various VERSs to facilitate the secure resource sharing across

organization.

The VEAC-based trust method can solve the drawback from the VEAC model and facilitate
more securely and flexibility for resource sharing to support cross-organizational collaborative
activities in virtual enterprises.

(3) With the change of each resource threshold, each resource’s owner can frequently adjust the
security level to adapt to various secure threats.
(4) This study may provide a suitable foundation for building a high-assurance trusted cooperative

platform in dynamic virtual teams.

5.2 Further research

To develop a virtual enterprise access control mechanism for managing and facilitating
resource sharing, some investigations need to be performed, and the following factors should be

considered in future:

(1) This study only considered two elements of the VEAC model to develop the trust evaluation
method; the other elements should be considered in the future.

(2) As well as direct, indirect and negative trust factors, other factors, such as the user’s historical
data, should be addressed to determine the level of trust and access resources and amount of
referral from other trusted entities.

(3) This study does not consider that the user might share a resource with unauthorized users after
legally acquiring it.

(4) Methods for the access control server to call and use resources in the heterogeneous platform
were not addressed.

(5) An enterprise may participate in several competing VEs. Leaking of professional key
technology or data should be prevented.

(6) Future studies may apply the XACML (eXtensible Access Control Markup Language) presented
by OASIS to develop project access control policy frameworks to integrate access strategies
among enterprises.

(7) VEAC model-based algorithms for generating user authorization are highly promising for use in

supporting the virtual enterprise access control system.
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Fig. 3 Access control framework in a virtual enterprise
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Fig. 4 Structure of the trust evaluation method
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Fig. 5 Part of Role Relation Net (RRN) denoting the direct and indirect trusts for VER
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Fig. 9 Part of role relation net to present negative trust for project
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Fig. 10 Example of calculating trust value for project

_ Attributes
Functional Task . . .

FT) Allowed-reference | Allowed-sub-project | Allowed-main-projec
t

ft F F F

ftio T T F

fty) T T T

fto, T T T

ftr3 T F F

Table 1. Attribute list of functional tasks

Public Permission Threshold of Threshold of Virtual
(Resour ce) Proj ect Enterprise Role
public-py; 0.7 0.8
public-pi» 0.62 1
public-pi3 0.2 1
public-py; 0.1 0.7
public-pa» 0.22
public-ps 0.35
public-pa4 0.4 0.6

Table 2. Threshold list of public permission
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Virtual Enterprise ) o
Public Per mission (Resour ce)
Role (VER)
Ver; public-p;, public-p;2, public-pi3
Very; public-p,;, public-p»
very public-p,3, public-pa4

Table 3. VER public permission assignment list

Virtual Enterprise ) o
Public Per mission (Resour ce)
Role (VER)
Ver; public-p;, public-p;2, public-pi3
Very; public-p,1, public-p,z, public-py;
very public-p,3, public-py4, public-px;

Table 4. VER authorization list after considering sharing and trusts
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